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PrivateWire Gateway
Load Balancing and High Availability using Microsoft SQL Server
Replication

Introduction

The following document describes how to install PrivateWire in high availability
mode using database replication. For more information please refer to PrivateWire
documentation chapter 21

This document is about to describe an advance PrivateWire Gateway configuration,
and SQL Server configuration assuming the reader has pretty good understanding and
knowledge of PrivateWire Gateway, SQL Server and networking.

When performing SQL replication between PrivateWire gateways, we recommend
replicating only the users and group tables (list of tables to replicate can be found later
in this document). Meaning that all other information such as rules or setup
parameters should be entered in both replicated gateways manually.

Prerequisites

1. Itis assumed that the reader has pretty good knowledge of PrivateWire and a
good knowledge of Microsoft SQL Server and how to setup Microsoft SQL
server in database replication mode.

2. Environment: Two Gateways installed using ODBC wizard on Microsoft SQL
Server Database.

3. Each gateway need to have a special gateway ID assigned to (it requested

during the ODBC compliant installation)

All of the gateways should be joined to Microsoft Domain (NT,2000,2003)

In order to eliminate some permissions and access problems SQL Server

services (Ms SQL Server and SQL Server Agent) should be configure to run as

the same domain user account (not local system account)

Note: Be sure that the domain user account you are using has local

administrator privileges on the gateways.

6. Use the PrivateWire administration to define the gateway configurations such
as rules-tables, definitions, servers and setup parameters on each gateway
before establishing the replication process.

7. The gateway's rules table should allow communication between the gateways
on the SQL server port (default is 1433), and Microsoft Directory services
ports.

S

SOL Server Replication Terminology

Merge replication

Merge replication is the process of distributing data from Publisher to Subscribers,
allowing the Publisher and Subscribers to make updates while connected or
disconnected, and then merging the updates between sites when they are connected.
Merge replication is “many to many" replication.
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Publication

A publication is a collection of one or more articles from one database. This grouping
of multiple articles makes it easier to specify a logically related set of data and
database objects that you want to replicate together.

Subscriber

Subscribers are servers that receive replicated data. Subscribers subscribe to
publications, not to individual articles within a publication, and they subscribe only to
the publications that they need

Distributor
The Distributor is a server that hosts the distribution database and stores history data,
and/or transactions and Meta data

Setting database replication

SQL Servers registration

In order to ensure proper installation and to ease up some procedures it would be
better to register both SQL Servers on the machine that you are going to manage the
replication process from.

1. Right click the SQL Server and choose the "New SQL Server Registration”

"Hi SOL Server Enterprise Manager - [Console RootsMicrosoft SOL Servers'SOL Ser up] =100 =]
,E Console  Window  Help |;|i|5!|
|J gction Wiew  Tools H@l -D|_|><|'_=,"|@ J—)lﬁ|:‘;\|aaf§ E £ |
Tree | | SOL Server Group 1 Ikem
(L1 Console Raot %
=B micr !

LABOZ
{Windows MNT)

Mew SQL Server Registration...

=

Edit SQL Server Registration properties...
Delete SQL Server Reqgistration

Disconneck
Stop
Pause
Start:

Mew 3
Al Tasks »

MNew Window Fram Here

Refresh

Properties
Help
iﬁﬂ:artl J m E S] | ] Irﬁj SOL Server Enterprise ... ‘—C:\Documents and Settin. .. |g%‘% 10:19 AM
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2. Choose your second SQL Server then click Add, click "Next"
‘i SOL Server Enterprise Manager - [Console R: L Server Gri o [m] 5|
J'En Console Weindow  Help |=li|il|
|J Action  Wiew  Tools |J<}= -D||><|Q' |@|J%k—|*‘1\|5}@ @ |

Tree I | SGL Server Group 1 Ikem
&=
e o s Y x4

Eﬁ 0L Server Group

; Select a SGL Server
-y LABDZ (Windo

Select or type the name of one or more gervers in the Available servers bow. || 5

Awailable servers:

Added servers:

Add » |
< Hemove |

< Back I =S Cancel

iﬂﬁtartl“ m ﬁ I‘_'S'i| |J I'ﬁ] SOL Server Enterprise ... '—JC:\Documents and Settin... | @reg server] - Paint

| [P 10:0am
3. Click "Next"

Register SOL Server Yizard _ El

Select an Authentication Mode
Select the authentication mode that you uze to connect to SOL Server. @

Connect uzsing:

e T he Windows account information | uze to log on o my computer P indows
Athentication]

The SAL Server login information that waz aszigned to me by the zugtem
adminiztrator [SEL Server Authentication]

< Back I Mewt » I Cancel
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4. Click "Next"
g
Select 50L Server Group
Specify whether pou want to add the SOL Server(s] vou are registenng to the %

default SOL Server group, another existing aroup, or a new SEL Server group.

&+ 2dd the SOL Server[s] to an existing SOL Server groug

Group name: Iﬁ SAL Server Group j

" Create a new top-level SEL Server group

[FrouE name;

< Back I Hesut » I Cancel

5. Click "Close"

Register SOL Server Messages i 5[

Server registration completed.

Staties;

LAE1E - Begiztered succesziully

To change zettings for any SOL server that was not registered successfully,
zelect the zerver and then click the Properties buttan, To stap the server
regiztration, click the Stop buttan, [Maote: Serverz already registered will remain
reqiztered. Any remaining unregistered servers will not be registered. |

Eroperties | Stop | Cloze

6. Now that both SQL servers are registered you can start with the Replication.
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Create Publication Wizard
H H M H mn n
1. Right click the PrivateWire DB, choose the "New" menu then choose
mn - M n
Publication
"% SOL Server Enterprise Manager - [Console Root'Microsoft SOL ServerstSOL Server Grol - O] =
i
J'En Console  Window  Help |_|- 8] E”
|J Action  Wiew  Tools H(}:' -D||><|@|J91§ N |
Tree I Privateiire 11 Items
|:| Console Rook 6%:1-"! @
EI-- Microsoft SOL Servers =
E]ﬁ SCL Server Group Ciagrams Tables Wiems Stared Roles
-3y LABOZ (windows NT) Procedures
-] Dakahases
Sil= 4
madel - =
rmsdb Rules Defaults User Defined  User Defined Full-Text
[rata Types Functions Catalogs
pubs Mew Database. .. |
o Daabase er..
el
» o
E1-E3 Data Transform, &l Tasks Database Rols
-] Management Yiew ¥ Database Diagram...
-3 Replication Mew Window from Here Table...
- Security igw,..
[;[:I Spport Service_ Ee::eteh Stored Procedure. ..
(] Meka Dats Servi SHTeS ) Extended Stared Procedure., .
-5y LABLE (Windows NT  Export List... e
#1-{_] Databases B
: Properties Default. ..
-] Data Transfarm. ;
E[:l Management 0 User Defined Data Type. ..
E[:l Replication £l User Defined Function...
ED Security Mdew Full-Text Catalog, ..
E[:I Suppork Service_s Publication. ..
-2 Meta Data Services T
iffjStart J m a |‘_§§| |J IB& SOL Server Enterprise ... @enterprise—pw - Paink | |$%‘% 10:24 &M

2. The Publication Wizard will start, click "Next"

Create Publication Wizard .

Welcome to the Create Publication
Wizard

Thiz wizard helps you publizh your data zo that it can be zhared
with Subscribers. \with thiz wizard pou will:

Publish the data in database Privateisfirg’.

Filter the data in the publication.

Set the publication properties.

After the publication iz created, the data can be shared with
gerverz unning SOL Server and heterogeneous data sources by
creating subscriptions.

[T Show advanced options in this wizard.)

X

¢ Back I Mest » I Cancel Help
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3. Select the server that will be used as the distributor (it's O.K if you choose the
local machine)

Create Publication Wizard h x|

Select Distnbutor Cl e
Choose a Digtributar for this zerver becauze it iz a new Publizher. = @ -

T he Distributar iz the zerver that iz usually responzible for sunchronizing data between Publizhers and
Subzcribers.

% dake LABDZ itz own Dictributar; SOL Server will create a distribution databaze and a log

" Use the following server [the zelected zerver must already be configured as a Distibutor):

LABTE AddiSemver..

< Back I Hemt » I Cancel Help

4. Specify snapshot folder to sharing the replication information, this folder
should be shared as regular share or administrative share.

Create Publication Wizard h |

Specify Snapshot Folder L
Specify the root location where snapzhots of all publications fram thiz Publizher will be = @, 3
zhored.

To support Distribution and Merge Agents that run at Subscribers, such as for pull
gubzcriptions, you must refer to the zhapzhot folder using a netwark path.

Snapzhat folder;

W LABD2SAENProgran Files\Microsaft SHL ServersMSSOLAB eplData

¢ Back I Hewt » I Cancel Help
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5. The following warning will appear if you specified an administrative share
click "Yes" to continue

SOL Server Enterprise Manager El

The znapzhot folder path, “SLABDZ$\Program Files'Microsoft
SOL ServerttMSSELAReplData’, uzes a special thare hame which
can uzually be acceszed anly by a login with adminiztrative
privileges on computer 'LAB0Z2'. Thiz share may not be accessible
by agents running on ather computers, such as the agents far pull
subzcriptiong.

Are pou sure you want to wze this snapzhot folder path?

6. Choose the PrivateWire Database you want to replicate

Create Publication Wizard i x|

Chooze Publication Databasze il L
Chooze the databaze that containg the data or objectz you want to publish, > @ 3

[ atabazes:

| Marthuwind

pubz
Test

< Back I Mest > I Cancel Help
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7. Select "Merge publication™ as publication type and click "Next"

L x|

Select Publication Type ni
Select the publication type that best supparts the requirerments of your application. 7 @

Create Publication Wizard

an updated snapshot. Thiz iz appropnate when the Subzciber data need not be

@ " Snapshot publication -- The Publisher periodically replaces Subscriber data with
conztantly up-to-date.

changes are zent incrementally to Subzcribers. Lpdates to Subscrbers preserve

@ i Tranzactional publication - Data iz usually updated at the Publizher, and
tranzactional consistency and atomicity.

iIChanges are merged periodically at the Publisher. Thiz supportz mobile,

@ &+ Merge publication - Data can be updated at the Publisher or arw Subscriber,
‘occazionall connected Subscribers,

< Back I Mest » I Cancel Help |

8. Select the subscriber type and click "Next"

Create Publication Wizard

Specify Subzcriber Types i 1
What tppes of Subszcribers will subscribe o this publication’? 7 @

Select all of the bupes of Subszcribers that you expect to subzcribe to thiz publication.

V¥ Servers unning SOL Server 2000

[T Servers unning SAL Server version 7.0
[T Devices nning SOL Server CE

[™ Heterogeneous data sources. such az Microsoft Access

Subsgcribers that are servers running SOL Server version 7.0 cannot uze properties that are
new in SEL Seprcer 2000, 1f you select thiz Subscrber type, the new properties will not be
available in thiz wizard.

< Back I Mest > I Cancel Help
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9. Specify the desired tables you want to publish in this replication,
For PrivateWire replication you should not select the following tables since
these tables must be local:
pw_accs_t, pw_acss_t, pw_cns_t, pw_ikns_t, pw_ins_t, pw_logs_t, pw_rts_t
Click "Next"

Create Publication Wizard b x|

Specify Articles L
Publizh tables and other databaze objects as articles. Y'ou can filker the published data = a 3
later in the wizard. %

&, unigueidentifier column will be added automatically to published tablez without one.

Object Tyupe Shiow |P'u|:|lish;1 | |Elwner |EII::ieu:t
[+ dbo pw_acss t

dbo  pw_chg_t

[ |

dbo pw_goocs_t _J
dbo pi_ancs_t J
dba pis_arps_t J
|
[

dbo  pw_gucs b

4| |

¥ Show unpublished objects

dbo pw_gws_t
dbo pw_iknz_t

dba pe_ing t =
s - _*I_I

¢ Back I Hest > I Canicel | Help |

1

“IO0RREREDOO

Article Defaults... |

10. Click "Next"

Create Publication Wizard b x|

Article |szues N

The following iszues may require changes to your application to ensure it continues o = @ 3
operate az expected. £

|zzuEs;

Deszcription:

SOL Server requires that all merge articles contain a uniqueidentifier column with & unique indes -
and the ROWGUIDCOL property. SOL Server will add a unigueidentifier column to publizhed
tables that do not have one when the first snapzhot iz generated.

Adding a new calumn will:
% Cauze IMSERT statementsz without column stz to fai
» Increase the size of the table L‘

< Back I Mest » I Cancel | Help |
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11. Enter the publication friendly name, Click "Next"

Create Publication Wizard b x|

Select Pubhcation Hame and Description il L
Select a name and description far this publication. = @ -

Publization name:

Publication description:
kerge publication of Privatetvfire database from Publizher LABDZ. ﬂ

[T List thiz publization inthe &ctive Directan

The publication hame can cantain any character except “[ 514 < > " Por &

< Back I Mest » I Cancel | Help |

12. Verify the publication details, Click "Next"

Create Publication Wizard b x|

Customize the Properties of the Publication L
Define data filters or customize the remaining properties; othenwize, create the = @ 3
publication as specified. i

Do pou want to define data filkers or customize the remaining properties of thiz publication’?

" Yes, | wil define data filters, enable anonymous subscriptions, or customize other
properties

& o create the publication az specified:

lze 'LABDZ" az the Distribkar, ﬂ

ze ShSLABDZNA$Frogram FileshMicrosaft SOL ServersS50LAReplD ata’ az the
shapshot folder For thiz Publizher.

Create a merge publication from databaze 'Privatebafie’

The follawing tupes of Subscribers may subzerbe ta thiz publication:
Servers running SEL Server 2000 LI

¢ Back I Hest > I Cancel | Help |
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13. Click "Finish"

Create Publication Wizard ) x|

Completing the Create Publication
Wizard

Click Finizh to create the publication.

= T o monitor replication activity for this Publisher, expand
Replication Mornitar at the Distribukor,

< Back

Cancel Help

14. The following progres window will appear

SQL Server Enterprise Manager ﬂ

Creating Publication 'Privatetsfire’ from Database 'Privateiwie’

} Configuring Diztributor
Setting publication properties
Creating publication
Adding articles

Starting the Snapzhot Agent

-11 -
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15. The following window will appear notifying that the publication were created

successfully.

SQL Server Enterprise Manager

X

Publization Properties. ..

SOL Server Enterprize Manager successfully created
publication ‘Privateisfire’ from databaze 'Frivateisfing’

=

After creating the publication, a hand mark will indicate that the PrivateWire has
publication. And you can see that the Replication monitor was added to the SQL
server tree.

Create Push Subscription Wizard

1. Expand the PrivateWire database, expand the "Publications™ folder and right
click on the "PrivateWire" publication.
2. On the menu choose "Push New Subscription

Tﬂl SOL Server Enterprise Manager - [Console Root' Microsoft SOL Serverst SOL Server Group

Jnﬁn Consale

window  Help

=10 x]

=]

|J Action  Wiew  Tools H E = | _| | @

] Sk | AN | B, 03

Tree I

E]ﬁ 0L Server Group
£y LABOZ (windows NT)

=-{_1 Databases

E-f distribution

E| master

H madel

=] msdb

E| Morthwind

L—_r@ Private'Wire
E@ Diagrams
—[Z8 Tables
" Views

- #%4l Stored Procedures
14 Users
421 Roles

Rules
[ Defaulks

Bl User Defined Functions
HD Publications

Full-Text Catalogs

& pubs
e tempdb
- Test

-] Data Transformation Services
-2 Management

-[_1 Replication

[1-[E Replication Maritor

— T oy

% User Defined Data Tvpes =

[

M

Frivateiire O Items

Subscription Marme £

[ Type

| Subscriber

4

Mew Publication, .,

Push Mew Subscription. ..

Wiew Conflicts. .
Reinitialize All Subscriptions
Explore the Latest Snapshot Folder

Generate SOL Script,..

Refresh

Wiew

Arrange Icans
Ling up Icons
Properties

Help

3

iﬂﬁtartl“ m ﬁ [$| |J I'%] SOL Server Enterprise ... @enterprise-pw-shared -P... | % a0L Server Enterprise Ma...l g%% 10:40 AM
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3. The Push Subscription Wizard will open, click "Next".

Push Subscription Wizard )

Welcome to the Push Subscription
Wizard

Thiz wizard helps you push a subszcription from publication
"Privatetsfire’, publizhed by 'LABDZ', to one or more servers or
ZEMverl gralps.

With thiz wizard vou can:

®  Select one ar mare Subscribers.

®*  Select the databasze where the subzcription will be
created.

*  Set the initialization and synchronization schedules.

[T Show advanced options in this wizard.

Algorithemic Research

x|

« Hack I Hest > I Cancel | Help

4. Select the other SQL Server that will be replicated, click "Next".

Push Subscription Wizard L

Choose Subszcnbers
Chonze ane or mare Subscribers or groups of Subscribers.

Select one or mare Subszcribers in the following list. Select a group name to zelect all
Subscribers in that group.

Subzcnbers;

% S0L Server Group

= Enabled Subscribers

< Back I Hest » I Cancel Help

-13 -
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5. Select the database name, click "Next".

Push Subscription Wizard N x|

Choosze Destination Database
Specify the subzcrption databaze at the SOL Server Subscriber(s). E%

Browse or Create.. |

Mote: The specified databaze must exist at each Subscnber when the subscription is
iritialized.

¢ Back I Hest > I Cancel Help

6. Set the Merge Agent to run "Continuously™, click "Next".

Push Subscription Wizard N x|

Set Merge Agent Schedule
Specify how frequently the Merge Agent(z] updates the subzcniption(z). E%

YWhen should the Merge Agent update the subscrphion’?

¥ Continuously - provides minimal latency between when an action occurs at the F'ul:ulisheré
and iz propagated to the Subscriber {

£ Uzing the following schedule;
Ocours evern 1 day(z], everny 1 hour(z] between 12:00:00 Ak and Change.. |
11:59:00 PR,

¢ Back I Hest > I Cancel Help
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7. Select "No", click "Next".

Push Subscription Wizard ) x|

Initialize Subscription

Specify whether the subscription(z] needs to be initialized, and if z0, when to start
the initialization process,

Dioes Microzoft SGL Server need to initialize the publication schema and data at the Subscriber
when the subzcriphion iz created?

+ ez inibalize the schema and data;

[Fyes. the Snapshot Agent has already created the snapshot. The Merge Agent
will apply the shapshot autormatically when the subscription iz created.

" Nuo, the Subscriber aleady has the schema and data

¢ Back I Hest > I Cancel Help

8. Select "Use the Publisher as proxy for the Subscriber..." click "Next".
x

Set Subscnption Priornty
Set the priarity of thiz subszcription, which helps decide the winner af canflicting E%
data changes.

“When a data change at the Subscriber conflicts with a change made elsewhere;

i* Llse the Publizher az a prosy for the Subscriber when resolving conflicts

" Use the following priority, between zero [lowest] and 99,99 [highest], to resolve the conflict

I?E.EIEI

Erionties af curent subserpticons [for referense];

Subzcrption Mame | Type | Friority |

4| | +]
< Back I Hest » I Cancel | Help |
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9. Verify that the SQL Server Agent is running, click "Next".
x|

Start Required Services
See the statuz of the services required for this subscription(s] and select thoze to E%
be sztarted after the subszcrnption(s] iz created.

Thiz subscription(z] requires the following services to be rwnning on the indicated
ZETVENE,

| Status
R unning

Service [on Server]

< | 2

A gervice whose check box iz zelected will be started automatically after the
subzcriphion(z] iz created. & service whose check box iz not selected will have to be
ztarted manually for your subscnption to wark,

¢ Back I Hest > I Cancel | Help |

10. Verify the subscription details, click "Next".
x|

Completing the Push Subscription
Wizard

Click Finizh to subscribe with the fallowing optionz:

Create a subscription to publication 'Privateisfire’ fram -
Publizher 'LABDZ",

a el A

Create a subscription at the following Subscriber(s):
LAB1E

Create each zubscription in a databaze named
‘Frivatetfire'

w
1| | b

== T o moitor activity for this subscription(z], use
Replication Moritor at the Digtributor.

¢ Back

Cancel Help

-16 -



16. The following progres window will appear.

SOL Server Enterprise Manager ]

Creating the subscription at Subscrber #1: 'LAE1E"

Enabling thiz zerver az a Subscriber
S aving zubzcription settings
} Creating the subscription

YWernfying required services

Algorithemic Research

17. The following window will appear notifying that the subscription were

created successfully.

SOL Server Enterprise Manager

X

Subzcribers:
LABTE

Subzcriptions were created successfully at the fallawing ;I

18. After creating successfully the publication and subscription your Enterprise

Manager window should look like that:

':m SQL Server Enterprise Manager - [Console Root'\Microsoft SQL Servers'SOL Server Gro

|8 Console  Window  Help

=10l =]

|

|J Action  Yiew  Tools |]®-D|-| |x'.|@| '*'| \|E(7

¥ 3

Tree I

Privatewire:Privatetire 2 Items

FrivateWire Agents  /

| Last Action

G- Morthwind ;I
rivateiire

25 Diagrams

- [E] Tables

" Views

- stored Procedures
{f Users
-5 Roles

] Rules
--[=] Defaults
& User Defined Data Tvpes
User Defined Functions
J D Publications
Frivateire
Full-Text Catalogs

%Snapshut

FHLABLE Privatetire-2

[

D Data Transformation Services

(L Management

Cl Replication

& Replication Monitor

D {:I Publishers
=s @ LABOZ
i Private'Wire: Privateiire

w-F-E

'T‘

l F-0 Agents

----- o Replication Alerts
- Security

- {:I Support Serwces «]

. |
ﬁstart | n.tﬂ E @ | llE;]SQL Serve.. @push subld.. | nE}]SQL Server . | @D:'I,Program

A snapshot of 17 article(s) was generated.

Mo data needed to be merged.

-17 -
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Replication tests

After establishing the replication successfully, you can perform several tests to see
how the replication works, for example you can add a user to one gateway, and
then you should see this user on the second gateway after minute or two.

Replication maintenance

1. You should read the SQL Server logs periodically to see if there is errors
2. Check the Replication Monitor on the Enterprise Manager to see the
replication agent's status and logs.
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