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PKI Digital Signhature (Electronic
Signature)  Software Solutions: An

Introduction

Legislation supporting digital and electronic signatures as a way to authenticate electronic data and
transactions are implemented around the world. The US e -Sign Bill, signed by former US President Bill
Clinton and the EU Directive for Digital Signatures, are just two examples of this global trend.

Organizations remain reluctant to jump on the digital signature bandwagon due to the cost and complexity
associated with typical Public Key Infrastructure (PKI) solutions. Although electronic signatures offer an
immediate reduction in paperwork and in handling and archiving costs, the technology behind public key
infrastructure solutions, and PKI algorithms are often associated with lengthy deployments, high expenses,
and very difficult ongoing management for deployments beyond 100 u sers.

CoSign®, an innovative digital signature (standard electronic signature) solution, offers a new approach to
implementing digital signatures. This approach solves most of the deployment problems and dramatically
reduces the TCO (Total Cost of Ownership) of deploying digital signatures.

This white paper deals with the deployment problem that characterizes traditional digital signature
technology and explains how CoSign can solve these problems, resulting in an attractive ROl and a very
low TCO for the b enefits delivered. Download the PKI solutions white paper now.

CoSign in a Nutshell

CoSign is an appliance that offers a turn -key digital signature solution for signing documents, forms, and

messages within major applications such as Microsoft® Word, Adobe® Acrobat®, ERP, and Content

Management systems. It is based on Public Key Infrastructure (PKI) technology invented in the late 70s and

proven as the only technology available today that ensures non -forgeable signatures (for more on Public

Key Infrastructur e t echnol ogy see o0l ntroduction to PKI Technol-og

CoSign offers a total digital signature solution that can perform all of your digital signature related
activities, including management of the signature credentials, and signing of any data andt ype, or
transaction with or without a graphical representation of the signature.

Introduction to PKI Technology

In order to gain a deeper understanding of Public Key Infrastructure (PKI) technology, you might want to
start with the PKI solutions forum at w ww.pkiforum.org.

In a PKI system, each user has two keys: a public key and a private key. These keys can be used for
encrypting and decrypting information, for electronically signing electronic information, and for verifying
the authenticity of their owner . This document focuses on the usage of PKI technology as related to
electronic signatures only.

In a PKI system, the public key is distributed widely, while the corresponding private key is held by its
owner in a secure place. While both keys are mathemat ically related, the public key cannot reveal the
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private key. This makes Public Key Infrastructure a great technology for digital signatures. As an example,

when Alice wants to sign a document and send it to Bob, she is performing a mathematical functionb vy

using her private key. She then sends the original document, along with its signature and her public key,

to Bob. In order for Bob to ensure that the document actually came from Alice, Bob applies a certain

computation method to the signature (known as a signature verification), using the public key. As a result,

he gets a document fingerprint. If it is the same fingerprint as the document that Alice had sent him, then

Aliceds signature is verified. Other wi sthisdodBrent,ok nows ~t-hat
that the document has been changed from the time that Alice had signed it.

Since only Alice knows her private key, and since this key cannot be computed from the public key, data -
integrity and non -repudiation are ensured. This process results in signer accountability. In other words, in
a courtroom the signer can never claim he/she hasn't signed the document.

PKI for security purposes is useful, but there is still an ingredient missing. How can Bob know whether
Alice, who had sent him the signed document, is indeed the same Alice that he wants to conduct business
with? Bob needs certification from a trusted third party who knows Alice and can verify that she is indeed
who she claims to be. Such entities are called PKI Certificate Authoritie s (CA); they issue PKI certificates
to ensure the authenticity of the signer. PKI certificates can be compared to passports issued by countries
to their citizens for world travel. When a traveler arrives at a foreign country, there is no way for

authenticat i ng t he travelerds identity but to trust the passp
the passport to authenticate its holder in the samelway
authenticating Aliceds identity.

Why Use PKI -Based Electronic
Signatures?

I n todayds busi ness -dasedsignatgreslare the/nsost eomsgn legabwayeto ensure
the accountability of the signer. Despite the fact that signature forgery is prevalent, signatures are still

the most popular (and legal) met hod used in business today. As more organizations and businesses migrate
from paper to electronic transactions, better signer accountability is needed in the electronic world. Basic
digital signatures were devised and have become legal in most parts of the world during the past couple of
years.

The US eSign Bill (which became active on Oct 1st, 2001) and the EU Directive 1999/93/EC for Digital

Signatures allow for a basic digital signature: any form of digital data that is attached to the original

electron ic information. Under such a definition, for example, a picture of the signer pasted into a Word

document is sufficient. This is the equivalent, in pajper
signature area. Obviously, Xothethpedestameecabhnessrweitbrasi
method, is that there is no way of preventing others from using the same method to forge documents.

The EU Directive recognized this vulnerability and defined in the Directive a stronger type of electronic
signature, the Advanced Electronic Signature. Although the Directive had done its best to remain
technology-neutral, only Public Key Infrastructure (PKI) digital signatures meet the requirements for such
signatures. Advanced digital signatures provide not only stro nger user authentication, but also protect the
integrity of the data signed, thus ensuring non -repudiation of the transaction by the signer.

Strong signatures are critical to your organization. Basic electronic signatures that are not PKI| based are
vulnerable solutions that add data (text, sound, symbol, picture etc.) to a document and can only serve as
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a weak method of signer authentication. Only Public Key Infrastructure (PKI) -based digital signatures offer
the best technology to protect against forgery b y providing data integrity and non -repudiation.

But as mentioned briefly earlier, PKI has had its own problems preventing it from becoming the leading
technology for digital signatures. In the next section we shall discuss the deployment problems of PKI
based systems.

PKI Deployment Problems

Managing the Keys

Each user in a PKI environment must have a pair of keys that are used for signing and validating

information. The problem is that in order to keep private keys safe, a method for securely storing such

keys is required. Usually, key storage solutions are divided into two categories: a hardware medium and a

software medium. Hardware devices, often called Hardware tokens, store the keys either on smart cards

or on USB tokens. When using a software medium,k ey s are stored in encrypted file
(or laptop). These encrypted files are often referred to as soft -tokens.

Though the concept is simple, many companies have found that both soft -tokens and hardware-tokens
have proven to be very diff icult to manage from both a technical and an operational point of view. People
tend to lose and forget their hardware tokens, creating many administrative problems of re  -issuing keys
and certificates in case of a loss, or of issuing temporary keys and cert ificates in case of a user forgetting
their token at home. Organization help desks are overloaded; IT personnel are needed to handle the
management and distribution of keys and certificates continuously, resulting in an increase in the number
of employees in the IT department or in a loss of time and efficiency.

For most organizations, soft -tokens are also not a suitable solution. In an organization where workers tend
to be mobile and switch locations and computers, soft -tokens are problematic since there i s no easy way
for moving soft tokens from one computer to another. Moreover, computers do tend to crash from time to
time, resulting in data loss, including the software token. There is no simple way for preventing the loss of
soft tokens in such situation s.

Integration

Standard PKI systems include multiple components: the CA (PKI Certificate Authority), the key -storage
device (hardware or software), software for management of the key storage device, software for
managing and enrolling users, and of course, the components necessary for signing real -life applications
(workflow applications, ERP, mail, or any other application). Integration of all these components is
complex and hard to maintain on an ongoing basis.

Until recently, there have been very few st andard interfacing options between the different components,
and even when implementing these interfaces, each vendor defines their own variation of the interface.
This has created long and expensive integration processes where integration costs have event ually been
rolled over to the end -user, creating high TCO for the entire project.

Integration of the PKI digital signature solution with applications is complex and usually involves
development with low -level cryptographic API's. Although the technology is maturing and vendors are
complying with standards more than ever before, the only way to interact with tokens (hardware or
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software) and with the CA is through these low -level cryptographic interfaces (such as PKCS#11, and MS
CAPI) that require in -depth knowledge of PKI technology.

Solving PKI Deployment Problems with
CoSign

CoSign is a new and innovative digital signature application based on PKI technology. Unlike traditional PKI
solutions, CoSign solves the deployment, integration and ongoing management problems discussed in the
previous section, thus dramatically reducing the deployment and maintenance costs of a PKI based digital
signature system.

CoSign is most suitable for environments in which organizations already know the signing parties. This
could be the case with an organization using PKI for digital signatures for its internal users (i.e. its
employees), with business customers or with vendors.

CoSign Architecture and Data Flow

CoSign is a hardware appliance installed on the network. The appl iance includes all the PKI ingredients

including the PKI Certificate Authority and the reposito
integrated with the or-maaagenerd systemricdreduce the cenplexityganducsseof

enrollme nt and management of new users.

User authentication is performed either by the signing application or by the organizational User Directory.

CoSign applies Singlesign-on authentication or authentication per signature. In order to sign, and once the

user is authenticated, the document's hash (i.e., the document's digital finger  -print) is sent to CoSign and

is then signed within the appliance with the userds prhv

At enrollment, users can optionally register their graphical (wet) signature using an ele  ctronic signature
pad. The graphical signature image is stored within CoSign. The combination of wet signature and
electronic signature provides a visual indication that the user is accustomed to, as well as an assured
method of sealing documents.
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CoSign “listens” here and keeps
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lifecycle in sync with established
user management and policy

Administrator

User
(signer)

)

User may add graphical
signature/initials to CoSign

Built-in CA Private Key Graphical Signatures

K (or 3rd party CA) Repository and Initials /

Figure 1: PKI Digital Signature Solution - CoSign Architecture

Automated Enroliment u sing a
Companyo0s Standard User

CoSign provides an automatic synchronization with standard user management directories such as

Mi crosoftdés Acti ve abdother tDAPS. With CaSigry entollmertldh& ongoing
management of users (i.e. creating the keys, issuing a certificate, and renewing certificates) is performed
automatically once a new user joins the system.

The logic behind this idea is simple: If the or ganization adds a new user to its user management system,
and at the same time decides to allow him access to various network resources such as email, databases
and applications, it can also decide whether to allow him access to CoSign and automatically cr eate for
him his unique signing keys.

User enrollment in CoSign is tied to the user -management system.
8 Adding a new user - This can automatically create the key -pair and the certificate needed for signing.

8 PKl Certificaterenewal -Us er s 8 P KI are emnetvad atomatitallyust before the certificate
expires, for users who are still part of the directory.

8 User updates dNith any changes to the user's profile (e.g. an employee changing his/her surname), an
updated PKI certificate is automatically iss ued.

8 Removal of user - Once the user is removed from the users list (in most cases upon leaving the
organization), the certificate is revoked and added to the CRL (Certificates Revocation List).
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Signatures of this user are no longer accepted even though pa st signed documents from that user can
continue to be validated.

By working in sync with the user management system, CoSign customers eliminate the associated costs of
managing users in two separate systems, one for the standard user -management and the oth er for the
Public Key Infrastructure (PKI) system. The on -going management of CoSign is reduced to virtually zero for
IT, and enables a very low TCO.

Working with Other User Management
Directories

CoSign can also be integrated with other user management sy stems or environments with no user
management to begin with. For example, CoSign can be integrated into a product (e.g. ERP) that has a
proprietary user management system or when User management of the product/environment is not based
on Microsoft Active Directory or Novell NDS, which are supported by CoSign out-of-the-box.

For such cases, CoSignds digital s i @ (Bmgnature APl)thatovi des anm-e
enables the integrator to manage users (add, update, delete) within CoSign or use th e CoSignrprovided
GUI utility to manage users within CoSign.

Central Storage of Signing Keys

We have already discussed that in the traditional PKI digital signature architecture, users signing keys are
stored in software or hardware tokens, creating tech nical and logistical problems and significantly
increasing the TCO of the system. In CoSign, signing keys (private keys) are stored with the user
certificates in a central secured repository.

Users can securely access their signing keys from whatever computer they are working on. There is no
need for distributing keys or for issuing temporary keys or handling forgotten tokens, since all keys are
centrally managed.

Consider CoSigndés secure reposi t ockcgrd, whichip@mmlinedwitly e net wolr k
the or gani zathdntzati@systans. e r

Out-of-the-box, user authentication to CoSign is performed by the same authentication method already in
use by the organization before CoSign deployment. The same security measure taken by the organizat ion
to access file servers, mail servers etc. is also used by CoSign. If the organization prefers to use a certain
authentication method, this method should be used for all purposes and usages. However, other
authentication methods, if required, are suppor ted, such as Smart Cards, USB Tokens, Biometric & OTP
(One Time Passwords)

Graphical (wet) Signatures

Users may add their graphical (wet) signature using an electronic signature pad. The graphical signature
image is stored within CoSign. The combination of Wet Signature and electronic signature provides a visual
indication that the user is accustomed to, as well as an assured method of sealing documents.

4 \ e
e ﬁ 7 ) % @ i ' NN, S[gnaiines
i P ot l KELP VOUR BUSINESS MOVING



(U

www.arx.com

Ease of use 0 Sign with a Click

The CoSign signing process by endusers is simple and intuitive. Look ing at Microsoft Word as an example,
adding a signature in Word is a two -step process: Add a new Signature Field by clicking the Add signature
button from the CoSign toolbar and then select 'Sign' from the right -click menu of the Signature Field. If a
reason for signing is required (e.g. compliance), the user will be optionally prompted to enter/select a
reason.

Figure 2: PKI Digital Signature in Word

Once the user is authenticated, every time they sign a document, the document's hash (i.e. the
document's digital finger-pr i nt) i s sent together with the userds core’d:
organizational Users Directory) to CoSign. CoSign signs the hash with the user's signing key.

CoSign Certified Solution

CoSign is designed for FIPS 14 Level 3 CoSign and has been self certified as an SSCD (Secure Signature
Creation Device) meeting the legal requirement for Advanced Digital Signatures according to EU Directive
for Digital Signatures. In addition, CoSign is currently undergoing a Common Cr iteria EAL 4+ evaluation
(CWA 14169).
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