(W

www.arx.com

Digital Signatures for the
Pharmaceutical Industry

"The cost of CoSign will pay for itself in just three months, and it will allow more time for our field
reps to concentrate on work, not paperwork.”
- Angela Gasper, IT Project Manager at MEDRAD (Bayer-Schering).

A Digital Signature Solution for the Pharmaceutical Industry

In the competitive biopharmaceutical environment, accelerating processes is essential. Being first to
introduce new drugs to market is worth millions and therefore life science organizations must be quick
and efficient. Migrating to a paperless workflow is a proven way to accomplish the goal of increased
efficiency and streamlined business processes. However, in order to lawfully become paperless, a
pharmaceutical company must maintain compliance with regulations such as 21 CFR (Code of Federal
Regulations) Part 11, the Food and Drug Administration's regulation on electronic records and electronic
signatures. This regulation calls for authenticity and integrity of electronic records in computer systems
with portability. To ensure that the standards are maintained, pharmaceutical companies undergo
continuous auditing by external parties such as the FDA.

CoSigh® makes it easy to sign transactions, documents, and records while maintaining document
authenticity and integrity. This is accomplished via a standards based digital signature that embeds
signatures directly into applications, leveraging existing business workflows and processes. CoSign
produces a signature record for every signature it captures. This Portable Signature Format (CoSign
PSF™) allows anyone to seamlessly verify and retain proof of identity, intent, and document integrity
without costly, complicated, or proprietary software. CoSign keeps your business running at optimal
speed by fully automating and quickly scaling processes with proper controls.

How Do CoSign Digital Signatures Improve Business Processes? ( h
Accelerate business processes. Because the CoSign PSF is a self-
contained, portable, and embedded signature record, signed documents
can be easily routed through and between organizations in your
collaborative network. Records signed with CoSignh can be examined rapidly
with no need for time-consuming manual routing of physical documents.

Lower costs. CoSign allows users to reduce costs associated with
authorizing and signing documentation. It also reduces the costs and
quality challenges associated with archiving, audits, and legal
requirements. By reducing costs associated with traditional paper-based
processes (i.e., paper, printing, scanning, faxing, postage, and processing),
organizations realize a quick Return on Investment (ROI).

Eliminate vendor lock-in. By using a standards-based technology, CoSign
transforms signed documents into portable electronic records that are
maintained in a non-proprietary format. This allows future or external
recipients to easily verify signatures in common applications (e.g., - 4
Microsoft® Word, Excel®, InfoPath®, Outlook®, PDF, TIFF, AutoCAD®, etc) without costly, complicated,

or proprietary software, or dependency on the system that created the digital signatures.
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Legal and regulatory compliance. CoSign allows biopharmaceutical organizations to become paperless
while maintaining compliance with regulations such as the FDA’s 21 CFR Part 11, as well as HIPAA
Security Standards, SOX, and other requirements.

Document integrity. According to the FDA's CFR Part 11, open systems need to employ procedures and
controls designed to ensure the authenticity and integrity of electronic records from the point of their
creation to the point of their receipt. CoSign seals documents digitally, verifying the document has not
been altered after signing, providing proof of the signer's identity, intent, and document integrity over
the life of the electronic record.

Digital Signatures Applications in the Pharmaceutical Industry

Typical examples of digital signature use within the pharmaceutical industry include systems and
processes such as electronic submissions, RA/QA, Standard Operating Procedures (SOPs), clinical
operations, manufacturing instructions, electronic batch records, electronic lab notebooks (ELN), field
service operations, secure document exchange with external parties and partners, as well as the wealth
of non-FDA regulated business processes in HR, finance, legal, etc.

The ARX CoSign product is the largest and most widely deployed digital signature solution being used
today in thousands of FDA regulated applications. The product has been successfully deployed with
applications for hospitals and clinics, laboratories, food manufacturing, medical device and
biopharmaceutical companies, contract research and manufacturing organizations, as well as the
software/service vendors supporting these operations. Clients include 4 of the 10 largest CROs, 4 of the
10 largest Pharmaceutical companies, 3 of the 10 largest medical device companies, over 50 contract
labs, and many of the leading software and service vendors in the life sciences industry.

8. COMMITMENTS:

1 agree to conduct the study(les) n accorsance WEN the relevant, current protocol(s) and will only make changes In a protocol after notitying
1he Sponsor, excapt whan nacessary to protect e safety, Mghts, Or weitars of SUDjects.

1 agree to personally concuct of SLpenvise the cescrided Investigations).

1 agree to Inform any patients, o &Ny Persons USAC as controls, that the drugs are being used fof Investgatonal purposes and | will ensure
that the requirements relating 1o cbtaining Informed consent In 21 CFR Pant 50 and Institutional review board (IRB) review and approval in 21
CFR Part 56 are met.

1 agree to report 10 the SPONSOr adverse expenences that 0ocLr In the course of the nvestigation(s) In accordance with 21 CFR 312.64.

| have read and understand the Information In the investigator's brochure, Irfuding the potential sks and side effects of tha drug,

e Y ..coeci: x
 esarg B Eoove guss, 9 Signature Details | X
1 agree to maintain adequale and CCUrale MBCOTTS In accordance With 21 CFR 312.62 and to
accordance wih 21 CFR 312.63 Signature I
| wil ensure that an IR that comples with the requirements of 21 CFR Part 56 wil e respor =
approval of the cinical Investigason. | aiso agree fo promptly faport ¥ the IRB al changes == = e -
prodlems Invoiving risks to .'ugan sudjects orgccws Acdtionally, | will not make any mang;ex =4 Status: This signature is OK. Document
Where nacessary 10 eliminate apparent Immedate Nazards 10 human subjects. e :
1 agree to comply with &l ofner requiraments regarding the obigations of cinical Investigators ¢ lntegrity
Pat 312
INSTRUCTIONS FOR COMPLETING FORM FDA Signing time: I Aug 12, 2006 3:32PM
STATEMENT OF INVESTIGATOR:
1. Complete all sections. Attach a separate page if additional space is needed. o o
Signed by: IJohn Miller

N

Attach curmiculum vitae or other of fi as in Sec!

Johnm@arx.com

w

Attach protocol outline as described in Section 8.

»

Sign and date below.

5. FORWARD THE COMPLETED FORM AND ATTACHMENTS TO THE SPON Certificate I
information along with other data into an Invet ral New Drug A
INVESTIGATORS SHOULD NOT SEND THIS FORM BIRECTLY TO THE FO e - o -
‘) Statu: This certificate is OK.

10. SIGNATURE OF NVESTIGATOR
John Miller
Aug &WF View Certificate |

( A willfully false statement is a criminal offense. U.S.C. Title 18, Sec. 1001.)
Public reponting burden for this collection d information is estimated 1o —— 100 hours per respor 5 .
couing g dete sorone. gubising e s it momtec il ot swds (| | S50e] DY [ARX_CoSign_Ca Intent I

regarding this burden estimate or any other aspect of this collection of information, including suggestions for

t of Hoalth and Human Servcas Dapartmant of Healh and Human Servicos.
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Piease DO NOT RETURN this application 1o this acdres

Figure 1: Digital signatures seamlessly integrate into Pharmaceutical documentation,
keeping your business moving without losing control.
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