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 Chapter 1: Introduction to Cryptography 

In this chapter we review some of the concepts and terms of modern 
cryptography. If you are new to this field, it might be worthwhile to consult 
introductory reference material. Three sources worth referencing are: 

Applied Cryptography, Second Edition, Bruce Schneier, John Wiley & Sons, 
1996. 

Contemporary Cryptology, Edited by Gustavus J. Simmons, IEEE press, 1992. 

Security for Computer Networks, Second Edition, D.W. Davies and W. L. Price, 
John Wiley & Sons, 1989. 

Security Issues 

Cryptographic-Strength Data Security deals with four primary issues: 

♦ Two-way participant authentication – During data exchange, each side 
wants to be sure of the identity of the other. 

♦ Data authentication (integrity) – This is a general term that roughly 
means the data is reliable and was not tampered with. 

♦ Data secrecy – This is needed when sensitive data is transferred.  

♦ Non-repudiation – Provides a mechanism for the recipient to prove that 
the information was generated by a particular sender. 

Cryptographic Algorithms 

Data security as described above is maintained through the use of cryptographic 
algorithms. A cryptographic algorithm is a method, usually based on some 
mathematical function, used for authentication and/or secrecy. Some 
applications require only secrecy or only authentication; others require both. The 
security of a cryptographic scheme resides entirely in the secret key, and not in 
the secrecy of the algorithm. Cryptographic schemes are classified as either 
Symmetric or Asymmetric. 
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Symmetric Schemes 

Classical (Symmetric) schemes, such as DES, are based on a common secret key 
for both encryption and decryption: 

Ciphertext

User A User B

CleartextCleartext

Key KeyDecryptEncrypt

 

In Symmetric schemes, authentication is often performed with Message 
Authentication Codes (MACs) in the following way:  

1. The initial vector (which may include date & time) is encrypted and 
joined (i.e., XORed) with the first block of data.  

2. The result is encrypted and joined with next block of data. 

3. The final block is MAC - clearly a function of the initial vector and 
the entire message. 
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   MAC

Cleartext +
Initial Vector

Key Key

Cleartext +
Initial Vector

User A User B

Compute MAC Verify MAC

 

Symmetric schemes have both strengths and weaknesses. Their strengths include 
fast encryption/decryption and participant/data authentication using MACs. 
However, their weaknesses include the need for a separate (secure) channel for 
key transfer, and the need for very complex key management. 

Asymmetric Schemes 

Asymmetric cryptographic schemes are based on principles that differ to those 
governing Symmetric schemes in the following ways: 

♦ The encryption key is different than the decryption key.  

♦ The decryption key cannot be calculated from the encryption key (i.e. it 
is a one-way function).  

Such a scheme is also called a Public Key System, because the encryption key is 
made public. This way, a complete stranger can use the encryption key to 
encrypt a message, but only someone with the corresponding decryption key can 
decrypt the message. The encryption key is called the Public Key, and the 
decryption key is called the Private Key. The best-known Asymmetric scheme is 
RSA. 

Asymmetric schemes provide secrecy by having the sender use the receiver's 
public key to encrypt the data, while only the intended receiver, using his private 
key, can decrypt the data and use it: 
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Encrypt Decrypt
Ciphertext

User A User B

Public Key Private Key

CleartextCleartext
 

Asymmetric schemes provide authentication by using Digital Signatures in the 
following way: 

♦ A hash function generates a result that reflects an entire message 
(including date & time).  

♦ The result is signed with the sender’s private key.  

♦ The signature is verified by the receiver using the sender’s public key: 

Signature

User A User B

DigitalGenerate
Digital
Signature

Verify
Digital
Signature

User A
Private Key

User A
Public Key

Cleartext +
Date & Time

Cleartext +
Date & Time

 

Digital signatures are applied to authentication of both participants and data. 
They also ensure non-repudiation. 
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Asymmetric schemes offer both strengths and weaknesses. Their primary 
weakness is that encryption/decryption is relatively slow, involving intensive 
computations. Their many strengths include: 

♦ Fewer security issues in key transfer (all public). 

♦ Simple key management (N users => N public keys). 

♦ Participant/data authentication using digital signatures. 

♦ Non-repudiation through digital signatures. 

Symmetric and Asymmetric schemes are useful, and both have strengths and 
weaknesses. Thus, it would be ideal to combine the strengths of both and avoid 
the weaknesses. The following section describes an attempt to do this. 

Hybrid Symmetric/Asymmetric Schemes  

Hybrid Symmetric/Asymmetric schemes (e.g., DES + RSA), combine the best 
of both worlds: 

♦ Strong RSA two-way authentication of participants. 

♦ Simple RSA key management (N users => N public keys). 

♦ Secure RSA transfer of DES keys (per session). 

♦ Fast DES encryption/decryption. 

♦ RSA/DES data authentication (digital signatures/MACs). 

♦ Transaction non-repudiation using RSA digital signatures. 

We will now review the above points.  
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Two-way Authentication 

Two-way authentication is achieved with an RSA-based Challenge-Response 
protocol performed in both directions at the beginning of each session.  

Suppose, for example, that we have a Host and a Client. 

♦ Host sends Client a random string (“challenge”). 

♦ Client signs string with Client’s private key and sends it back 
(“response”) to Host, along with Client’s identity. 

♦ Host finds Client’s public key in the database that stores all of the public 
keys, and reads the response by using that key. 

♦ If "response" matches "challenge" that Host sent to Client initially, then 
Host knows that Client is indeed who it claims to be, i.e. host has verified 
that the Client is a legitimate receiver of secret data. 

♦ A similar protocol is performed in the other direction, so that the Client 
will not log on to an illegitimate host. 

Secure Key Transfer 

Secure key transfer is achieved by an RSA-based exchange of session-specific 
encryption DES keys at the beginning of each Client-Host session: 

♦ After both sides authenticate each other, they exchange DES encryption 
keys, “packaged” within RSA-encrypted messages. 

♦ The session key is the result of joining the two keys. 

♦ DES used for encryption/decryption of any further data throughout that 
session. 

♦ DES keys are per session (new session => new DES keys are 
exchanged). 
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Fast Encryption/Decryption 

Fast Encryption/Decryption of actual data is DES-based: 

Decrypt
Ciphertext

Key Key

User A User B

Encrypt

Cleartext Cleartext

 

Data Authentication 

As for data authentication, this is done with MACs:  

MAC
Key Key

User A User B

Compute MAC Verify MAC

Cleartext +
Initial Vector

Cleartext +
Initial Vector
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Transaction Non-Repudiation 

Transactions that involve payments are authenticated with a Digital Signature, 
which also ensures non-repudiation. 

Signature

User A User B

DigitalGenerate
Digital
Signature

Verify
Digital
Signature

Cleartext +
Date & Time

Cleartext +
Date & Time

User A
Private Key

User A
Public Key
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]  Chapter 2: Component-Related 
 Technologies 

CryptoKit enables the use of several types of smart card solutions including 
smart cards, readers and USB smart card tokens, such as MiniKey, which 
enhances security, allows storage of sensitive data and the use of secure PINs.  

CryptoKit also enables the full emulation of smart card tokens in software, 
providing virtual (software-only based) tokens.  

Several basic elements contribute to CryptoKit’s architecture:  

♦ Key media (smart cards, tokens, virtual tokens) 

♦ Media independence 

♦ Platform independence 

♦ Advanced cryptographic capabilities 

♦ Simplicity 

♦ High performance 

♦ Stability and exception handling 

♦ Compliance with industry standards  
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Key Media 

One of the most important aspects of public key cryptography systems is 
protecting the secrecy of the private key. Therefore, this key is securely stored in 
a location called the key media. Key media can also store other user-related 
information as well as application data that may need protection from 
unauthorized use. CryptoKit supports several types of key media: 

♦ PrivateCard smart card 

♦ Virtual tokens (Software) 

♦ MiniKey Token 

♦ PrivateServer HSM 

♦ CoSign server 

Smart Cards 

Smart card chips are secure, single chip microprocessors, produced in a way that 
prevents external probing of their memory contents. With a single serial I/O port 
as the only means of communication with the outside world and with no external 
bus, smart card chips provide a safe place for storing secret information such as 
encryption keys, passwords and secret user data. This sensitive information is 
kept in non-volatile memory, which provides long-term storage and does not 
depend on continuous power supply. The smart card microprocessor runs the 
smart card operating system, which controls the resources of the smart card. The 
operating system communicates with the outside world using a protocol and 
commands specified in ISO standard 7816. Data is organized in a hierarchical 
file system (tree). 

Password Protection  

The most common method for protecting data is by use of a password, which 
must be presented before permitting access, or modification of data in files. To 
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prevent the type of attack that presents a large number of password attempts in 
succession, a smart card operating system can lock the smart card from further 
password presentations after a small number of unsuccessful attempts. 

Cryptographic Operations 

Since encryption keys are kept on the smart card and are not exposed to the 
outside world, the algorithms that use them must also reside on the card. Most 
smart cards contain symmetric encryption algorithms (such as DES) as part of 
the operating system. More advanced smart cards implement asymmetric 
algorithms, or public key cryptography, such as RSA, utilizing a special 
arithmetic processor that is optimized for performing fast modular arithmetic. 

Applications 

With the features described above, smart card chips can be used for a wide range 
of applications, including: Network login, personal identification, authentication, 
digital signatures, e-commerce and more. 

Smart cards are the most flexible solution available for enforcing controlled 
access to Web pages, Internet services, databases and applications. They 
empower organizations to distribute sensitive information over the Net by 
implementing user authentication, digital signatures and data encryption. 

CryptoKit enables integration of smart cards in any PKCS#11-standard or CAPI 
application. It enables integration with applications from vendors such as 
Microsoft, Netscape, Baltimore, Entrust, CheckPoint and many more. 

Removal/Insertion 

Smart cards can be changed during application execution. When the smart card 
is removed from the reader, applications automatically log off. When the new 
smart card is inserted, CryptoKit detects the smart card type and, if supported, 
works with it. 
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PrivateCard, developed by AR, has the following advantages and features: 

♦ RSA functionality  Supports generation of RSA private and public keys 
up to 2048-bits.  

♦ Hardware-based random number generation  Approaching pure 
randomness. 

♦ Support for multi-application and multiple key storage  Multiple keys 
may be stored on the token and keys may be accessed by several 
applications.  

♦ Access control and PIN verification  PrivateCard provides a 
sophisticated mechanism offering Challenge/Response PIN presentation 
to prevent replay, ensuring that only authorized users can access data 
stored on the chip.  

♦ Authorization masks  PrivateCard provides a secure file-store and 
hierarchical-directory structure that allows authorization/access rules to 
be established for each file and directory on the card. 

♦ Support for industry standard algorithms such as  

� DES (FIPS PUB 46)  

� SHA-1 (FIPS PUB 180-1) used for verification of PINs and access 
control 

� RSA algorithm is used for digital identity 

� ISO 7816 smart card communication protocol 

♦ Key generation  RSA private keys are generated and used on the smart 
card itself. RSA private keys are never moved from the smart card, and 
thus cannot be compromised by any other code. 

♦ Password policy  PrivateCard smart card has a built-in password-related 
policy handling (such as password validity period, minimal password 
length, minimal password change period). 

♦ Objective time servers  PrivateCard smart card can work with secure 
time servers (although this feature is not used by CryptoKit). 
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♦ X.509 certificates  PrivateCard can conveniently store X.509 certificates 
to provide digital identity. With its enhanced storage capacity of up to 
64K, PrivateCard can be used to secure a current application, and store 
additional personal data in the future, such as biometric information.  

PrivateCard can be used with all types of smart card readers supported by 
CryptoKit.  

Models of PrivateCard 

CryptoKit supports different PrivateCard models that run Algorithmic Research 
smart card operating system. The following table shows the different models: 

Smartcard Chip Memory 
Size 

RSA 
Capability 

Communication 
Speed (baud) 

Operating 
System Version 

Siemens* 8K 1024 bit 9600 1.2 

Atmel 
AT90SC3232C* 

32K 1024 bit 9600 
38400 

1.13 
1.14-1.17 

Atmel 
AT90SC6464C 

64K 2048 bit 38400 
115200 

2.21-2.22 
2.30-2.34 

Atmel 
AT90SC144144CT 

144K 2048 bit 115200 3.01 

* This model is supported for backward compatibility and is not available 
anymore. 

Software Key Media 

CryptoKit supports the use of virtual tokens, which store all PKCS#11 objects in 
a specially formatted file that can be created on the hard disk or on a diskette. 
Since all cryptographic operations are performed in software, no additional 
drivers need to be installed. 
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The distinction between slot and token for software tokens is irrelevant, so these 
files can be considered as both slot and token simultaneously.  

As a development solution, software key media (virtual tokens) are simpler and 
cheaper to implement than smart cards, but at the same time, they provide a 
lower level of security. For convenience, you could begin the development 
process utilizing key files (software key media), since these make it easy to 
maintain a separation of potential development problems from possible 
hardware issues. However, it is recommended to switch to smart cards at a later 
stage of development for enhanced security, as well as for distribution purposes.  

When an application uses software key media, all security-related operations are 
performed in the computer. Security depends on the operating system used. All 
protected data units in the key file are encrypted. Even in the event of 
unauthorized access, the protected data in a key file cannot be compromised as 
long as the passwords remain unknown. 

Software tokens support RSA 4096 bit operations. A special library, which was 
specifically designed for Pentium 4 computers, provides very high performance 
of the RSA operations. 

CryptoKit supports two types of software key media: static and dynamic. The 
number of virtual slots, the maximum number of dynamic slots (which must be 
less than the total number of slots) and the directory name for virtual tokens is 
stored in the System Registry. System administrators can change these defaults. 
For more information how to change the defaults for software tokens refer to 
Chapter 7. 

Calling the function C_GetSlotInfo can retrieve the name of a virtual token. The 
Description field contains only the software token file name, not including the 
file path.  

Virtual tokens can be initialized and user PINs set by calling C_InitToken and 
C_InitPIN functions. For dynamic slots, the appropriate file is created and 
initialized during C_InitToken. 
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Note:  During the first initialization of a virtual token, the value supplied as the 
parameter of SO PIN is not checked and it is taken as the initial value of SO 
PIN.     

Static Software Slots 

When software token is installed, CryptoKit places it in a specific directory (the 
default is <TARGETDIR>\sft_tok subdirectory. During startup (C_Initialize), 
CryptoKit enumerates all the files in this directory and presents them as separate 
slots to the application. The maximum number of software slots is set to 2 by 
default, but users can configure it according to their needs. Regardless of how 
many files are actually stored in the folder, this setting determines the maximum 
number of software slots available.  

When the folder contains fewer files than the maximum, the system displays the 
unused number of software slots as empty of tokens. In this case, if new files are 
added to the folder, the system continues to display the same number of unused 
empty slots until the user fully exits (C_Finalize) and re-initializes the CryptoKit 
application. 

Dynamic Software Slots 

CryptoKit also permits the use of virtual slots that are not placed in the specified 
folder. These are called dynamic slots. CryptoKit always displays a dynamic slot 
as initially empty, but certain tokens can be bound to it (inserted) using 
CryptoKit’s C_EXT_Bind function (see Chapter 3). The virtual token’s file 
name is given as a parameter to this function. When it succeeds, an empty slot 
that was allocated as dynamic is assigned to the token. The binding between a 
dynamic slot and a token can be released by calling to the C_EXT_Unbind 
function. 

An application always retrieves the full slot list, containing both non-dynamic 
and dynamic slots. If no dynamic slots were configured, the system defines all 
software slots as non-dynamic, blocking the capability of dynamic insertion of 
tokens. 
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MiniKey Token 

MiniKey, AR’s portable, personal token, allows users to conveniently manage 
their keys and authenticate their identity when connecting to enterprise, e-
commerce or other secure applications as well as to store data securely on token. 

 

With AR’s advanced ISO standard smart card 
chip operating system, MiniKey has its own 
secure file storage and RSA functionality, 
enabling a full range of cryptographic services 
and secure connection. 

 

PKI-Ready  

Unlike most other solutions, including memory-based tokens or password 
generators that do not support secure PKI features such as on-token key 
generation, MiniKey is suitable for a wide range of security applications 
including PKI based applications. 

MiniKey performs cryptographic functions in a secure, isolated environment, 
just like a smart card. Private information cannot be retrieved or changed even if 
the token is tampered with.  

Powerful, Convenient and Affordable 

Today’s technology has produced new, more powerful processing chips. 
Algorithmic Research has taken advantage of this potential and has developed 
an advanced chip operating system that enables MiniKey to perform 
cryptographic functionality on the chip itself.  

Thanks to its standard interface and USB Plug &Play capability, MiniKey is 
easy to use and does not require any additional hardware. MiniKey is an overall 
low-cost solution, since the token itself is inexpensive and it eliminates the need 
for a reader, making MiniKey the most attractive, high security PKI token 
available.  



Component-Related Technologies 2 

 2-9 

Since MiniKey contains AR’s PrivateCard smart card chip, the detailed 
description of PrivateCard’s functionality and features provided above is equally 
relevant to AR’s MiniKey token. 

With its cutting-edge cryptographic performance, MiniKey can replace both 
smart card and reader in smart card-based applications.  

Universal Serial Bus (USB) 

The Universal Serial Bus (USB) port is used to connect both fast peripheral 
devices such as printers, scanners and digital cameras, as well as slow 
peripherals such as keyboard, mouse and smart card reader or token. All these 
devices can be connected to the same USB port and they are identified by the PC 
host controller, which assigns each one a distinct I/O address. USB hubs enable 
connection of multiple devices (up to 127) concurrently to the same PC. 

Using the computer’s USB port, AR’s MiniKey acts as a USB device, and offers 
the same advantages as any other USB peripheral. Since these devices directly 
connect through the USB hub, there is no need for special configuration, making 
it simple and transparent for users to plug in MiniKey and use its enhanced 
security features. 

Models of MiniKeys 

There are some models of MiniKeys available. The following table shows the 
difference between them: 

Model Memory 
Size 

RSA 
Capability 

Smartcard 
Chip 

Operating 
System 
Version 

Driver ITSEC 
Cert. 

MiniKey* 32K 1024 bit Atmel 
AT90SC3232C 

AR 
1.12-1.14 

Proprietary No 

MiniKey5 32K 1024 bit Atmel 
AT90SC3232C 

AR 
1.14-1.16 

- PC/SC 
- Signed 
- CryptoIdentity 
device 
- Linux 

No 



2  CryptoKit Developer's Guide 

2-10  
 

Model Memory 
Size 

RSA 
Capability 

Smartcard 
Chip 

Operating 
System 
Version 

Driver ITSEC 
Cert. 

MiniKey5 64K 2048 bit Atmel 
AT90SC6464C 

AR 
2.21-2.22 

- PC/SC 
- Signed 
- CryptoIdentity 
device 
- Linux 

No 

Siemens 
MiniKey 

32K 1024 bit Siemens 
SLE66CX320P 

Siemens 
CardOS  
M4.01 

- PC/SC 
- Signed 
- CryptoIdentity 
or  
IFDH device 

Yes 

Siemens 
MiniKey 

32K 1024 bit Siemens 
SLE66CX322P 

Siemens 
CardOS 
M4.01a 

- PC/SC 
- Signed 
- CryptoIdentity 
device 

Yes 

* This model is supported for backward compatibility and is not available 
anymore. 

Hardware Security Module – PrivateServer 

CryptoKit enables PKI applications to use AR’s hardware security module 
(HSM) called PrivateServer. The PrivateServer enables organizations to perform 
all their PKI based activities such as digital signatures in a centralized and 
secure way (the PrivateServer is FIPS 140-1 level 3 certified). It is connected to 
the organization network and performs the requested cryptographic operations. 
It supports many hash and symmetric algorithms as well as RSA of up to 4096 
bit. 

For more information about the functionality and operation of the PrivateServer, 
refer to the PrivateServer installation manual and to PrivateServer API guide. 
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CoSign – Digital Signatures Appliance 

CoSign is a non-forgeable, simple-to-use digital-signature appliance. It delivers 
an innovative way to electronically sign documents, forms and, messages within 
major applications such as MS-Word, Adobe-Acrobat, ERP and Content 
Management systems. CoSign creates digital signatures, based on PKI 
technology and ensures the data integrity of the transactions and documents.  

 

  

CoSign is connected to the organization network and user-management system. 
Through CryptoKit, CoSign supports the three most commonly used 
cryptographic APIs available: Microsoft CAPI, PKCS#11, and JCA/JCE. In 
addition, CoSign comes with AR’s Signature API (AR-SAPI), which provides 
an easy way to integrate with digital signature applications by providing all the 
functionality needed to handle PKI based operations and graphical signatures. 

For more information about the functionality and operation of the CoSign, refer 
to the CoSign manual. 

Smart Card Readers 

In order to enable smart cards to communicate with PCs, workstations, laptops, 
etc., users must attach smart card reader devices. AR’s CryptoKit supports all 
PC/SC and CT-API compliant readers, as well as those developed by AR: 
PrivateSafe®, CryptoSafe, and PrivateSafe PCMCIA readers and the MiniKey 
USB token.  
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The PrivateSafe and CryptoSafe readers have the unique capability to receive 
the user’s PIN when he enters it and then present it securely to the inserted smart 
card. The following table illustrates the differences between these options: 

 PrivateSafe®  CryptoSafe  PrivateSafe 
PCMCIA 
Reader  

MiniKey 

Tokens  Supports any ISO 
7816-compliant 
smart card. 

Supports 
PrivateCard. 

Requires loading 
the appropriate 
DLM. 

Supports any 
ISO 7816-
compliant smart 
card. 

MiniKey is also a 
token. 

Protected 
Authentication 
Path (Secure 
Keypad Password 
Entry) 

Supports Supports Does not 
support 

Does not support 

Date  Uses date 
supplied by the 
host computer. 

Includes an 
internal clock. 

Uses date 
supplied by the 
host computer. 

Uses date supplied by 
the host computer. 

Connection to 
Host Computer 

Keyboard 
connection only. 

Designed for use 
with desktop 
computers. 

Can be connected 
to the PC in 
various ways. 
CryptoKit 
supports only the 
keyboard 
connection type. 

Designed for use 
with desktop 
computers. 

Recommended 
for use with 
laptop 
computers 

Recommended for any 
PC/laptop with a USB 
port 

Plug&Play Does not support Does not support Supports Supports 
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PrivateSafe 

PrivateSafe advantages include:  

♦ AR’s  patented keyboard connectivity  Ensures full control for all 
communications between the keyboard and PC. PrivateSafe disables 
keyboard communications to and from the computer when sensitive 
information is entered. During regular operation, the keyboard 
communicates transparently with the PC. 

 

♦ Secure communications and PIN entry  Prevents exposure of sensitive 
data entry in a software environment. All secret information and PINs 
entered via the keyboard are protected by PrivateSafe and not exposed to 
"shadowing" or other software-based attacks.  

♦ Regular keyboard functionality  Used for convenient and secure  
PIN-pad entry. Conventional devices, equipped with a small keypad to 
prevent exposing PINs to the workstation environment, suffer from 
several drawbacks: � increased manufacturing cost � keypad quality 
lower than that of PC keyboard � inconvenient—frequent switching 
between PC keyboard and the device’s keypad.  

♦ Easy to install 

♦ No need for external power supply  PrivateSafe draws its power from 
the keyboard port.  
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♦ Does not occupy a serial communication port  Unlike conventional 
smart card readers, PrivateSafe connects through the keyboard port. 

♦ Supports Windows 98, ME, NT, 2000, XP and 2003. 

♦ PrivateSafe specifications: 

� Complies with ISO 7816 standard smart cards 

� Multiple mode light indication 

� Physical dimensions: 73x78x16 mm 

� Weight: 60 g (net) 

� Power consumption: Idle- 30 mA, Operating-60 mA maximum 

� Power supply: 5 volts. 

� Communication to host via keyboard interface 

� Keyboard management support  

� Programmable interface from 9600 baud to 69 Kbaud 

� Connector cable length: 150 cm 

� Adapter for a standard PC or PS/2 keyboard connector 

PrivateSafe PCMCIA 

The PrivateSafe PCMCIA reader is a 
standard PCMCIA device for use with 
laptop computers. It has a standard PC/SC 
driver, which can be installed by the 
CryptoKit installation. 
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CryptoSafe 

CryptoSafe is a smart card reader for the PC and workstation. CryptoSafe 
provides the same isolated environment as PrivateSafe for performing sensitive 
data-security functions with both PrivateCard. CryptoKit supports only the 
keyboard model of CryptoSafe. 

CryptoSafe features include: 

♦ Broad range of security functions performed internally 

♦ Secure PIN verification  

♦ Mutual smart card/reader authentication 

Note: If you use AR’s CryptoSafe reader, you have to load into it an appropriate 
DLM. The DLM is program that is digitally signed by AR special private key 
and the signature is verified once the program is loaded into the reader, so that 
no information (passwords or private keys) can be compromised. 
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Media Independence 

The CryptoKit API is media independent – it can be used for various types of 
key media with minimal or no change. For example, an application written to 
use key files can make use of smart cards or MiniKeys with minimal or no 
change at all. 

Platform Independence 

CryptoKit has an ANSI standard, C-like API that is the same for all supported 
platforms. An application using CryptoKit can be smoothly ported to any 
supported platform. Currently, CryptoKit is available for the following 
platforms: 

♦ Windows (98, ME, NT, 2000, XP and 2003) 

♦ Linux (RedHat, SUSE and Debian) 

CryptoKit may be used from C/C++ programs or any other development 
environment that can access C API, such as Visual Basic, Delphi, or 
PowerBuilder.  

CryptoKit has a Java interface that allows Java applications to utilize all 
supported devices. It includes two Java libraries: a proprietary Java adapter that 
provides PKCS#11 style API to Java applications and a standard Java 
Cryptography Architecture (JCA) provider. For more information refer to 
chapter 5. 

The file format used by CryptoKit to store a virtual token is identical for all 
platforms. This guaranties that key files can be created and used across different 
platforms. 
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Advanced Capabilities 

CryptoKit supports a wide variety of cryptographic algorithms and functions:  

Symmetric Algorithms 
 DES 
 2DES 
 3DES 
 AES 
 RC2 
 RC4 

Hash Algoritms 
 MD5 
 SHA-1 
 SHA256 
 SHA384 
 SHA512 
 RIPEMD160 

Asymmetric Algorithms 
 RSA 
 DSA 
 Diffie-Hellman 

Other 
 SSL 
 TLS 
 AR Proprietary 

Simplicity of Use 

CryptoKit provides application programmers with cryptographic tools to cope 
with the complexity of modern cryptography in an easy-to-use format via the 
API. Knowledge of cryptography or cryptographic algorithms is not required. 

Performance 

The implementations of cryptographic algorithms used by CryptoKit are among 
the fastest available, which is especially important when dealing with on-line 
encryption or large numbers of public key operations. 
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Stability and Exception Handling 

CryptoKit is fully designed for server side applications. It has full exception 
handling mechanism for stability and recovery from unexpected errors. In 
addition, it includes a sophisticated logging mechanism that allows collection of 
data to be used for investigation of such problems if they occur. 

Compliance with Industry Standards 

CryptoKit supports the most common cryptographic standards used by the 
software industry. 

CryptoKit provides a full implementation of PKCS#11 V2.20 standard as well 
as Microsoft’s CSP provider for RSA and Schannel cryptographic operations. 
Algorithmic Research’s implementation includes most of the functionalities 
defined by these standards. In addition to that, CryptoKit includes a PKCS#11 
like Java library and a standard Java Cryptography Architecture (JCA) 
provider. 

Algorithmic Research is comitted to maintaining compatibility with upgrades to 
these standards in the future. 
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 Chapter 3 SmartAdaptor Technology 

CryptoKit is a powerful cryptographic platform that includes the main Software 
Development Kit (SDK), as well as several plug-ins, adapters and extensions. 

The following list summarizes the overall CryptoKit environment: 

CryptoKit Component Description 

SmartAdaptor Supplies core cryptographic functionality through PKCS#11 
API 

CSP adapter Supplies Microsoft CAPI functionality for CAPI based 
applications such as Internet Explorer, Outlook, smart card 
logon, Microsoft Office, Microsoft VPN, IIS and more. 
The CSP adapter is based on the PKCS#11 provider. 

Entrust adapter Serves as plug-in for Entrust products 

Java adapter Includes two libraries: 

• A standard Java Cryptography Architecture (JCA) 
provider. 

• A proprietary adapter that provides PKCS#11 style 
API to Java applications. 

Standard applications 
PKCS#11 plug-in 

Serves as plug-in for Netscape Navigator, Baltimore 

X.509 extension 

PKCS#10,PKCS#7 
extension 

These extensions provide functionality for working with X.509 
certificates (request, response, parsing) 

PKCS#12 extension This extension provides import and export functionality of 
PKCS#12 files (PFX) 
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General Concepts 

SmartAdaptor, providing the main CryptoKit functionality, contains an 
independent library that adapts PrivateCard smart cards, MiniKey tokens, 
PrivateServer HSM, CoSign, PrivateSafe reader and readers from a range of 
vendors to enable them to secure a large variety of applications. SmartAdaptor 
also serves as the base for building high security adapters, plug-ins and 
extensions. 

 

CryptoKit Architecture 

CryptoKit’s main component, SmartAdaptor, is a library that transforms the 
PKCS#11API, into multifunctional smart card architecture. SmartAdaptor 
creates a connection between several PKCS#11 providers and enables smart 
card and reader independence from implementations. 
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* The Registration API can be used by all applications built on SmartAdaptor 
and must be used by any provider that operates under SmartAdaptor, except for 
PCSC readers. 
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SmartAdaptor General Concepts 

SmartAdaptor supports three different types of providers: Core, Reader and 
Smart card. 

Core providers are stand-alone PKCS#11 providers requiring no change to 
their existing structure. SmartAdaptor enables various PKCS#11 providers to 
work together in a way that is transparent to the user, with no configurational 
changes needed. 

A Reader provider, written for each smart card reader, supplies the reader’s 
operational functionality. SmartAdaptor supports three kinds of readers: PCSC,  
CT-API and proprietary readers. PCSC readers do not need to be registered by 
SmartAdaptor since they are already registered in the Windows operating 
system, allowing SmartAdaptor to detect them automatically.  

When a reader has two (or more) supported interfaces, and one of them is PCSC, 
SmartAdaptor may display the reader twice on the slot list. In order to prevent a 
multiple listing of the same reader, SmartAdaptor provides an option in the API 
to block the display of a particular reader as a PCSC device. In this case, it is 
listed as a proprietary device only.  

In order to register a CT-API or proprietary reader, the reader’s dll  (module) 
must be supported. The module should contain the functions used to access the 
reader as well as an entry function, which is used to retrieve the pointers to 
reader functions.         

SmartAdaptor only supports AR PrivateCard Smart card provider. The smart 
card provider translates the high level PKCS#11 API into a sequence of smart 
card ISO 7816 commands, which in turn, are transmitted through the Reader 
provider. Third party smart cards can only be supported using their given 
PKCS#11 core provider dll. 

SmartAdaptor supports multi-slot, multi-provider, multi-process, and 
multi-thread environments for applications. Since the PKCS#11 standard does 
not support multi-provider architectures, SmartAdaptor converts its 
multi-provider architecture to the PKCS#11 multi-slot architecture and 
enumerates Reader slot providers in addition to Core slot providers. 
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Main SmartAdaptor Cryptographic API 

The PKCS#11 standard. is described in Cryptoki 2.11 API, available for 
downloading from the RSA Web site: 
www.rsasecurity.com\rsalabs\pkcs\pkcs-11\index.html .  

Algorithmic Research has added important enhancements to the basic API, 
enabling developers to amplify the level of security for communications with 
Internet software and solutions providers such as Netscape and Microsoft, and 
incorporate X.509 certificates in their applications.  

PKCS#11 General Terminology 

The PKCS#11 standard utilizes terms whose specific implications are listed 
below: 

Mechanisms Security algorithms performed with various types of keys and other 
cryptographic objects  

Objects Data, certificates and keys stored on tokens 

Tokens Smart card, MiniKey or other key media   

Slots Smart card readers connected to application computer (e.g., 
Algorithmic Research’s PrivateSafe®, CryptoSafe and PrivateSafe 
PCMCIA readers) 

Protected 
Authentication 
Path 

PIN entry from protected keypad, finger-print reader, and other 
devices 
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CryptoKit PKCS#11 Architecture 

CryptoKit PKCS#11 includes a high-level Application Programming 
Interface (API) together with supporting cryptographic modules. The 
following diagram illustrates the security services and tokens supported 
by CryptoKit PKCS#11 as well as its relationship to applications. 

 

Tokens 

MiniKey  ISO  Smartcard – Private Card  

Application Programming Interface (API)  

Standard PKCS#11   

AR or 3 rd  Party Applications 

AR CryptoKit PKCS#11  

         PIN                         Key                        Key                  Encryption/              Signatures/                PK-User       Certificate  
   Management        Management              Exchange                Decryption               Verification         Authentication            Processing  
     (policies)  

PrivateServer  CoSign  
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Supported Functions and Mechanisms 

Algorithmic Research’s PKCS#11 library supplies all the functions documented 
in the Cryptoki PKCS#11 2.11 API in a fully compatible form.  

To function properly with a PKCS#11 application, the user’s token must be 
initialized and his PIN set, which is accomplished by calls to C_InitToken  
and C_InitPIN respectively. In some cases, such as a Netscape plug-in, the 
token must be initialized and the PIN set prior to use with the plug-in.  

In normal cases, the user initializes his token and sets the PIN when working 
with the library. However, for convenience, the special utility argenie.exe  is 
included in the CryptoKit installation, containing the C_InitToken  and 
C_InitPIN  functions, enabling preparation of the token to use. The utility can 
be used after installation to initialize additional tokens and PINs on the tokens 
(see Chapter 6). 

The full set of RSA, DSS, Diffie-Hellman, RC2, RC4, DES, Triple-DES, 
Double-length DES, AES, MD2, MD5, SHA-1, SHA-256, SHA-384, SHA-512, 
RIPEMD160, SSL3, TLS and key derivation mechanisms are supported by the 
CryptoKit PKCS#11 library. Additional proprietary algorithms are also included 
for backward compatibility with older versions of CryptoKit (Ver 1.63). The 
following table lists all supported mechanisms: 

 

Mechanisms Functions 

CKM_RSA_PKCS_KEY_PAIR_GEN GenerateKeyPair 

CKM_RSA_PKCS  Encrypt/Decrypt, Sign/Verify, 
SignRecover/VerifyRecover, 
Wrap/Unwrap 

CKM_RSA_PKCS_OAEP Encrypt/Decrypt, Wrap/Unwrap 
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Mechanisms Functions 

CKM_RSA_PKCS_PSS Sign/Verify 

CKM_RSA_9796 Sign/Verify, 
SignRecover/VerifyRecover 

CKM_RSA_X_509  Encrypt/Decrypt, Sign/Verify, 
SignRecover/VerifyRecover, 
Wrap/Unwrap 

CKM_MD2_RSA_PKCS  Sign/Verify 

CKM_MD5_RSA_PKCS  Sign/Verify 

CKM_SHA1_RSA_PKCS  Sign/Verify 

CKM_SHA256_RSA_PKCS  Sign/Verify 

CKM_SHA384_RSA_PKCS  Sign/Verify 

CKM_SHA512_RSA_PKCS  Sign/Verify 

CKM_RIPEMD160_RSA_PKCS Sign/Verify 

CKM_DSA_KEY_PAIR_GEN GenerateKeyPair 

CKM_DSA  Sign/Verify 

CKM_DSA_SHA1 Sign/Verify 

CKM_DH_PKCS_KEY_PAIR_GEN GenerateKeyPair 

CKM_DH_PKCS_DERIVE Derive 

CKM_GENERIC_SECRET_KEY_GEN GenerateKey 

CKM_RC2_KEY_GEN GenerateKey 

CKM_RC2_ECB  Encrypt/Decrypt, Wrap/Unwrap 
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Mechanisms Functions 

CKM_RC2_CBC Encrypt/Decrypt, Wrap/Unwrap 

CKM_RC2_CBC_PAD Encrypt/Decrypt, Wrap/Unwrap 

CKM_RC2_MAC_GENERAL Sign/Verify 

CKM_RC2_MAC  Sign/Verify 

CKM_RC4_KEY_GEN GenerateKey 

CKM_RC4  Encrypt/Decrypt 

CKM_DES_KEY_GEN GenerateKey 

CKM_DES_ECB  Encrypt/Decrypt, Wrap/Unwrap 

CKM_DES_CBC  Encrypt/Decrypt, Wrap/Unwrap 

CKM_DES_CBC_PAD  Encrypt/Decrypt, Wrap/Unwrap 

CKM_DES_MAC_GENERAL Sign/Verify 

CKM_DES_MAC  Sign/Verify 

CKM_DES2_KEY_GEN GenerateKey 

CKM_DES3_KEY_GEN GenerateKey 

CKM_DES3_ECB  Encrypt/Decrypt, Wrap/Unwrap 

CKM_DES3_CBC  Encrypt/Decrypt, Wrap/Unwrap 

CKM_DES3_CBC_PAD Encrypt/Decrypt, Wrap/Unwrap 

CKM_DES3_MAC_GENERAL Sign/Verify 

CKM_DES3_MAC  Sign/Verify 

CKM_AES_KEY_GEN GenerateKey 
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Mechanisms Functions 

CKM_AES_ECB Encrypt/Decrypt, Wrap/Unwrap 

CKM_AES_CBC Encrypt/Decrypt, Wrap/Unwrap 

CKM_AES_CBC_PAD Encrypt/Decrypt, Wrap/Unwrap 

CKM_AES_MAC Sign/Verify 

CKM_AES_MAC_GENERAL Sign/Verify 

CKM_MD2 Digest 

CKM_MD2_HMAC_GENERAL Sign/Verify 

CKM_MD2_HMAC  Sign/Verify 

CKM_MD5 Digest 

CKM_MD5_HMAC_GENERAL  Sign/Verify 

CKM_MD5_HMAC  Sign/Verify 

CKM_SHA_1 Digest 

CKM_SHA_1_HMAC_GENERAL Sign/Verify 

CKM_SHA_1_HMAC  Sign/Verify  

CKM_SHA_256 Digest 

CKM_SHA_256_HMAC_GENERAL Sign/Verify 

CKM_SHA_256_HMAC  Sign/Verify  

CKM_SHA_384 Digest 

CKM_SHA_384_HMAC_GENERAL Sign/Verify 

CKM_SHA_384_HMAC  Sign/Verify  
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Mechanisms Functions 

CKM_SHA_512 Digest 

CKM_SHA_512_HMAC_GENERAL Sign/Verify 

CKM_SHA_512_HMAC  Sign/Verify  

CKM_RIPEMD160 Digest 

CKM_RIPEMD160_HMAC_GENERAL Sign/Verify 

CKM_RIPEMD160_HMAC Sign/Verify 

CKM_MD5_KEY_DERIVATION Derive 

CKM_MD2_KEY_DERIVATION Derive 

CKM_SHA1_KEY_DERIVATION Derive 

CKM_SHA256_KEY_DERIVATION Derive 

CKM_SHA384_KEY_DERIVATION Derive 

CKM_SHA512_KEY_DERIVATION Derive 

CKM_CONCATENATE_BASE_AND_KEY Derive 

CKM_CONCATENATE_BASE_AND_DATA Derive 

CKM_CONCATENATE_DATA_AND_BASE Derive 

CKM_XOR_BASE_AND_DATA Derive 

CKM_EXTRACT_KEY_FROM_KEY Derive 

CKM_SSL3_PRE_MASTER_KEY_GEN GenerateKey 

CKM_SSL3_MASTER_KEY_DERIVE Derive 

CKM_SSL3_KEY_AND_MAC_DERIVE Derive 
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Mechanisms Functions 

CKM_TLS_PRE_MASTER_KEY_GEN GenerateKey 

CKM_TLS_MASTER_KEY_DERIVE Derive 

CKM_TLS_KEY_AND_MAC_DERIVE Derive 

CKM_TLS_PRF Derive 

 
 

Additional AR Proprietary Mechanisms 

CKM_ARDFP1 Digest 

CKM_ARDFP2 Digest 

CKM_ARDFP3 Digest 

CKM_ARDFP4 Digest 

CKM_DES_STREAM Encrypt/Decrypt 

CKM_DES3_STREAM Encrypt/Decrypt 

CKM_DES3EEE_ECB Encrypt/Decrypt 

CKM_DES3EEE_CBC Encrypt/Decrypt 
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Using DES2 and DES Keys with DES3 Mechanisms 

The PKCS#11 standard defines encrypt/decrypt and sign/verify operation 
mechanisms for Triple-DES (DES3) keys only, but not for Double-length DES 
(DES2) keys. Algorithmic Research’s PKCS#11 API enables applications to use 
DES2 keys with mechanisms defined for DES3, by allowing handles to DES2 
objects to be supplied as parameters to encrypt/decrypt and sign/verify functions 
with the following DES3 mechanisms: 

♦ CKM_DES3_ECB 

♦ CKM_DES3_CBC 

♦ CKM_DES3_CBC_PAD 

♦ CKM_DES3_MAC_GENERAL 

♦ CKM_DES3_MAC 

The Algorithmic Research’s PKCS#11 library implements an additional 
enhancement that enables use of these mechanisms with single-DES keys as 
well, producing the same results as single-DES mechanisms.  

DES Stream mechanisms  

Algorithmic Research’s PKCS#11 includes proprietary DES stream algorithms 
for backward compatibility with older versions of CryptoKit (Ver 1.63). These 
algorithms can be used with single-DES keys, Double length DES (DES2) and 
Triple-DES (DES3) keys to achieve full compatibility. The following table 
describes how the old algorithms are mapped into CryptoKit: 

CryptoKit Version 1.63 CryptoKit 3.5 and above 

Algorithm Mode Mechanism Key Type 

HL_ALG_DES HL_MODE_CBC CKM_DES_CBC DES 

HL_ALG_DES HL_MODE_ECB CKM_DES_ECB DES 
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CryptoKit Version 1.63 CryptoKit 3.5 and above 

Algorithm Mode Mechanism Key Type 

HL_ALG_DES HL_MODE_STREAM CKM_DES_STREAM DES 

HL_ALG_DES3_EDE HL_MODE_CBC CKM_DES3_CBC DES2 

HL_ALG_DES3_EDE HL_MODE_ECB CKM_DES3_ECB DES2 

HL_ALG_DES3_EDE HL_MODE_STREAM CKM_DES3_STREAM DES2 

HL_ALG_DES3_EEE HL_MODE_CBC CKM_DES3EEE_CBC DES3 

HL_ALG_DES3_EEE HL_MODE_ECB CKM_DES3EEE_ECB DES3 

HL_ALG_DES3_EEE HL_MODE_STREAM CKM_DES3_STREAM DES3 
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 Users, Administrators and Sessions 

The PKCS#11standard specifies two types of token users: Security Officers 
(SO), and normal users. In most cases, SO administers the users in an 
organization (in PKCS#11 implementations for Windows NT4 or UNIX, for 
example, the system Administrator could be the SO). 

The first session using a token must be in “Public mode” in PKCS#11 
terminology. At this stage, an application can access all public data that does not 
require user authentication. Only authenticated users, however, can access 
“private” data.   

To enable user authentication, an application should call the C_Login  function. 
When the function succeeds, the current session (and all other sessions that were 
initiated with a token) switches to the “Private mode”. This grants the 
application full access to all data on the token: Both public and private. 

The SO must initialize the token (by calling the C_InitToken  function) and 
set the user’s initial PIN before a normal user can log in. In order to initialize the 
user’s PIN, the SO must log into the public session (it is assumed that the SO 
PIN was already initialized on each token, and call the C_InitPIN  function. 
Though the SO can manipulate certain public data, PKCS#11 does not allow the 
SO to gain access to private data. However, since PKCS#11 does not impose a 
distinction between the SO and users, the SO may also be a user, and gain access 
to private data by logging on as a normal user. 
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CryptoKit PKCS#11 Versions 

Based on licensing approval, the Algorithmic Research PKCS#11 library is 
shipped in three versions: 

♦ Extended – a supports DES, Triple-DES, Double-length DES, AES, RC2 
(key length up to 1024 bits), and RC4 (key length up to 2048 bits). This 
version includes the CryptoKit SDK with include, lib and sample files. 

♦ Runtime – supports the same algorithms as the Extended version but 
does not include the SDK files. 

♦ Basic – only supports DES with effective key length of 40 bits. RSA 
keys in this version are generated for Demo purposes only. This version 
does not include the SDK files too.  

These versions support the same RSA (key length up to 4096, DSS and 
Diffie-Hellman key lengths (up to 1024 bits) and the same hash and key 
derivation algorithms.  

Algorithmic Research CryptoKit PKCS#11 Releases 

An application can check the library version currently in use by calling the 
C_GetInfo function. The resulting libraryDescription and libraryVersion 
fields contain version information. 



SmartAdaptor Technology 3 

 3-17 

Tokens and Slots 

In PKCS#11 terminology, cryptographic “tokens” are cryptographic devices, 
e.g., smart cards that provide a highly secure form of sensitive information 
storage, offering PIN (password) protection. Algorithmic Research’s 
PrivateCard smart card, MiniKey PKI USB token, CoSign and PrivateServer 
HSM serve as tokens in the CryptoKit PKCS#11 context.  

“Slots” are smart card readers or other device interfaces connected to the 
application computer enabling use of the smart card token as storage for 
cryptographic objects and for performing cryptographic functions.  

CryptoKit supports many types of smart card readers. It supports readers 
manufactured by Algorithmic Research such as: PrivateSafe®, CryptoSafe and 
PrivateSafe PCMCIA as well as any standard PCSC or CT-API compliant 
reader, manufactured by other vendor. Refer to the Token and Slot section in 
Chapter 2 for more information about these readers and their facilities. 

PrivateCard is one of the most intelligent and high performance smart cards 
available, performing all operations with the RSA private key located internally 
on the smart card chip.  

MiniKey is Algorithmic Research’s cryptographic device that functions as both 
the "Token" and the "Slot". It can be viewed as a smart card reader with 
PrivateCard built in, and it is plugged into a computer's USB port. MiniKey 
allows users to conveniently manage their keys and authenticate their identity 
when connecting to enterprise, e-commerce or other secure applications. 

CoSign, which provides digital signature services, acts as a network attached 
smart card. The PKCS#11 interface can be used to access the data stored on the 
CoSign and to perform digital signatures with the keys stored on the device. For 
more information refer to the CoSign manual. 

Algorithmic Research’s PrivateServer may also serve as a high performance 
network attached smart card device. It can be used by applications that need 
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PKCS#11 interface to perform cryptographic operations in a large scale for 
example with CA server, Web server etc. For more information refer to the 
PrivateServer manual. 

Data Stored as Objects 

Cryptographic tokens (PrivateCard, MiniKey) store data as objects (in addition 
to performing cryptographic operations). The PKCS#11 standard specifies three 
types of data objects: Raw data, Certificates and Keys.  

♦ Raw data is not defined as an object by its content—the PKCS#11 
provider and the application set the data object definition for the data.  

♦ Certificate objects store public-key certificates or attribute certificates.  

♦ Key objects store cryptographic keys. The PKCS#11 standard identifies 
three types of key objects: Public keys, Private keys and Secret keys. 
Each type has subtypes that can be used in relevant mechanisms. For 
example, PKCS#11 recognizes the following Private key object 
subtypes: RSA, DSS, etc. Similarly, Secret key objects include DES, 
DES3, RC2, etc. 

Objects are classified by token and by session. While token objects remain on 
the token even after all sessions using the token are closed, and even after the 
token has been removed from the slot, session objects are temporary. The 
lifetime of session objects is limited by the duration of the session during which 
they were created. After closing a session, (by calling the C_CloseSession  
function or by removing the token from the slot), all objects created in that 
session as session objects, are automatically deleted.  

Objects are also classified as Public or Private. To view or use Public objects, 
there is no need for applications to log into the token. However, authentication is 
necessary to gain access to Private objects (see the Users, Administrators and 
Sessions section above).  
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Tokens can generate, destroy, manipulate, and search for objects—they can also 
use them (e.g., key objects) to perform cryptographic operations. 

PIN Functionality 

Private objects can be accessed only after a user has successfully presented his 
PIN to the token, authenticating himself as the owner of the key media. The 
following explanation of PIN presentation is valid for C_Login , 
C_InitToken , C_InitPIN  and C_SetPIN  functions (all functions that 
contain PIN as a parameter).  

An application can implement PIN presentation by passing either of the 
following to all the functions mentioned above: 

♦ The PIN as a parameter, causing CryptoKit to present it to the token 
without presenting the user any dialog. 

♦ NULL instead of the PIN, causing the library to prompt the user for PIN 
entry. In that case, if the token supports secure PIN entry then it will be 
used; otherwise a regular PIN entry dialog is displayed. 

CryptoKit has three special modes for presenting the PIN to the token: 

♦ Secure PIN entry mode, which is activated when NULL is passed as 
parameter to the login functions. As documented in the Cryptoki 2.11 
standard, this option can be used with tokens that have a protected 
authentication path (i.e., protected keypad entry). Algorithmic 
Research’s PrivateCard enables this form of authentication when used 
with PrivateSafe and CryptoSafe readers, but not with the PrivateSafe 
PCMCIA reader or MiniKey. During PIN entry, the reader disconnects 
the keyboard from the computer thus disables exposure of sensitive data.  
An application can check whether secure PIN entry is enabled on a 
specific token by calling C_GetTokenInfo  and checking the value of 
protected authentication path flag in the CK_TOKEN_INFO structure. 
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♦ SSO mode, in which the user is required to present the PIN only once. 
The PIN is stored in memory and afterwards it is automatically retrieved 
by CyptoKit everytime logon to the token is required. The SSO 
functionality is able to store both the user and SO PINs for each slot. 
When the token is removed or when the user logs off from the 
workstation, the stored PIN’s are cleared from memory. 

♦ Unattended mode, which enables automatic presentation of a PIN that 
was previously stored in the registry. This mode can be used to 
automatically authenticate to tokens in unattended machines. 

 

Note: Some applications do not enable implementation of the protected 
authentication path. They display their own dialog box, prompting MiniKey and 
PrivateCard users to enter the password (they do not pass NULL instead of the 
PIN to the C_Login function). 

PIN Default Parameters 

The PKCS#11 standard does not enable additional PIN-related functionality 
(e.g., setting the expiration period, maximum number of presentation attempts, 
minimum PIN length, etc.). On the other hand, MiniKey and PrivateCard require 
setting such parameters for PINs. The application, based on the Cryptoki 
PKCS#11 API, is not able to set these values  

Algorithmic Research’s CryptoKit provides a solution by assigning initial 
default values to user PINs parameters during token initialization. 

For example, a PIN becomes “expired” if it has not been replaced within the 
default period of time. Subsequent attempts to use it will return the 
CKR_PIN_EXPIRED result code and the user should change the PIN by calling 
the C_SetPIN function. The expiration date is automatically re-computed 
after replacing the PIN.  

Due to inconsistencies, the Cryptoki PKCS#11 API does not grant PIN update 
functionality to its applications when a PIN has expired. As a result, if a user 
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tries to login after his PIN has expired, he will be locked out of the application 
since he can use C_Set PIN functionality only after logging in.  

The current version of Algorithmic Research’s CryptoKit PKCS#11 provides a 
workaround to this problem in the following way: 

♦ If during C_Login , an expired PIN is entered using a protected keypad, 
the library prompts the user to change his PIN immediately, without 
exiting from C_Login  

♦ If during C_Login , an expired PIN is supplied as a parameter, the 
library allows the application to call C_SetPIN  immediately in order to 
change his PIN (normally, this function is called in the login state only). 
If another function is after C_Login  then C_SetPIN  will fail. 

CryptoKit offers the exceptional remedies described above, to handle PIN 
inconsistencies in Cryptoki PKCS#11 API. Algorithmic Research reserves the 
right to modify this special PIN functionality in the future without prior 
notification. 

CryptoKit provides also additional functionality when calling functions that 
require PIN entry (C_Login , C_InitToken , C_InitPIN  and C_SetPIN ), 
with NULL parameter as the password. In this case an appropriate PIN entry 
dialog box is automatically opened. 

During a call to C_SetPIN , if the old PIN was entered by protected keypad, the 
replacement PIN must be entered the same way (i.e., if the old PIN was passed 
as NULL to the C_SetPIN function, the new PIN must be also passed as 
NULL). Another security feature provided by the CryptoKit: A new PIN must 
be different than the one it replaces. 

Whenever an application needs to be authenticated to the MiniKey or 
PrivateCard token, it has a restricted number of attempts to present the correct 
PIN. After exceeding this number, the user PIN is locked and the application 
may never access sensitive information on the token (though public objects 
remain accessible). In this event, every C_Login  function call will fail with a 
return code of CKR_PIN_LOCKED.  
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In the case of successful PIN presentation, the unsuccessful-attempts counter on 
the MiniKey or PrivateCard token is set to zero again.  

The C_GetTokenInfo  function can supply additional information about the 
state of the PIN presentations on the token. This state is reported in the 
following flags in the CK_TOKEN_INFO structure:  

♦ CKF_USER_PIN_COUNT_LOW – TRUE if an incorrect user login PIN 
has been entered at least once since the last successful authentication. 

♦ CKF_USER_PIN_FINAL_TRY – TRUE if supplying an incorrect user 
PIN will it to become locked. 

♦ CKF_USER_PIN_LOCKED – TRUE if the user PIN has been locked. 
User login to the token is not possible. 

♦ CKF_SO_PIN_COUNT_LOW – TRUE if an incorrect SO login PIN has 
been entered at least once since the last successful authentication. 

♦ CKF_SO_PIN_FINAL_TRY – TRUE if supplying an incorrect SO PIN 
will it to become locked. 

♦ CKF_SO_PIN_LOCKED – TRUE if the SO PIN has been locked. User 
login to the token is not possible. 

The following table describes the default PIN parameters that are set by the 
CryptoKit installation program for MiniKey, PrivateCard and software tokens. 
For details how to change these default settings, refer to the CryptoKit Files and 
Registry Entries section in Chapter 7. 
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Parameter   Default Values for 
MiniKey and 
PrivateCard  

Default Values for 
Software token 

Explanation & 
Valid Values 

 Minimum period 
 for PIN change  

 0 0  0 – PIN can be changed 
 at any time 
1-7 – Minimum number 
of days between PIN 
changes 

 Period of validity  889 days 
(which are 127weeks, 
approx. 2.5 years) 

0  
 

0 – PIN never expires 
1-889 – Maximum 
number of days until the 
PIN will expire 
 

 Minimum PIN 
 length 

 6 alphanumeric 
 characters 

5 alphanumeric 
 characters 

  

 Maximum number 
 of PIN retries for 
user 

 12 
 

0 0 – Unlimited 
3-12 – Number of 
allowed presentations. 
PIN locked afterwards  

 Maximum number 
 of PIN retries for 
SO 

6 0  0 – Unlimited 
3-12 – Number of 
allowed presentations.  
If the SO PIN is locked, 
the token cannot be used 
anymore 

Note: CoSign and PrivateServer devices have their own authentication 
mechanism, which obsolete the required PIN for the login operation. 

MiniKey and PrivateCard tokens are supplied to customers with an initial SO 
(Security Officer) PIN value of 11111111. To change this value, an application 
can call to C_SetPIN when SO is logged in. Users can also use the AR Genie 
utility program to change the SO PIN. 
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Thread Safety 

The Algorithmic Research implementation of the PKCS#11 standard is thread 
safe and fully compatible with all PKCS#11 requirements for accessing from 
multiple threads. If two threads attempt to access the same library 
simultaneously, the second thread is blocked until the first thread’s request is 
processed. An application that possesses the parameters to the C_Initialize  
function can disable this safeguard (in full accordance with 
PKCS#11specifications). 

The CryptoKit will serialize requests when several processes share a library. 
Additionally, according to PKCS#11 specifications, token objects are visible to 
all applications (possessing sufficient permissions) connected to the token. 

Date and Time 

When the CryptoSafe reader is used, the library acquires the current date and 
time for PIN presentation and PIN replacement from the reader’s internal clock. 
For all other cases, CryptoKit uses the computer’s time and date and attempts to 
factor in the time zone. However, there may be some variation in dates and 
times due to differences in operating systems, sometimes even on the same 
computer. 
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Platform- and Compiler-Dependent Directives 

Some details in the declaration of Cryptoki data structures and functions may 
vary between platforms. Therefore it may be necessary to implement some 
preprocessor directives or compiler options. 

All Cryptoki types and defines are stored in the pkcs11t.h file. Information 
about function prototypes is contained in the pkcs11f.h file. In order to 
include the main H-file pkcs11.h (or the pkcs11t.h  file by itself), it is 
necessary to define four platform-specific macros, described below, with their 
typical definitions. Note that these definitions are both platform- and compiler-
dependent (and may also be affected by whether a Cryptoki library is linked 
statically or dynamically). 

For the Algorithmic Research PKCS#11 implementation, the AR_PLATFORM 
preprocessor symbol is used during the compilation of every C or C++ file that 
includes CryptoKit H-files. This forces correct compilation of all other platform-
dependent definitions in the H-files.  

In most cases, the AR_PLATFORM preprocessor symbol is defined 
automatically by CryptoKit H-files and all definitions required are automatically 
provided for correct functioning of the CryptoKit macros. 

If no platform is detected, the value AR_DEFAULT_PLATFORM (99) is 
assigned, which suppresses the use of all platform-specific definitions. If 
AR_PLATFORM is defined during the compilation, automatic platform 
detection is suppressed and other platform-dependent definitions will be adopted 
according to the defined platform. 

The following values for AR_PLATFORM are currently supported: 

AR_WIN32 (3) 
 AR_SOLARIS (8) 
 AR_AIX (10) 
 AR_LINUX (12) 
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Refer to your C or C++ compiler reference guide for information on how to set 
preprocessor symbols. 

The Cryptoki standard states that on Windows 32bit platform, any structure 
should be packed with 1-byte alignment. However, CryptoKit is compiled in 
such a way that any program that uses this library will be able to work properly, 
regardles of its byte alignment. (The 1-byte packing convention that was 
required by older versions of CryptoKit is no longer needed). 

Platform-Specific Macros 

The following four platform-specific macros are defined in platform.h  file: 

CK_PTR 

The indirection string, for making a pointer into an object, can be used as 
follows: 

typedef CK_BYTE CK_PTR CK_BYTE_PTR; 

For the Windows 32bit platform the following definition was used: 

#define CK_PTR  * 

CK_DECLARE_FUNCTION(returnType, name) 

This macro creates an importable Cryptoki library function declaration out of a 
return type and a function name. It is used as follows: 

extern CK_DECLARE_FUNCTION( CK_RV, C_Initialize ) 
  ( CK_VOID_PTR pReserved ); 

For the Windows 32bit platform the following definition was used to declare a 
function in a DLL: 

#define CK_DECLARE_FUNCTION( returnType, name ) \ 
  returnType __declspec( dllimport ) name 



SmartAdaptor Technology 3 

 3-27 

CK_DECLARE_FUNCTION_POINTER(returnType, name) 

This macro creates a Cryptoki API function pointer declaration or function 
pointer type declaration out of a return type and a function name. It isused as 
follows: 

CK_DECLARE_FUNCTION_POINTER( CK_RV, funcPtr ) 
  ( args ); 

This macro defines funcPtr  as a pointer to a Cryptoki API function taking 
arguments args  and returning CK_RV. You can also use it as follows: 

typedef CK_DECLARE_FUNCTION_POINTER 
  ( CK_RV, funcPtrType )( args ); 
funcPtrType funcPtr; 

Here it defines funcPtrType  to be the type of pointer to a Cryptoki API 
function that takes arguments args  and returns CK_RV, and then defines 
funcPtr  to be a variable of type funcPtrType . 

For the Windows 32 bit platform the following definition was used to access 
functions in a DLL: 

#define CK_DECLARE_FUNCTION_POINTER 
  ( returnType, name ) \ 
  returnType __declspec( dllimport ) ( *name ) 

CK_CALLBACK_FUNCTION(returnType, name) 

This macro creates a function pointer type for an application callback using both 
a return type for the callback and a name for the callback: 

CK_CALLBACK_FUNCTION( CK_RV, myCallback )( args ); 

This macro can be used to declare a function pointer, myCallback , to a 
callback, which takes arguments args  and returns CK_RV. You can also use it as 
follows: 

typedef CK_CALLBACK_FUNCTION 
  ( CK_RV, myCallbackType )( args ); 
myCallbackType myCallback; 
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For the Windows 32bit platform the following definition was used: 

#define CK_CALLBACK_FUNCTION( returnType, name ) \ 
  returnType( *name ) 
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Registration API  

The SmartAdaptor Registration API provides developers with tools to manage 
the various types of providers supported by SmartAdaptor. The API contains 
functions to register, unregister, list and retrieve specific information about the 
providers. The following is a list of SmartAdaptor Registration API functions 
that are defined in the first part of the sadaptor.h  file: 

UMB_CreatePKCS11ProviderContext 

UMB_CreatePKCS11SmartcardProviderContext 

UMB_CreateSmartcardReaderContext 

UMB_CreateFindContext 

UMB_SetProviderData 

UMB_AddATRToList 

UMB_GetProviderData 

UMB_RegisterProvider 

UMB_UnregisterProvider 

UMB_AddFindContext 

UMB_ListProviders 

UMB_FreeContext 

UMB_GetProviderType 

See the Registration API functions section below for a description of each 
function. 

Registration API Data Types 

The data structures listed below are in C-notation and are defined in the 
sadaptor.h  file. 
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UMB_RV 
typedef UINT32 UMB_RV; 

Retrieves return code types that are returned by all the Registration API 
functions: 

♦ UMB_RV_OK Operation successful 

♦ UMB_RV_END Reached end of database in a multi-step 
operation (e.g., Find) 

♦ UMB_RV_MEMORY Insufficient memory 

♦ UMB_RV_INVALID_PARAMETERS Invalid parameters detected 

♦ UMB_RV_INSUFFICIENT_BUFFER Allocated buffer too small 

♦ UMB_RV_NOT_FOUND Object not found in database 

♦ UMB_RV_HARDWARE Hardware error 

♦ UMB_RV_CARD_NOT_POWERED Card inserted but not powered up 

♦ UMB_RV_CARD_NOT_PRESENTED Card not inserted 

♦ UMB_RV_COMMUNICATION Communication problem occurred 

♦ UMB_RV_TIMEOUT Operation took too much time, interrupted by 
with timeout state 

♦ UMB_RV_SHARING_VIOLATION Smart card or reader temporary inaccessible 
(locked by another application) 

♦ UMB_RV_INTERNAL_ERROR Internal error occurred 

UMB_CONTEXT 
typedef void * UMB_CONTEXT; 

The UMB_CONTEXT is used as a handle to a specific provider that may or 
may not be registered yet. This structure is created and returned by one of the 
following functions: 
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♦ UMB_CreatePKCS11ProviderContext 

♦ UMB_CreatePKCS11SmartcardProviderContext 

♦ UMB_CreateSmartcardReaderContext 

♦ UMB_CreateFindContext 

♦ UMB_ListProviders 

All the other Registration API functions need this handle as a parameter to 
specify the provider. 

UMB_PROVIDER_INFO 
typedef struct { 

 UINT32 api_version; // high word - major version, 
      // low word – minor version 

 UINT32 impl_version;// high word - major version, 
      // low word – minor version 

 char vendor_name[64]; // NULL terminated string 

 char  provider_name[64];// NULL terminated string 

} UMB_PROVIDER_INFO; 

This structure stores general information about a provider. It is mandatory for all 
three types of providers: Core, Reader and Smart card. Functions that create the 
context receive this structure as a parameter. 

UMB_PCSC_EXCLUDE_STRUCT 
typedef struct { 

 UMB_COMPARE_STYLE   flag;// UMB_COMPARE_ALL, 
      // UMB_COMPARE_START or  
      // UMB_COMPARE_PART 

 char readerName[256];   // NULL terminated string 

} UMB_PCSC_EXCLUDE_STRUCT; 

This structure is used for readers with a PC/SC interface that are nonetheless 
registered as a CT-API or proprietary reader and therefore should be excluded 
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from the enumeration of PC/SC readers. The flag field defines how the reader 
name should be matched. This attribute can only be assigned to a Reader 
provider type context with Reader type set to 
UMB_SC_READER_TYPE_PCSC. 

Parameters 

♦ UMB_COMPARE_ALL  – compares readerName to the exact reader 
name received from PC/SC. 

♦ UMB_COMPARE_START  – looks for readerName in the PC/SC 
reader name at the start (similar to file compare “name*”).   

♦ UMB_COMPARE_PART  – looks for readerName somewhere inside 
the PC/SC reader name (similar to file compare “*name*”). 

 

UMB_CTAPI_PORT_DESCR 
typedef struct { 

 short phys_number; 

 short ICC_mask; 

} UMB_CTAPI_PORT_DESCR; 

This structure describes a CT-API reader port. It can only be assigned to a 
Reader provider type context with Reader type set to 
UMB_SC_READER_TYPE_CTAPI. For more information, refer to 
documentation on CT-API specifications. 

Parameters 

♦ phys_number – number of the port to which the reader is connected. 
This number is passed to the CT_Init function as pn parameter. 

♦ ICC_mask – bit mask of the slots available for use in a reader. The 
lowest bit accords to the first slot, which must be available.  



SmartAdaptor Technology 3 

 3-33 

UMB_CTAPI_PORTS 
typedef struct { 

 int                    number_of_ports; 

 UMB_CTAPI_PORT_DESCR   ports[16]; 

} UMB_CTAPI_PORTS; 

This structure describes some or all of available CT-API reader ports. It can only 
be assigned to a Reader provider type context with Reader type set to 
UMB_SC_READER_TYPE_CTAPI. For more information, refer to 
documentation on CT-API specifications. 

Parameters 

♦ number_of_ports – number of cells used in “ports” array. 

♦ ports – an array of 16 cells. Each member is a structure of 
UMB_CTAPI_PORT_DESCR type, including description of a reader, its 
port and slots. 

UMB_ATR_DESCRIPTION 
typedef struct { 

 int     atr_len;  // length of the ATR 

 char    atr[32];  // ATR 

 char    atr_mask[32]; // indicates which bits in 
     // the ATR read from the  
     // smart card should be 
     // compared with this ATR 

} UMB_ATR_DESCRIPTION; 

This structure can only be assigned to a Smart card provider type context and it 
describes one ATR of a smart card supported by this provider. One Smart card 
provider can have a number of ATR descriptions (if it supports many smart 
cards) but at least one must be provided. 
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SmartAdaptor Registration API Functions 

All Registration API functions return UMB_RV values. 

UMB_CreatePKCS11ProviderContext 

This function creates a Core PKCS#11 provider context. After creating the 
provider context, call UMB_SetProviderData to add additional parameters. 
Then, register the provider by calling UMB_RegisterProvider. 

Syntax 

UMB_RV UMB_CreatePKCS11ProviderContext( 

  const UMB_PROVIDER_INFO * info, 

  const char   * module, 

  UMB_CONTEXT   * context); 

Parameters 

♦ info [in] – contains a general description of the Core provider. Refer to 
the Registration API data types section above for a detailed explanation 
of this parameter (Type UMB_PROVIDER_INFO). 

♦ module [in] – contains the full path and name of the dll  of the Core 
provider. 

♦ context [out] – receives a pointer to the created context, upon successful 
termination of the function. 

 

Note: Since this function’s arguments are mandatory, they cannot be NULL. 

Return Values 

� UMB_RV_OK – context created successfully. 
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� UMB_RV_INVALID_PARAMETERS – invalid parameter detected, a 
pointer is probably NULL. Note that the function does not check whether 
the file specified in the module parameter exists. 

� UMB_RV_MEMORY – insufficient memory. 

� UMB_RV_INTERNAL_ERROR – an internal error occurred. 

UMB_CreatePKCS11SmartcardProviderContext 

This function creates a Smart card provider context. A mandatory ATR 
parameter must be specified to indicate, which smart card ATRs are supported 
by that provider. Each Smart card provider can support multiple ATRs, which 
can be added to the context by calling UMB_AddATRToList or 
UMB_SetProviderData. Then, register the provider by calling 
UMB_RegisterProvider. 

Syntax 

UMB_RV UMBAPI 
UMB_CreatePKCS11SmartcardProviderContext( 

  const UMB_PROVIDER_INFO  * info, 

  const char    * module, 

  const char    * entry, 

  const UMB_ATR_DESCRIPTION * atr, 

  UMB_CONTEXT    * context); 

Parameters 

♦ info [in] – contains a general description of the Smart card provider. 
Refer to the Registration API data types section above for a detailed 
explanation of this parameter (Type UMB_PROVIDER_INFO). 

♦ module [in] – the full path and name of the dll  of the Smartcard 
provider. 
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♦ entry [in] – the name of the entry function for this dll , which is called 
after it has been loaded. The entry function passes to the Smart card 
provider pointers of the reader functions. 

♦ atr [in] – description of the ATR for the Smart card provider. 

♦ context [out] – receives a pointer to the created context, upon successful 
termination of the function.  

 

Note:  Since all of these parameters are mandatory, they cannot be NULL. 

Return Values 

� UMB_RV_OK – context successfully created. 

� UMB_RV_INVALID_PARAMETERS – invalid parameter detected, a 
pointer is probably NULL. Note that the function does not check whether 
the file specified in the module parameter exists. 

� UMB_RV_MEMORY – insufficient memory. 

� UMB_RV_INTERNAL_ERROR – an internal error occurred. 

UMB_CreateSmartcardReaderContext 

Similar to the functions described above, this function creates a Smart card 
reader context. It can be used to create a CT-API or proprietary reader context or 
to create a PC/SC reader to be excluded from the readers list. After creating the 
context, call UMB_SetProviderData to add additional parameters. Then, register 
the provider by calling UMB_RegisterProvider. 

Syntax 

UMB_RV UMBAPI UMB_CreateSmartcardReaderContext( 

  int    type, 

  const UMB_PROVIDER_INFO * info, 

  const char   * module, 

  const char   * entry, 
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  UMB_CONTEXT   * context); 

Parameters 

♦ type [in] – there are three possible types of Reader providers, which are 
defined in sadaptor.h : 

� UMB_SC_READER_TYPE_CTAPI, which is used to register a 
CT-API reader provider 

� UMB_SC_READER_TYPE_PROPRIETARY, which is used to 
register a proprietary reader provider 

� UMB_SC_READER_TYPE_PCSC, which is used to exclude a 
PC/SC reader from the readers list 

♦ info [in] – contains a general description of the Reader provider. Refer to 
the Registration API data types section above for a detailed explanation 
of this parameter (Type UMB_PROVIDER_INFO).  
This parameter is ignored when the reader type is PC/SC and in that case 
should be an empty string.  

♦ module [in] – contains the full path and name of the dll  of the Reader 
provider. This parameter must be specified for CT-API and proprietary 
Reader providers. It is ignored when the reader type is PC/SC and in that 
case should be an empty string. 

♦ entry [in] – the name of the entry function for the provider’s dll . This 
function is called by sadaptor.dll  after the provider’s dll  has been 
loaded, to retrieve pointers to functions that access the reader. For more 
information about the data structure that is returned by the entry function 
and the different reader functions, refer to the Reader Provider 
Development section, later in this chapter. 
This parameter should be specified only for proprietary Reader providers. 
It is not required for CT-API and PC/SC Reader providers and in that 
case  should be an empty string. 

♦ context [out] – receives a pointer to the created context, upon successful 
termination of the function. 

Note:  Since all of these parameters are mandatory, they cannot be NULL.  
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Return Values 

� UMB_RV_OK – context successfully created. 

� UMB_RV_INVALID_PARAMETERS – invalid parameter detected, a 
pointer is probably NULL. Note that the function does not check whether 
the file specified in the module parameter exists. 

� UMB_RV_MEMORY – insufficient memory. 

� UMB_RV_INTERNAL_ERROR – an internal error occurred. 

UMB_SetProviderData 

After creating the context for a provider using one of the functions described 
above, you can use this function to assign additional attributes to the provider 
before registering it in the system. The fieldTag parameter indicates the 
assigned attribute, len contains its size and data denotes its value. 

Syntax 

UMB_RV UMBAPI UMB_SetProviderData( 

  UMB_CONTEXT * context, 

  int  fieldTag, 

  int  len, 

  const void * data); 

Parameters 

♦ context [in] – the context of the provider for which to set the data. 

♦ len [in] – the length of the data passed in the data pointer. 

♦ data [in] – the pointer to the attribute to be written in the context. 

♦ fieldTag [in] – the following tags may be appended (defined in the 
sadaptor.h  file) 

� UMB_PROVIDER_FIELD_INFO – general information about 
the provider based on the UMB_PROVIDER_INFO structure. 
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� UMB_PROVIDER_FIELD_MODULE – NULL terminated 
string. The full path to the module’s dll . 

� UMB_PROVIDER_FIELD_ENTRY – NULL terminated string. 
The name of the entry function. 

� UMB_PROVIDER_FIELD_FLAGS – DWORD – has no special 
significance for SmartAdaptor and can be used for the needs of the 
provider. 

� UMB_PROVIDER_FIELD_EXCLUDE_FROM_PCSC – derived 
from UMB_PCSC_EXCLUDE_STRUCT structure, this flag 
marks a PC/SC reader as excluded from the readers list. It requires 
that reader context was already created and registered using  
UMB_CreateSmartcardReaderContext, with type set to 
UMB_SC_READER_TYPE_PCSC, followed by 
UMB_RegisterProvider. 

� UMB_PROVIDER_FIELD_CTAPI_PORTS – derived from 
UMB_CTAPI_PORTS structure, this parameter can only be added 
to a CT-API type Reader provider. This parameter is mandatory 
and must be updated for each CT_API reader provider. 

� UMB_PROVIDER_FIELD_ATR_LIST – derived from 
UMB_ATR_DESCRIPTION structure, this parameter can only be 
added to a Smart card provider and indicates the ATRs supported 
by this provider. One Smart card provider can support a number of 
ATRs. 

� UMB_PROVIDER_FIELD_READER_TYPE – DWORD – this 
tag, which can only be assigned to Reader providers, may be one 
of following: 
UMB_SC_READER_TYPE_CTAPI 
UMB_SC_READER_TYPE_PROPRIETARY 
UMB_SC_READER_TYPE_PCSC 

� UMB_PROVIDER_FIELD_DESCRIPTION – NULL terminated 
string with the provider’s description. 

� UMB_PROVIDER_FIELD_LOG_FILE_NAME – NULL 
terminated string with a path to the file used for logging the 
provider. 
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� UMB_PROVIDER_FIELD_LOGGING_LEVEL – DWORD – 
logging level  for the provider. 

� UMB_PROVIDER_FIELD_VENDOR_SPECIFIC – not really a 
tag, it is the shift from which the vendor specific fields are written. 
Allows a provider to store information in the registry. The data is 
treated in the same way as a binary buffer. 

Return Values 

� UMB_RV_OK – data successfully written to the context. 

� UMB_RV_INVALID_PARAMETERS – invalid parameter detected, a 
pointer is probably NULL.  

� UMB_RV_MEMORY – insufficient memory. 

UMB_AddATRToList 

Provides an easy way to specify additional ATRs for a Smart card provider (see 
also UMB_SetProviderData). 

Syntax 

UMB_RV UMBAPI UMB_AddATRToList( 

  UMB_CONTEXT   * context, 

  UMB_ATR_DESCRIPTION * atr); 

Parameters 

♦ context [in] – the context of the provider for which to set the data. 

♦ atr  [in] – the description of the ATR to add to the context. 

Return Values 

� UMB_RV_OK – data successfully written to the context. 

� UMB_RV_INVALID_PARAMETERS – invalid parameter detected, a 
pointer is probably NULL. 
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� UMB_RV_MEMORY – insufficient memory. 

UMB_GetProviderData 

This function can be used to retrieve information from the context. The tags are 
the same as those used with UMB_SetProviderData. If the value for len is too 
small, it is adjusted to the correct length and the 
UMB_RV_INSUFFICIENT_BUFFER is returned. If the context does not 
contain the record, UMB_RV_NOT_FOUND is returned – otherwise 
UMB_RV_OK is returned and the data field is filled with the appropriate value. 
When there are multiple occurrences of the requested record in the context 
(UMB_PROVIDER_FIELD_ATR_LIST and 
UMB_PROVIDER_FIELD_EXCLUDE_FROM_PCSC tags only), 
SmartAdaptor treats the len parameter as the size of an array and the data 
parameter as the array of the appropriate type of records. 

Syntax 

UMB_RV UMBAPI UMB_GetProviderData( 

  UMB_CONTEXT context, 

  int  fieldTag, 

 int  * len, 

  void  * data); 

Parameters 

♦ context [in] – the context to read from. 

♦ fieldTag [in] – the tag of the field to extract from the context. See the 
section on UMB_SetProviderData for a description of this parameter. 

♦ len [in/out] – on entry to the function should contain the size of the 
buffer pointed by data. Upon return, len contains the actual size of the 
data returned. This parameter cannot be NULL. 

♦ data [out] – the data marked by fieldTag. Can be NULL – in which case 
only the size of the data is returned. 
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Return Values 

� UMB_RV_OK – data read successfully. 

� UMB_RV_INVALID_PARAMETERS – invalid parameter detected. 

� UMB_RV_INSUFFICIENT_BUFFER – the size of the buffer is too 
small. 

� UMB_E_GENERAL – the data identified by the specified tag is not in 
the context. 

UMB_RegisterProvider 

Registers the provider after creation of the context (with one of the 
“CreateContext” functions) and after writing all the appropriate parameters to 
the context using the UMB_SetProviderData and UMB_AddATRToList 
functions.  

Syntax 

UMB_RV UMBAPI UMB_RegisterProvider( 

  UMB_CONTEXT * context); 

Parameter 

♦ context [in] – the context of the provider to register. 

Return Values 

� UMB_RV_OK – data read successfully. 

� UMB_RV_INTERNAL_ERROR – unable to store context. 



SmartAdaptor Technology 3 

 3-43 

UMB_CreateFindContext 

This function creates a find context, which is a special type of context. This 
context can be used to find the context of a registered provider. Then, the 
context can be used to add new parameters or to delete parameters from the 
provider. This context cannot be registered. 

Syntax 

UMB_RV UMBAPI UMB_CreateFindContext( 

  UMB_CONTEXT * context); 

Parameter 

♦ context [out] – the created context. 

Return Values 

� UMB_RV_OK – data successfully read. 

� UMB_RV_MEMORY – insufficient memory. 

UMB_AddFindContext 

This function is similar to UMB_SetProviderData but it can be applied only on 
find  contexts. It is used to build a specific find  context that describes one of the 
registered providers. After the find context is created, call UMB_ListProviders 
to get a list of all providers that match the search criteria. You can also remove 
from the system all providers that match the search criteria by calling 
UMB_UnregisterProvider with find  context. 
All the tags that can be defined for the provider using UMB_SetProviderData 
can be used to search for the provider. There are also additional special tags that 
can be used only with find  context. 

Syntax 

UMB_RV UMBAPI UMB_AddFindContext ( 

  UMB_CONTEXT  * context, 
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  UMB_COMPARE_STYLE flag, 

  int   fieldTag, 

  int   len, 

  const void  * data); 

Parameters 

♦ context [in] – the context of the provider for which to set the data. 

♦ flag [in] – tells the function how to perform string matching, can be one 
of the following: 

� UMB_COMPARE_ALL 

� UMB_COMPARE_START 

� UMB_COMPARE_PART – only string tags are affected by this 
parameter 

♦ len [in] – the length of the data passed in the data pointer. 

♦ data [in] – the pointer to the attribute to be written in the context. 

♦ fieldTag [in] – all tags for regular context are supported (see the 
description of UMB_SetProviderData); additional tags are supported for 
find context: 

� UMB_PROVIDER_FIELD_PROVIDER_TYPE – DWORD – 
uses one of the following (defined in sadaptor.h ) –  
UMB_PROVIDER_TYPE_PKCS11 
UMB_PROVIDER_TYPE_READER 
UMB_PROVIDER_TYPE_PKCS11_SCARD 

� UMB_PROVIDER_FIELD_API_VER – DWORD – part of the 
provider info structure, it specifies the API version of the provider. 

� UMB_PROVIDER_FIELD_IMPL_VER – DWORD – part of the 
provider info structure, it specifies the implementation version of 
the provider. 

� UMB_PROVIDER_FIELD_VENDOR_NAME – NULL 
terminated string. Part of the provider info structure, it specifies 
the vendor name of the provider. 
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� UMB_PROVIDER_FIELD_PROVIDER_NAME – NULL 
terminated string. Part of the provider info structure, it specifies 
the provider name of the provider. 

� UMB_PROVIDER_FIELD_ATR_BUFFER – binary buffer. The 
length of the ATR is set by the len parameter – may not exceed 32 
bytes. Use to set ATR only, without the ATR mask. 

Return Values 

� UMB_RV_OK – data successfully read. 

� UMB_RV_INVALID_PARAMETERS – invalid parameter detected. 

� UMB_RV_MEMORY – insufficient memory. 

UMB_UnregisterProvider 

This function removes a provider from the system. If the context parameter is 
NULL, all registered providers are removed. The context may be of any type. If 
the type is find , it must include both the provider type and module attributes, 
otherwise UMB_E_PARAMS is returned. Any provider that matches the 
context attributes is removed from the system and UMB_RV_OK is returned, 
otherwise UMB_RV_NOT_FOUND is returned. 

Syntax 

UMB_RV UMBAPI UMB_UnregisterProvider( 

  UMB_CONTEXT * context); 

Parameter 

♦ context [in] – the context of the provider to remove from the system. 

Return Values 

� UMB_RV_OK – providers matching the context were successfully 
removed. 

� UMB_RV_NOT_FOUND – no provider that matched the context was 
found. 
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� UMB_RV_INVALID_PARAMETERS – invalid parameter detected. 

� UMB_RV_MEMORY – insufficient memory. 

� UMB_RV_INTERNAL_ERROR – an internal error occurred. 

UMB_ListProviders 

Lists the providers that are registered in the system. The patterns parameter 
defines how to search for providers. If patterns parameter is NULL, all 
registered providers are returned. The number parameter is set to the number of 
contexts that are found, i.e., those returned by the found parameter. 

Syntax 

UMB_RV UMBAPI UMB_ListProviders( 

  UMB_CONTEXT patterns, 

  UMB_CONTEXT ** found, 

  int  * number); 

Parameters 

♦ patterns [in] – context of find type, provides the pattern for searching for 
registered providers. 

♦ found [in/out] – on entry to the function should contain the pointer to 
pointer of context array; if successful, the array is allocated by the 
function and the user should free the memory associated with this array 
by using UMB_FreeContext. 

♦ number [out] – the number of contexts found. 

Return Values 

� UMB_RV_OK – data was successfully read. 

� UMB_RV_INVALID_PARAMETERS – invalid parameter detected. 

� UMB_RV_MEMORY – insufficient memory. 
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� UMB_RV_INTERNAL_ERROR – an internal error occurred. 

UMB_FreeContext 

This function frees the memory associated with previously allocated context. 

Syntax 

UMB_RV UMBAPI UMB_FreeContext( 

  UMB_CONTEXT * context); 

Parameter 

♦ context [in] – pointer to the context to be released. 

Return Values 

� UMB_RV_OK – context memory successfully freed. 

� UMB_RV_INVALID_PARAMETERS – context is NULL or *context 
is NULL. 

UMB_GetProviderType 

This function returns the context type, which should be one of the following: 

♦ UMB_PROVIDER_TYPE_PKCS11 

♦ UMB_PROVIDER_TYPE_READER 

♦ UMB_PROVIDER_TYPE_PKCS11_SCARD 

♦ UMB_PROVIDER_TYPE_FIND 

Syntax 

UMB_RV UMBAPI UMB_GetProviderType( 

  UMB_CONTEXT context, 

  int  * type); 
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Parameters 

♦ context [in] – the context for which to check the type. 

♦ type [out] – the context type (one of the four values listed above). 

Return Value 

� UMB_RV_OK – successful result. 
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Reader Provider Development 

SmartAdaptor supports the PC/SC and CT-API standard reader APIs. 
SmartAdaptor provides an additional API that enables the system to integrate 
proprietary readers (not supported by either of the standard APIs). While each 
reader provider usually has one slot, there is no restriction on the number of slots 
possible. From the user’s perspective, each slot of a multi-slot reader displays as 
one independent PKCS#11 slot. 

PC/SC Readers 

No additional development is necessary for PC/SC readers since they are 
registered in the Windows operating system – SmartAdaptor recognizes them 
automatically. SmartAdaptor also enables you to exclude PC/SC readers from 
the registry, when, for example, users do not wish to use a specific reader. Also, 
when a reader supports both the PC/SC API and an additional API (CT-API or 
proprietary) the reader is listed both in the Windows registry and in 
SmartAdaptor. Since this double listing causes the same reader to display twice 
in the Slot list, you can exclude the PC/SC reader from the registry in order to 
limit the display of the reader in the Slot list to just one time. Use the 
SmartAdaptor Registration API (or directly edit the registry) to exclude PC/SC 
readers from the registry – this cannot be accomplished during runtime (see the 
Registration API section for details). 

CTAPI Readers 

Since SmartAdaptor can use the standard CT-API interface, it is not necessary to 
develop a specific library for CT-API readers. However, you must register  
CT-API readers in SmartAdaptor since operating systems do not automatically 
recognize CT-API readers. (For more stable performance in stress situations, 
vendors can supply a dll  with additional functionality, for example, an entry 
function and an i_am_closed function. For more details see below.) 
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Proprietary Readers 

In order to work with a proprietary reader provider, a special dll  has to be 
developed and registered by SmartAdaptor registration API. The dll  should 
include implementation of several functions and an additional special entry 
function. SmartAdaptor loads the dll  and retrieves pointers to the provider’s 
functions using the entry function. Then, SmartAdaptor mediates between the 
reader and the Smart card provider by giving the Smart card provider the 
functions that operate with the reader. As a result, Smart card providers can 
operate with any reader registered in the SmartAdaptor system. Refer to the 
following section for a list of the functions that each proprietary reader provider 
should supply in order to operate correctly. 
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Reader Provider API 

Each proprietary Reader provider must contain an implementation of all the 
functions listed below:  

UMB_ENTRY 

UMB_READER_GET_NAME 

UMB_READER_GET_STATE 

UMB_READER_POWER_ON 

UMB_READER_POWER_OFF 

UMB_READER_TRANSMIT 

UMB_READER_GET_NATIVE_RESULT_VALUE 

UMB_READER_CLOSE 

UMB_ENTRY 

The entry function is the first function that SmartAdaptor calls. It is used to 
initialize the provider and to load pointers to all other functions of the provider. 
The entry function is also used to provide SmartAdaptor with the number of 
slots that are supported by the Reader provider. By convention, the slots are 
counted from zero. 

Syntax 

typedef UMB_RV (UMBAPI * UMB_ENTRY) 

 (UMB_ENV   * env,  

 UMB_PROVIDER_READER * reader); 

Since the entry function is not pre-named, you can assign it any name. This 
name must be provided (in the entry parameter) when the provider is registered. 
For more information, refer to function UMB_CreateSmartcardReaderContext 
in the section SmartAdaptor Registration API Functions. 
The pointers to all of the Reader provider’s functions are supplied in the output 
UMB_PROVIDER_READER structure. 
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struct _tag_UMB_PROVIDER_READER { 

 UMB_PROVIDER_HEADER        header;  
  // This parameter is filled by SmartAdaptor 
  // and is not relevant for reader provider. 

 UINT32                slots_number;  
  // This parameter is filled by the reader 
  // provider and informs SmartAdaptor how 
  // many slots are supported by the provider. 
                                     
 // The following parameters are pointers to 
 // functions filled by the reader provider. 

    UMB_READER_GET_NAME              get_name; 

    UMB_READER_GET_STATE             get_state; 

    UMB_READER_POWER_ON              power_on; 

    UMB_READER_POWER_OFF             power_off; 

    UMB_READER_TRANSMIT              transmit; 

    UMB_READER_GET_NATIVE_RESULT_VALUE 
                                     native_res_val ue; 

    UMB_READER_CLOSE                 close; 

} UMB_PROVIDER_READER; 

Parameters 

♦ env [in] – pointer to UMB_ENV structure, which contains only one 
member that is relevant for the Reader provider – the i_am_closed 
function. The provider should call this function during the 
DLL_DETACH process, although this is not mandatory.  

♦ reader [out] – pointer to the output UMB_PROVIDER_READER 
structure. 

Return Values 

� UMB_RV_INTERNAL_ERROR – general error occured. 
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� UMB_RV_INVALID_PARAMETERS – if the value of a parameter is 
NULL. 

� UMB_RV_OK – successful result. 

UMB_READER_GET_NAME 

This function should return the reader name to SmartAdaptor according to the 
slot number. 

Syntax 

typedef UMB_RV (UMBAPI * UMB_READER_GET_NAME) 

 (UINT32 slotID, 

 char  * nameBuf,  

 UINT32 * nameLen); 

Parameters 

♦ slotID [in] – number of the slot. 

♦ nameBuf [out] – pointer to buffer, which receives the NULL terminated 
name. If this parameter is NULL, it returns needed buffer size in the 
nameLen parameter and UMB_RV_INSUFFICIENT_BUFFER in 
return value. 

♦ nameLen [in/out] – on entry to the function should contain the 
maximum length of nameBuf buffer. Upon return, nameLen contains 
the actual length of the reader name, not including the NULL terminator. 

Return Values 

� UMB_RV_INTERNAL_ERROR – general error occured. 

� UMB_RV_INSUFFICIENT_BUFFER – when nameBuf is too small. 

� UMB_RV_INVALID_PARAMETERS – when the slot number is 
invalid or when the pointer to nameLen is NULL. 

� UMB_RV_OK – operation successful. 
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UMB_READER_GET_STATE 

This function should return the state of the slot to SmartAdaptor. 

Syntax 

typedef UMB_RV (UMBAPI * UMB_READER_GET_STATE) 

 (UINT32 slotID,  

 UINT32 * slotState); 

Parameters 

♦ slotID [in] – number of the slot. 

♦ slotState [out] – state of the slot. Can be one of three states: 

� UMB_READER_STATE_ABSENT – no card in the slot. 

� UMB_READER_STATE_INSERTED – card in the slot, not 
powered. 

� UMB_READER_STATE_POWERED – card in the slot, 
powered. 

Return Values 

� UMB_RV_INTERNAL_ERROR – general error occured. 

� UMB_RV_INVALID_PARAMETERS – when the slot number is 
invalid or when the pointer to slotState is NULL. 

� UMB_RV_OK – operation successful. 

UMB_READER_POWER_ON 

This function should power-on the smart card and return it’s ATR. 

Syntax 

typedef UMB_RV (UMBAPI * UMB_READER_POWER_ON) 

 (UINT32 slotID, 
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 char  * ATRBuf,  

 UINT32 * ATRlen); 

Parameters 

♦ slotID [in] – number of the slot. 

♦ ATRBuf  [out] – pointer to buffer, which receives the ATR of the smart 
card. The maximum size needed to receive any ATR is 32 bytes. 

♦ ATRLen  [in/out] – on entry to the function should contain the maximum 
length of ATRBuf. Upon return, ATRLen  contains the actual length of 
the ATR. 

Return Values 

� UMB_RV_INTERNAL_ERROR – general error occured. 

� UMB_RV_INSUFFICIENT_BUFFER – when ATRBuf  is too small. 

� UMB_RV_INVALID_PARAMETERS – when the slot number is 
invalid or another parameter is NULL. 

� UMB_RV_OK – operation successful. 

UMB_READER_POWER_OFF 

This function should power-off the smart card. 

Syntax 

typedef UMB_RV (UMBAPI * UMB_READER_POWER_OFF) 

 (UINT32 slotID); 

Parameters 

♦ slotID [in] – number of the slot. 

Return Values 

� UMB_RV_INTERNAL_ERROR – general error occured. 
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� UMB_RV_INVALID_PARAMETERS – when the slot number is 
invalid. 

� UMB_RV_OK – operation successful. 

UMB_READER_TRANSMIT 

This function should send command to smart card and return the answer. 

Syntax 

typedef UMB_RV (UMBAPI * UMB_READER_TRANSMIT) 

  (UINT32 slotID, 

  char   * sendBuf,  

  UINT32  sendLen, 

  char   * recvBuf,  

  UINT32  * recvLen); 

Parameters 

♦ slotID [in] – number of the slot. 

♦ sendBuf [in] – pointer to buffer with outgoing command.  

♦ sendLen [in] – size of buffer of outgoing command. 

♦ recvBuf [out] – pointer to buffer that receives the answer. 

♦ recvLen [in/out] – on entry to the function should contain the maximum 
length of recvBuf buffer. Upon return, recvLen contains the actual 
length of the answer. 

Return Values 

� UMB_RV_INTERNAL_ERROR – general error occured. 

� UMB_RV_INSUFFICIENT_BUFFER – when ATRBuf  is too small. 
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� UMB_RV_INVALID_PARAMETERS – when the slot number is 
invalid or another parameter is NULL. 

� UMB_RV_OK – operation successful. 

UMB_READER_GET_NATIVE_RESULT_VALUE 

This function should return from the Reader provider the “native” result code of 
the last operation. 

Syntax 

typedef UMB_RV  
 (UMBAPI * UMB_READER_GET_NATIVE_RESULT_VALUE) 

 (UINT32 slotID,  

 UINT32  * result); 

Parameters 

♦ SlotID [in] – number of the slot. 

♦ result [out] – pointer to DWORD that receives the native result code. 

Return Values 

� UMB_RV_INTERNAL_ERROR  – general error occured. 

� UMB_RV_INVALID_PARAMETERS – when the slot number is 
invalid or another parameter is NULL. 

� UMB_RV_OK – operation successful. 

UMB_READER_CLOSE 

This function should finalize the operation with the reader. It is called only once 
by SmartAdaptor in the event of DLL_DETACH. 

Syntax 

typedef UMB_RV (UMBAPI * UMB_READER_CLOSE)  
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 (void); 

Parameters 

None. 

Return Values 

� UMB_RV_INTERNAL_ERROR – general error occured. 

� UMB_RV_OK – operation successful. 

UMB_READER_I_AM_CLOSED 

When the entry function is called, SmartAdaptor provides to the Reader provider 
a pointer to the function UMB_READER_I_AM_CLOSED. The reader provider 
can call this function during the DLL_DETACH process to notify SmartAdaptor 
that the reader is no longer available. Calling this function is not mandatory and 
it is mainly used for handling abnormal termination of the program. 

Syntax 

typedef UMB_RV (UMBAPI * UMB_READER_I_AM_CLOSED) 

 (UMB_ENV * env); 

Parameters 

♦ env [in] – environment variable passed in entry function. 

Return Values 

� UMB_RV_INTERNAL_ERROR – general error occurred. 

� UMB_RV_OK – operation successful. 
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PKCS#11 API Extensions 

SmartAdaptor supports the full PKCS#11 API functionality. In addition, 
SmartAdaptor supports functions that enhance the standard PKCS#11 API. 
These functions are defined in the files pkcsgext.h  and pkcs_ui.h . 

The list below summarizes the SmartAdaptor PKCS#11 enhancements, followed 
by a more detailed description of the functions. 

♦ Functions that provide information about the providers that are registered 
in the SmartAdaptor system:  
C_EXT_GetProviderList 
C_EXT_GetProviderInfo 
C_EXT_GetProviderContext 
C_EXT_GetProviderSlotList 
C_EXT_GetSlotProvider 
C_EXT_PassToProvider 

♦ Functions that support software tokens extensions: 
C_EXT_Bind 
C_EXT_Unbind  
 
SmartAdaptor supports two types of software key media: static and 
dynamic. Only Algorithmic Research’s PKCS #11 Core provider 
provides this type of slots in which a file represents a token. While static 
slots are loaded during SmartAdaptor startup, the dynamic slots can be 
“inserted” or “unplugged” during runtime by calling C_EXT_Bind and 
C_EXT_Unbind functions. The number of static and dynamic slots in the 
system is determined when the AR Core PKCS#11 provider is registered. 

♦ Functions that support extended token events: 
C_EXT_WaitForSingleSlotEvent  
C_EXT_WaitForSlotEvent 
 
The standard PKCS#11 WaitForSlotEvent function is very limited: It is 
not possible to specify a group of slots for event waiting, it doesn't return 
the exact slot on which the event occurred nor does it provide a timeout 
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option. SmartAdaptor provides these two functions to overcome these 
limitations. 

♦ Functions that provide additional token and object handling: 
C_EXT_ChangeTokenLabel  
  
This function provides additional token management capability by 
enabling changing the token label. 

♦ Functions that extend the user interface functionality and are defined in p 
pkcs_ui.h  file: 
C_UI_GetPassword 
C_UI_SetMessage 
C_UI_GetMessage  
  
SmartAdaptor can display a window for password entry. The window 
pops up when users call a PKCS#11 function that requires a password 
with NULL_PTR. A SmartAdaptor extension mechanism enables users 
to pop this window and to replace the standard SmartAdaptor messages 
with customized messages. 
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Provider Architecture Functionality 

C_EXT_GetProviderList 

This function returns the list of providers that are registered in the SmartAdaptor 
system.  

Syntax 

CK_RV C_EXT_GetProviderList( 

 CK_PROVIDER_ID_PTR pProviderList,  

 CK_ULONG_PTR  pulCount); 

The calling convention of this function is the same as for all PKCS#11 functions 
that return an array. If the pProviderList  pointer is NULL, pulCount returns 
the size of the needed array and CKR_OK is returned. If pProviderList  is not 
NULL and the pulCount array size is too small, CKR_BUFFER_TOO_SMALL 
is returned. Otherwise, the array is filled with CK_PROVIDER_IDs and 
pulCount is updated with the actual number of providers returned. Each 
CK_PROVIDER_ID is a unique handle that represents a provider. This handle 
can be used to retrieve additional information about the provider. For additional 
information, see the functions below. 

Parameters 

♦ pProviderList  (output) – receives array of IDs. 

♦ pulCount [in/out] – on entry to the function should contain the 
maximum size of the pProviderList  array. Upon return, pulCount 
contains the actual number of providers read. 

Return Values 

� CKR_OK – operation successful. 

� CKR_FUNCTION_FAILED – erroneous parameters. 
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� CKR_BUFFER_TOO_SMALL – the buffer is too small to hold all the 
providers. 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki has not been 
initialized.  

C_EXT_GetProviderInfo 

This function returns information about a specific provider.  

Syntax 

CK_RV C_EXT_GetProviderInfo( 

 CK_PROVIDER_ID provider_id,  

 CK_INFO_PTR  pInfo); 

Parameters 

♦ provider_id  [in] – the ID of the provider. 

♦ pInfo  [in/out] – pointer to CK_INFO structure, which receives the 
provider information. 

Return Values 

� CKR_OK – operation successful. 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki has not been 
initialized. 

� CKR_PROVIDER_ID_INVALID - the provider ID is incorrect. This 
return code is not a standard PKCS#11 return code. It is defined in the 
pkcsgext.h file. 

� CKR_FUNCTION_FAILED – incorrect parameters. 

C_EXT_GetProviderContext 

This function returns the context of the provider, read from the registry. For 
PC/SC readers, SmartAdaptor itself creates and fills the context. 
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Syntax 

CK_RV C_EXT_GetProviderContext( 

 CK_PROVIDER_ID provider_id,  

 UMB_CONTEXT  * pContext); 

Parameters 

♦ provider_id [in] – the ID of the provider. 

♦ pContext [in/out] – pointer to a buffer, which receives the provider’s 
context. 

Return Values 

� CKR_OK – operation successful. 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki has not been 
initialized. 

� CKR_PROVIDER_ID_INVALID – the provider ID is incorrect. This 
return code is not a standard PKCS#11 return code. It is defined in the 
pkcsgext.h file.  

� CKR_FUNCTION_FAILED – incorrect parameters. 

C_EXT_GetProviderSlotList 

This function retrieves the list of slots that are handled by a specific provider. 
For Reader providers, the list includes the slot(s) of the reader. For Core 
providers, the list includes the slots of the core provider. Smart card providers do 
not have slots.  

Syntax 

CK_RV C_EXT_GetProviderSlotList( 

 CK_PROVIDER_ID provider_id,  

 CK_SLOT_ID_PTR pSlotList, 

 CK_ULONG_PTR pulCount); 
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The calling convention of this function is the same as for all PKCS#11 functions 
that return an array. If the pSlotList pointer is NULL_PTR, pulCount returns 
the size of the needed array and CKR_OK is returned. If pSlotList is not NULL 
and the pulCount array size is too small, CKR_BUFFER_TOO_SMALL is 
returned. Otherwise, the array is filled with CK_SLOT_IDs and pulCount is 
updated with the actual number of slotss returned. 

Parameters 

♦ provider_id  [in] – the ID of the provider. 

♦ pSlotList [in/out] – receives array of slot IDs. 

♦ pulCount [in/out] – on entry to the function should contain the 
maximum size of the pSlotList array. Upon return, pulCount contains 
the actual number of slots retrieved. 

Return Values 

� CKR_OK – operation successful. 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki has not been 
initialized. 

� CKR_PROVIDER_ID_INVALID – the provider ID is incorrect. This 
return code is not a standard PKCS#11 return code. It is defined in the 
pkcsgext.h file.  

� CKR_BUFFER_TOO_SMALL – the size of the slot list array is too 
small. 

� CKR_FUNCTION_FAILED – incorrect parameters. 

C_EXT_GetSlotProvider 

This function returns the provider associated with a specific slot.  

Syntax 

CK_RV C_EXT_GetSlotProvider( 
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 CK_SLOT_ID   slot,  

 CK_ULONG   type, 

 CK_PROVIDER_ID_PTR pProvider); 

The type parameter is used to specify which provider to return in cases when 
more than one provider is hadling the same slot. This is the normal situation 
when a smart card is inserted into a reader. In that case, both a Smart card 
provider and a Reader provider are attached to the same slot. The possible 
values of the type parameter are defined in sadaptor.h  file: 

♦ UMB_PROVIDER_TYPE_PKCS11 

♦ UMB_PROVIDER_TYPE_PKCS11_SCARD 

♦ UMB_PROVIDER_TYPE_READER 

Parameters 

♦ slot [in] – the ID of the slot. 

♦ type [in] – the type of provider to be returned. 

♦ pProvider [out] – the ID of the provider, which is associated with that 
slot. 

Return Values 

� CKR_OK – operation successful. 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki has not been 
initialized. 

� CKR_SLOT_ID_INVALID – the slot parameter is not a valid slot 
number. 

� CKR_ARGUMENTS_BAD – the type parameter is not one of the three 
listed above. 
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C_EXT_PassToProvider 

This function enables an application to use functions specific to a provider but 
not contained in the standard PKCS#11 API. The function must be of the special 
C_EXT_PROVIDER_FUNCTION type, which is defined in pkcsgext.h 
file.  

Syntax 

CK_RV C_EXT_PassToProvider( 

 const CK_CHAR_PTR  name, 

 CK_PROVIDER_ID  provider_id, 

 CK_SLOT_ID   slotID, 

 CK_SESSION_HANDLE  hSession, 

 CK_OBJECT_HANDLE_PTR phObjectList, 

 CK_ULONG   ulCount, 

 CK_VOID_PTR   parameter); 

The name parameter contains the NULL terminated string with name of the 
function. The following is an example of this special function: 

CK_RV GetProviderSpecialUndocumentedInfoNow( 

        CK_SLOT_ID            slot, 

        CK_SESSION_HANDLE     hSession, 

        CK_OBJECT_HANDLE_PTR  phObjectList, 

        CK_ULONG              ulCount, 

        CK_VOID_PTR           parameter); 

To call this function using SmartAdaptor: 

rc = C_EXT_PassToProvider( 
  "GetProviderSpecialUndocumentedInfoNow", 
  provider_id, 1, 0, NULL_PTR, 0, 
          &special_undocumented_parameters); 
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Since SmartAdaptor translates slotIDs, objects and session handles supplied by 
applications to internal handles, any function relevant to the provider, which 
uses these internal handles, should pass them to the C_EXT_PassToProvider 
function separately. This means that parameter may not contain these handles.  

The slotID, hSession and phObjectList  parameters pass handles to some 
objects to the function when necessary. When slotID or hSession are not used 
by the function, they should have a zero value. SmartAdaptor passes the 
parameter parameter, which can be any pointer, directly to the function in the 
dll . 

Parameters 

♦ name [in] – the name of function to call. 

♦ provider_id  [in] – the ID of provider to which the call should be passed. 

♦ slotID [in] – the ID of the slot, if any. 

♦ hSession [in] – the handle to session, if any. 

♦ phObjectList  [in] – the list of object handles passed to provider. 

♦ ulCount [in] – the number of object handles in the previous parameter. 

♦ parameter [in] – pointer to any structure, only for use with the function 
that was called. 

Return Values 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki has not been 
initialized. 

� CKR_SLOT_ID_INVALID - the slot parameter is not a valid slot 
number (if slotID is not 0). 

� CKR_SESSION_HANDLE_INVALID – the session handle is not valid 
(if hSession is not 0). 
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� CKR_OBJECT_HANDLE_INVALID – one of the object handles 
specified is not valid.  

Note:  In the event of success (C_EXT_PassToProvider calls the relevant 
function in the provider), the resulting code returned by 
C_EXT_PassToProvider is according to the code returned by the specific 
function. 
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Software Tokens Extensions 

C_EXT_Bind  

This function binds a specific file to a dynamic software slot. If no free 
(unbound) dynamic slot is available, CKR_DEVICE_MEMORY is returned. 
When one process binds a file to a specific slot, if another process binds the 
same file, it is assigned the same slot. When two processes share the same 
dynamic slot (using the same file), if one unbinds the file, the other can still use 
the slot, until it unbinds the file as well. 

Syntax 

CK_RV C_EXT_Bind( 

 const CK_CHAR_PTR name,  

 CK_SLOT_ID_PTR slot); 

Parameters 

♦ name [in] – the name of the file to associate with a slot. 

♦ slot [out] – the ID of the slot to which the file is assigned. 

Return Values 

  

� CKR_OK – operation successful. 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki library has not 
been initialized. 

� CKR_DEVICE_MEMORY – there are no more free dynamic slots for 
this file. 

� CKR_ARGUMENTS_BAD – the slot parameter is NULL. Note that the 
function does not check whether the specified file exists. 



3  CryptoKit Developer's Guide 

3-70  
 

C_EXT_Unbind 

This function unbinds a dynamic slot from a previously assigned file. The slot 
becomes free again and can be used in next C_EXT_Bind calls. If 
C_EXT_Unbind is called when a slot is not bound, CKR_GENERAL_ERROR 
is returned.  

Syntax 

CK_RV C_EXT_Unbind( 

 CK_SLOT_ID slot); 

Parameter 

♦ slot [in] – the slot number to unbind. 

Return Values 

� CKR_OK – operation successful. 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki library has not 
been initialized. 

� CKR_GENERAL_ERROR – the slot is not a bound dynamic slot. 
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Token Event Extensions 

C_EXT_WaitForSingleSlotEvent 

This function waits for an event on a specific slot for a limited period of time. It 
has two modes of operation: blocking and non-blocking. 

Syntax 

CK_RV C_EXT_WaitForSingleSlotEvent( 

 CK_SLOT_ID slot,  

 CK_FLAGS flags,  

 CK_ULONG timeout,  

 CK_VOID_PTR pReserved); 

When the flags parameter is equal to zero the function operates in blocking 
mode. It returns CKR_OK if a slot event had occurred or CKR_NO_EVENT 
when the timeout has expired. 
When the flags parameter is equal to CKF_DONT_BLOCK, the function 
operates in non-blocking mode. It checks if the status of the smart card has 
changed since the last call to this function and returns immediately to the calling 
application. The return codes in this case are CKR_OK if a change had occurred 
or since the last call to the function and CKR_NO_EVENT if no change was 
detected. 
Parameters 

♦ slot [in] – ID of slot on which an event is monitored. 

♦ flags [in] – mode of operation. 0= blocking mode, 
CKF_DONT_BLOCK=non-blocking mode. 

♦ timeout [in] – timeout in milliseconds. 

♦ pReserved [in] – reserved. Should be NULL_PTR. 
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Return Values 

� CKR_OK – event occurred. 

� CKR_FUNCTION_FAILED – one of the arguments or a combination of 
arguments was invalid. 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki has not been 
initialized. 

� CKR_NO_EVENT – no event occurred before the timeout expired. 

C_EXT_WaitForSlotEvent 

This function is similar to C_EXT_WaitForSingleSlotEvent, but it can handle a 
group of slots. The function receives an array of CK_SLOT_EVENT structures 
(defined in the pkcsgext.h  file). These structures consist of two fields:  
 slot – indicates the slot on which to check for an event,  
 bEvent – a boolean flag, which is TRUE if an event occurred on the slot 

The function exits upon the first occurrence of an event on one of the slots in the 
array, or when timeout expires. 

Syntax 

CK_RV C_EXT_WaitForSlotEvent( 

 CK_SLOT_EVENT_PTR pSlots,  

 CK_ULONG  number, 

 CK_FLAGS  flags, 

 CK_ULONG  timeout, 

 CK_VOID_PTR  pReserved); 

Parameters 

♦ pSlots [in/out] – on entry to the function should contain an array of 
structures with the list of slots to be checked. Upon return, bEvent field 
of the slots is set to TRUE if an event occurred. 
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♦ number [in] – number of slots to be checked. 

♦ flags [in] – mode of operation. 0= blocking mode, 
CKF_DONT_BLOCK=non-blocking mode. 

♦ timeout [in] – timeout in milliseconds. 

♦ pReserved [in] – reserved. Should be NULL_PTR. 

Return Values 

� CKR_OK – event occured. 

� CKR_FUNCTION_FAILED – one of the arguments, or a combination of 
arguments was invalid. 

� CKR_CRYPTOKI_NOT_INITIALIZED – the Cryptoki has not been 
initialized. 

� CKR_NO_EVENT – no event occurred before the timeout expired. 
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Token and Object Extensions 

C_EXT_ChangeTokenLabel 

The PKCS#11 standard only enables setting the token label when the token is 
formatted with C_InitToken function. The C_EXT_ChangeTokenLabel function 
allows modifying the label of a formatted token. The operation can be performed 
only after the user opens a R/W session and performs successful login with the 
token. 

Syntax 

CK_RV C_EXT_ChangeTokenLabel( 

 CK_SESSION_HANDLE  hSession,  

 CK_CHAR_PTR   pLabel); 

Parameters 

♦ hSession [in] – handle to an open session with the token. 

♦ pLabel [in] – pointer to a 32 byte blank padded buffer containing the 
token label. 

Return Values 

� CKR_OK – operation successful 

� CKR_FUNCTION_FAILED – pLabel parameter is NULL; Token is not 
AR proprietary token (PrivateCard or file) or is not formatted properly. 

� CKR_SESSION_HANDLE_INVALID – the session handle is invalid. 

� CKR_USER_NOT_LOGGED_IN – user is not logged on. 

� CKR_FUNCTION_NOT_SUPPORTED – function not supported by 
provider correspondent to current session 

� CKR_GENERAL_ERROR – unexpected error in provider dll 
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� CKR_TOKEN_NOT_PRESENT – token not present or was removed 

� CKR_TOKEN_NOT_RECOGNIZED – token is not AR proprietary 
token or not proprietary formatted 
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User Interface Extensions 

C_UI_GetPassword  

Note: SmartAdaptor supports this function only for backward compatibility with 
previous versions. The functionality is now supported by the standard PKCS#11 
functions as described below. 

This function is used to pop up password entry dialog boxes that get the current 
password and/or get a new password from the user for tokens that do not support 
“Protected Authentication Path”. The returned passwords, could then be used in 
standard PKCS#11 functions: C_Login , C_InitToken , C_InitPIN  and 
C_SetPIN  as parameters in plain text. In old versions SmartAdaptor disabled 
execution of these functions with NULL parameters for this type of tokens. 

From CryptoKit version 3.6.0, this function is not needed anymore. When 
calling functions that require password entry (C_Login , C_InitToken , 
C_InitPIN  and C_SetPIN ) with NULL parameter as the password, an 
appropriate PIN entry dialog box is opened. 

Syntax 

CK_RV C_UI_GetPassword( 

 CK_SLOT_ID   slotID,  

 CK_ULONG   reason, 

 AR_CB_PWD_DESCR_PTR pwdDescr, 

 CK_CHAR_PTR   password, 

 CK_CHAR_PTR   newPassword 

 CK_USER_TYPE  userType); 

Parameters 

♦ slotID [in] – slot number 



SmartAdaptor Technology 3 

 3-77 

♦ reason [in] – reason for the call. May be one of the following values: 

ARCB_REASON_LOGIN – open login dialog box and get password for 
C_Login or C_InitToken. 

ARCB_REASON_NEW_PWD – open init PIN dialog box and get 
password for C_InitPIN. 

ARCB_REASON_CNG_PWD – open change password dialog box and 
get passwords for C_SetPIN 

♦ pwdDescr [in] – password parameters structure 

♦ password [out] – the current password 

♦ newPassword [out] – the new password. NULL if the reason is 
ARCB_REASON_LOGIN. 

♦ userType [in] – type of the user: CKU_SO or CKU_USER 

Return Values 

� CKR_OK – operation successful 

� CKR_CRYPTOKI_NOT_INITIALIZED – Cryptoki library not 
initialized with C_Initialize. 

� CKR_SLOT_ID_INVALID – slot number is invalid. 

� CKR_CANCEL – the user canceled the password entry. 

� CKR_GENERAL_ERROR – the function was called for a token with 
Protected Authentication Path; the returned password is NULL or does 
not match the password parameters in pwdDescr structure. 
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C_UI_SetMessage 

The C_UI_SetMessage function enables users to replace the standard 
SmartAdaptor messages with customized messages. 

Syntax 

CK_RV C_UI_SetMessage( 

 CK_SLOT_ID  slotID,  

 CK_ULONG  ulMsgCode, 

 CK_CHAR_PTR  message); 

It is possible to dynamically set the messages that appear in the following PIN 
entry dialog boxes: 

Login Dialog 

 



SmartAdaptor Technology 3 

 3-79 

Init PIN Dialog 

 

Change PIN Dialog 
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Parameters 

♦ slotID [in] – the slot number. 

♦ ulMsgCode [in] – the code of message to set. May be one of the 
following values: 

ARCB_HEADER_LOGIN – Login dialog header 

ARCB_HEADER_INIT – Init PIN dialog header 

ARCB_HEADER_CHANGE – Change PIN dialog header 

ARCB_PROMPT_ENTER_PWD – prompt the user to enter password in 
the Login and Change PIN dialogs 

ARCB_PROMPT_INIT_PWD – prompt the user to enter new password 
in the Init PIN dialog 

ARCB_PROMPT_ENTER_NEW_PWD – prompt the user to enter new 
password in the Change PIN dialog 

ARCB_PROMPT_REENTER_NEW_PWD – prompt the user to confirm 
new password in the Init PIN and Change PIN dialogs 

♦ message [in] – customized message value to set 

Return Values 

� CKR_OK – operation successful 

� CKR_CRYPTOKI_NOT_INITIALIZED – Cryptoki library not 
initialized with C_Initialize. 

� CKR_GENERAL_ERROR – function failed 
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C_UI_GetMessage 

The C_UI_GetMessage function enables users to get the current values of the 
messages that appear in the different PIN entry dialog boxes. The returned value 
is the default message or the last customized message value that was set with 
C_UI_SetMessage. 

Syntax 

CK_RV C_UI_GetMessage( 

 CK_SLOT_ID  slotID,  

 CK_ULONG  ulMsgCode, 

 CK_CHAR_PTR  message); 

Parameters 

♦ slotID [in] – the slot number. 

♦ ulMsgCode [in] – the code of message to get. For a complete list see 
values of this parameter in C_UI_SetMessage above. 

♦ message [out] – the current value of the message 

Return Values 

� CKR_OK – operation successful 

� CKR_CRYPTOKI_NOT_INITIALIZED – Cryptoki library not 
initialized with C_Initialize. 

CKR_GENERAL_ERROR – function failed 
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User Interface Customization 

SmartAdaptor has a built-in mechanism that allows organizations to customize 
and localize the PIN entry dialogs. You can change the images, the position and 
size of the controls and their text and font to suite your needs. Then, you can add 
the modified user interface file to your installation package of CryptoKit and 
make it available to your clients. 

To do that, follow the steps below: 

♦ Copy the file ArGui.dll , which is part of the CryptoKit installation 
package into a new file called ArUsrGui.dll . 

♦ Open the file ArUsrGui.dll  for editing as Resource using 
Microsoft’s Visual C++ Editor. 

♦ Edit the dialogs to suite your needs: change the images, the position and 
size of the controls and their text and font to suite your needs 

♦ Open the string table and change the dialog texts if needed 

♦ Save the file and copy it to the CryptoKit installation package 

♦ Edit the CK_SETUP.INI  file in the CryptoKit installation package and 
add the following line to the [CopyFiles]  section: 
arusrgui.dll = <WINSYSDIR>\arusrgui.dll 
This command will copy the new user interface dll to your client’s 
machines during the installation. 
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Chapter 4: AR Cryptographic Service Provider 

AR cryptographic service provider is an integral part of the CryptoKit package. 
Built over SmartAdaptor, it provides advanced cryptographic services for 
Microsoft CAPI-based applications. CryptoKit has been successfully tested with 
the following applications: 

♦ Authentication to Windows domain with Microsoft Windows smart card 
logon (Windows 2000 and Windows XP) 

♦ Authentication to VPN networks such as: Microsoft VPN, CheckPoint 
SecuRemote, Cisco and others 

♦ SSL based authentication to connect to secure Web sites with Microsoft 
Internet Explorer 

♦ Signing and encrypting mail with Microsoft Outlook, Outlook Express 
and Novell GroupWise. 

♦ Signing and encrypting Microsoft Word documents with Office XP 

♦ Enrollment with Microsoft CA, Verisign, Baltimore, SSH and more. 

♦ SChannel provider for Microsoft IIS 

♦ And many more applications �  
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Microsoft CryptoAPI and Crypto Service Providers  

Microsoft provides an API called Crypto API (CAPI) to support cryptographic 
and PKI (Public Key Infrastructure) operations. The API includes support for 
general cryptographic operations such as hash, encryption with symmetric keys 
as well as operations on certificates, public keys and private keys. 

Microsoft CryptoAPI can work with a number of Cryptographic Service 
Providers (CSPs) that perform the actual cryptographic functions. Each CSP 
may be from a different vendor and may have different cryptographic 
capabilities. By default the Microsoft CSP is installed on any Windows 
operating system. 

Applications do not communicate directly with a CSP. Instead, they call 
CryptoAPI functions (with a "Crypt" prefix) exposed by the operating system’s 
Advapi32.dll and Crypt32.dll files. Applications specify which CSP 
will be used to perform the required operation. The operating system 
communicates with CSPs through the cryptographic service provider interface 
(CSPI). It filters the function-calls and passes them to the appropriate CSP 
functions through CryptoSPI.  

A CSP consists of a dynamic-link library (DLL) that implements the functions 
in CryptoSPI. The CSP must be signed by Microsoft to ensure its authenticity 
and validity and has to be registered in the operating system before applications 
can use it. 

As mentioned above, the CryptoAPI also provides support for handling PKI 
applications and specifically functions for handling certificates, which are kept 
in certificate stores. The CryptoAPI provides functions that manage certificate 
stores, and work with the certificates within those stores. These functions (with a 
"Cert" prefix) provide tools to store, retrieve, delete, list (enumerate), and verify 
certificates. 

Certificates in a certificate store are normally kept in some kind of permanent 
storage. Each user has a personal store called MY. The store contains all the 
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user’s certificates. The MY store can be at any one of many physical locations, 
including the registry on a local or remote computer, a file, data base, directory, 
a smart card, or other location. While any certificate can be stored in the MY 
store, this store should be reserved for user’s personal certificates which are used 
for performing cryptographic operations such as signing and decrypting that 
user’s messages. 

The following illustration shows these concepts. 

 

 

 

 

 

 

 

 

 

 

CSP Types 

Cryptographic standards are organized into groups known as families. Each 
family includes a set of data formats and protocols. Even if they use the same 
algorithm, two families will often use different cipher modes, key lengths, and 
default modes. In CryptoAPI, each CSP type represents a distinct family. 
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By default, when an application connects to a particular type of CSP, each of the 
CryptoAPI functions operates in a way prescribed by the family that corresponds 
to that CSP type. An application’s choice of provider type specifies the 
following items: 

CSP Type 
Property 

Description 

Key exchange 
algorithm  

Each provider type specifies only one key exchange algorithm 
and every CSP of that type must implement the same algorithm. 
Applications specify the key exchange algorithm by selecting a 
CSP of the appropriate provider type. 

Digital 
signature 
algorithm 

Each provider type specifies only one digital signature algorithm 
and every CSP of that type must implement the same algorithm. 
Applications specify the digital signature algorithm by selecting 
a CSP of the appropriate provider type. 

Key BLOB 
formats 

The provider type determines the format of the key BLOB used to 
export keys from the CSP and to import keys into a CSP. 

Digital 
signature 
format 

The provider type determines the digital signature format. This 
ensures that a signature produced by a CSP of a given provider 
type can be verified by any CSP of the same type. 

Session key 
derivation 
scheme 

The provider type determines the method used to derive a session 
key from a hash. 

Key length Some provider types specify the length of public/private key 
pairs and the session keys. 

Default modes The provider type often specifies default modes for various 
options, such as the block encryption cipher mode or the block 
encryption padding method. 

For additional information about the CSP concept, certificate stores, CryptoAPI 
functions refer to Microsoft documentation. The documentation also includes 
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many sample programs that demonstrate how to perform cryptographic 
operations using the CryptoAPI. 

CAPI Data Objects 

CAPI Applications use handles to refer to data objects in the CSP such as key 
containers, hash objects, session key objects, and public/private key pair objects. 

Context 

A context is a temporary object that contains key objects, hash objects, and a 
handle to a specific key container. It enables applications to query and set info of 
the specific CSP it uses. 

Key Objects 

Key objects may be symmetric keys (DES, RC4, etc.) or asymmetric public 
keys. They are created only for temporary use and each is associated with a 
specific context. A key object is destroyed when the context is released. The 
only case when key objects are stored on the token is when importing private 
asymmetric keys (RSA key). 

Hash Objects 

Hash objects are temporary objects that are used to hash data. They are 
associated with a specific context and destroyed when the context is released. 

Key Containers 

Key containers are not temporary objects. They are stored on the smart card and 
contain up to two pairs of public and private keys. The signature key pair is used 
to create digital signatures and the exchange key pair is used to both encrypt 
session keys and create digital signatures. 

A specific key container is available for the application only when the 
cryptographic token on which it is stored is available. 
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A key container may be empty i.e. without any keys. It is possible to create the 
key container at a specific time and to generate the keys later. 

Each key container must have a unique name to distinguish it from other key 
containers. When an application wants to use a specific key container, it can 
acquire a context to it, by specifying its name. 

ARCSP Provider 

ARCSP Provider Types 

Algorithmic Research provides two types of CSPs. 

Base RSA Provider 

The base RSA cryptographic provider offers a board range of cryptographic 
services such as hash, encryption and digital signature. It is using the RSA 
public-key algorithm for public-key operations. It is available for all Windows 
operating systems. 

RSA SChannel Provider 

The SChannel cryptographic provider offers various cryptographic services that 
are required for data integrity, session key exchange, and authentication during 
secure Web communications with the SSL3 and TLS protocols. The SChannel 
provider allows integration of Algorithmic Research�s PrivateServer HSM with 
Microsoft IIS. It is available only on Windows 2003 server. 

Architecture 

ARCSP provides cryptographic support for applications that use Microsoft 
CAPI. It serves as an interface between the CryptoAPI and the 
PKCS#11-compliant SmartAdaptor. Therefore, it benefits all the special 
advantages of SmartAdaptor.  
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Following is a list of some of the major characteristics of ARCSP provider: 

♦ Support for all AR tokens � ARCSP enables an application to use 
simultaneously all the key containers that reside in any of the 
cryptographic tokens, which are present at a given time. SmartAdaptor 
provides easy access to all the key containers, which reside in a 
PrivateCard inserted to a reader (PrivateSafe, CryptoSafe, PrivateSafe 
PCMCIA or any other PC/SC reader), a MiniKey, a software token, 
PrivateServer HSM or CoSign appliance. 

♦ Multiprocess/Multithread � ARCSP is thread safe and process safe as 
the CSP is built over SmartAdaptor technology. 
However, in a multi-threaded application it is recommended not to share 
context handles between threads. If you use the same key container in 
several threads, you should acquire a new context for each thread. This 
will prevent errors when one thread needs to perform an operation with 
an object that is locked by another thread at the same time. 

♦ Shared keys and objects with PKCS#11 applications � It is possible to 
use the same keys and certificates with both CAPI and PKCS#11 
applications. A PKCS#11 application can access the objects that were 
created in the token with ARCSP and vise versa. However, in some cases 
PKCS#11 objects may need to be modified in order to be recognized by 
ARCSP. For more information refer to standardize operation in AR 
Genie utility. 
ARCSP stores the key containers as PKCS#11 objects. The private key is 
stored as a RSA private object and the public key is stored as a RSA 
public object. Both objects have the same CKA_ID attribute, as the 
corresponding certificate. This enables to group the objects of the same 
key container together. ARCSP differentiates between the exchange and 
signature key pairs by setting a different value to the PKCS#11 WRAP 
attribute. The exchange public key has the wrap flag set, while the 
signature public key has it cleared. 

♦ Support for tokens with protected authentication path � When using a 
token with protected authentication path such as AR PrivateSafe, the PIN 
is entered in a secure way. 
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♦ Support for general cryptographic operations � In some cases an 
application needs to perform operations that do not require a specific key 
container. ARCSP enables performing such operations even if no 
cryptographic token is available. 

♦ Support for read only tokens � An application can use read only tokens. 
ARCSP will access the existing key containers but will not be able to 
create new ones. 

♦ SmartAdaptor provides the user interface � The ARCSP uses the same 
user interface, which is provided by the SmartAdaptor. No additional 
GUI is required from an application that uses ARCSP. 

♦ Support for unattended processes � SmartAdaptor provides means for 
unattended processes to gain access to private keys on the token. This 
feature is required by some CAPI applications that cannot present any 
user interface such as services. SmartAdaptor also provides an SSO 
mechanism, which can be used by CAPI applications that acquire a silent 
context. 

♦ CAPI adapter for other core providers � It is possible to register in 
SmartAdapter PKCS#11 core providers of other vendors and provide 
them with a full CAPI functionality. The vendor�s PKCS#11 
implementation has to comply with some minimum requirements. 

However, there are some limitations that arise when using PKCS#11 for 
performing the cryptographic operations. ARCSP is designed to minimize them: 

♦ If a token is inserted to a reader and an application acquires a context to 
the key container on it. Then, the token is removed and inserted into 
another reader. When the application will access the key container that 
was received when the card was in the previous reader, it will find it on 
the new reader and continue to work as if nothing has changed. 

♦ The CSP requires that at any given time, only one key container with a 
specific key container name should be available in all present tokens. 
But, it is possible to create two smart cards with the same key container 
name and insert them at the same time into two different readers. In that 
case the behavior of ARCSP is undetermined. 
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♦ If you install a new reader, it will not be available to existing applications 
until you reset the application. However, it is possible to configure 
ARCSP to load the list of the available readers when the application 
releases all open contexts. For more information refer to explanation 
about the parameter FinalizeLibraryUse in Chapter 7. 
 

Provider Registration 

When installing CAPI feature in the CryptoKit installation program, the 
following provider is added to the list of registered CSPs: 

CSP Provider Name AR Base Cryptographic Provider 

Provider Type PROV_RSA_FULL (1) 

Image Path Arcsp.dll 

ARCSP indicates that it supports hardware, software and removable devices. 

On Windows 2003 server, an additional cryptographic service provider is 
registered: 

CSP Provider Name AR RSA SChannel Cryptographic Provider 

Provider Type PROV_RSA_SCHANNEL (12) 

Image Path Arcsp.dll 

Signature 

ARCSP is digitally signed by Microsoft and can be used with the released 
versions of Windows 2003 server, Windows XP, Windows 2000, 
Windows NT(SP6), Windows 98(+SE) and Windows ME.  
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Prior to Windows 2000, the signature is placed appropriately in the registry. 
Windows 2000 introduces placing the digital signature as a resource in the CSP 
DLL (arcsp.dll).  

Versions 

ARCSP is built over the SmartAdaptor PKCS#11 interface. The type of 
SmartAdaptor in use (Basic or Extended) determines the type of ARCSP. The 
two versions are characterized as follows: 

♦ Basic supports DES 40 bit key length, RC2 (key length up to 64 bits), 
RC 64 (key length up to 64 bits).  

♦ Extended supports DES, Triple-DES, Double-DES, RC2 (key length up 
to 1024 bits), and RC4 (key length up to 2048 bits). 

All versions support the RSA, hash and key derivation algorithms. 

Supported Algorithms 

The following table lists the algorithms supported by AR Base Cryptographic 
Provider: 

Algorithm ID Description Comments 

CALG_MD2 MD2 hash algorithm  

CALG_MD5 MD5 hash algorithm  

CALG_SHA SHA hash algorithm  

CALG_SHA1 Same as CALG_SHA  

CALG_SHA_256 SHA-256 hash algorithm  

CALG_SHA_384 SHA-384 hash algorithm  

CALG_SHA_512 SHA-512 hash algorithm  
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Algorithm ID Description Comments 

CALG_SSL3_SHAMD5 

 

SHA & MD5 hash 
algorithm 

 

CALG_MAC MAC keyed-hash 
algorithm 

Block cipher MAC 

CALG_HMAC MAC keyed-hash 
algorithm 

HMAC computation 

CALG_RSA_SIGN RSA public-key signature 
algorithm 

Key length: adjustable, 
512 bits to 4096 bits in 
256 bit increments 
(depends on the token 
used) 
Default key length: 1024 
bits  

CALG_RSA_KEYX RSA public-key exchange 
algorithm 

Same as 
CALG_RSA_SIGN  

CALG_RC2 RC2 block encryption 
algorithm 

Default key length: 128 
bits 
Default effective key len: 
40 bits  
Default mode: Cipher  
block chaining (CBC) 
Block size: 64 bits 
Salt not supported 

CALG_RC4 RC4 stream encryption 
algorithm 

Default key length: 128 
bits 
Salt not supported 

CALG_DES DES block encryption 
algorithm 

Key length: 56 bits 
Default mode: Cipher  
block chaining (CBC) 
padding 
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Algorithm ID Description Comments 

CALG_3DES_112 2DES block encryption 
algorithm 

Key length: 112 bits 
Default mode: Cipher  
block chaining (CBC) 
padding 

CALG_3DES 3DES block encryption 
algorithm 

Key length: 168 bits 
Default mode: Cipher  
block chaining (CBC) 
padding 

 

The AR RSA SChannel Cryptographic Provider supports all the algorithms that 
are supported by the RSA provider and also additional algorithms that are 
needed for SSL3 and TLS. 

Algorithm ID Description 

CALG_SSL3_MASTER 

CALG_TLS1_MASTER 

CALG_SCHANNEL_MASTER_HASH 

CALG_SCHANNEL_MAC_KEY 

CALG_SCHANNEL_ENC_KEY 

All these algorithms are used by the 
SChannel system to derive SSL3 and 
TLS session keys 

Supported Functions 

ARCSP supports most of the functions that are required from a CSP by 
Microsoft. However, there are a few differences in AR�s implementation: some 
functions and flags are not supported; there are few proprietary parameters and 
finally, there are cases where the standard is not binding and may be interpreted 
in different ways. 
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The following table describes the functions that are supported by AR 
cryptographic service providers and highlights only the specific differences in 
AR�s implementation: 

Function Comments 

CryptAcquireContext In addition to the regular use, it is possible to 
enumerate the containers or get information on a 
specific smart card. To do that, set the 
CRYPT_VERIFYCONTEXT flag and specify the 
name of the specific reader in the container name in a 
fully qualified container name format (\\.\�
readername�). Then call CryptGetProvParam to 
enumerate the containers with that context. 

If CRYPT_VERIFYCONTEXT flag is set, the 
container name must be NULL or empty string 
(except for the case described above). 

 CRYPT_MACHINE_KEYSET is ignored. 

CryptReleaseContext  

CryptSetProvParam PP_KEYSET_SEC_DESCR � not relevan t for smart 
card CSP 
PP_ADMIN_PIN � not supported 

CryptGetProvParam PP_KEYSET_SEC_DESCR � not relevan t for smart 
card CSP 

PP_UNIQUE_CONTAINER � returns the unique 
container name of the current key. The behavior of 
the CSP, though, is unpredicted if you insert two 
tokens which both have a container with same name. 

PP_USE_HARDWARE_RNG � ARCSP always 
returns FALSE in this flag because it can�t guaranty 
that a hardware token will be selected. However, if 
that is the case, the random will be from the hardware 
source. 



4  CryptoKit Developer's Guide 

4-14  
 

Function Comments 

CryptGenRandom If the key of the container is stored on hardware token 
then the random number is also generated on the 
hardware token. 

CryptCreateHash  

CryptDestroyHash  

CryptGetHashParam  

CryptSetHashParam  

CryptHashData  

CryptGenKey CRYPT_CREATE_SALT � not supported 
CRYPT_ARCHIVABLE � not supported 

CryptDeriveKey CRYPT_CREATE_SALT � not supported 

CryptDestroyKey  

CryptGetKeyParam KP_SALT � not supported 
KP_SALT_EX � not supported 

CryptSetKeyParam KP_SALT � not supported 
KP_SALT_EX � not supported 

CryptEncrypt CRYPT_OAEP � not supported 

CryptDecrypt CRYPT_OAEP � not supported 

CryptHashSessionKey CRYPT_LITTLE_ENDIEN � not suppo rted on non 
extractable key 

CryptExportKey SYMMETRICWRAPKEYBLOB � not supported  
PLAINTEXTKEYBLOB � not supported 
CRYPT_OAEP � not supported 
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Function Comments 

CryptImportKey SYMMETRICWRAPKEYBLOB � not supported  
PLAINTEXTKEYBLOB � not supported 
CRYPT_OAEP � not supported 

CryptGetUserKey  

CryptSignHash SDescription parameter is not supported. It must be 
NULL, as recommended by Microsoft. 

CryptVerifySignature  

CryptDuplicateHash Supported only by the SChannel provider 

CryptDuplicateKey Function not supported 



4  CryptoKit Developer's Guide 

4-16  
 

Certificate Store 

Certificates are kept and maintained in certificate stores. Certificates can be 
issued to users, computers, services or any other entity that has to be identified. 
Each entity has certificate store to maintain its own certificates (MY store), root 
certificates, intermediate certificates and others. 

The MY store can be implemented by any one of many physical locations. 
While any certificate can be stored in the MY store, this store should be reserved 
for a user’s personal certificates which are used for performing cryptographic 
operations. The matching keys for these certificates are expected to be available. 

In order to make the keys stored in AR�s tokens available for use, ARCSP has to 
make sure that the certificates of these keys are placed into MY store of the user. 
When the token is not available the certificate has to be removed from the store. 

This mechanism is implemented in two ways, depending on the operating 
system.  

Store Functionality on Win 98, ME and NT 

The certificates from all available tokens are loaded into the MY store of the 
user that logged in to the computer. A special process monitors token insertion 
and removal. When a token is inserted, the process adds the certificates to the 
MY store and when removed, the certificates are removed from the store. 

When a new certificate is written into the MY store and it is not placed in any 
available token but its matching keys are placed in one of the tokens, the same 
process will recognize the event and add that certificate to that token. This 
normally happens during key/certificate enrollment or key/certificate import 
operation. 

This process does not provide a solution in cases where a newer certificate 
replaced the previous one, while the token was inserted. In that case the MY 
store will still contain the old certificate. 
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Physical Certificate Store on Windows 2000, XP and 2003 

On Windows 2000, Windows XP and Windows 2003, Microsoft developed a 
new mechanism called physical certificate store that allows better handling of 
certificate stores. Each certificate store has two layers: logical layer and physical 
layer. The logical layer is called system store and does not contain any 
certificates. Rather, it contains several physical certificate stores. Each operation 
on the system store activates one or more of its physical certificate store 
members. Each system store has at least one member, which is the Microsoft 
default physical certificate store. 

AR physical store implementation hooks some of the store operations. When 
called, it performs the required operation on the available tokens. AR hooks to 
the following store functions: 

♦ Open – This store event results from an application calling the functions 
CertOpenSystemStore or CertOpenStore. The application wants to 
receive all the available certificates. This triggers ARCSP to enumerate 
all key containers on the currently available tokens. 

♦ Add – This store event results from an application calling the function 
CertAddCertificateContextToStore in an attempt to add a certificate to 
the system store. If the certificate being added has it�s matching keys on 
one of AR�s available tokens, it is written into it . If not, AR�s physical 
store will report the system store that it did not handle it and the 
certificate will be placed at a different physical store, probably the 
Microsoft default store. 

♦ Delete – This store event results from an application calling the function 
CertDeleteCertificateFromStore in an attempt to delete a certificate from 
the store. If the certificate has a matching key pair on one of AR�s 
available tokens it should be deleted from the token. Currently, AR�s 
implementation does not physically remove the certificate from the 
token. 

♦ Close – This store event results from an application calling the function 
CertCloseStore to close the store. No specific operation is done in that 
event. 














































































































































































































































































































































































































































































































