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Chapter 1. Overview

Over the last three decades, the biggest challenge of IT departments in many orgahiaations
been transitioningo a paperless work environment. Seemingly, thesebeertremendous
success in tsiregard. Today, most transactions in the business world are performed
electronically:

§ Documents are written using word processing programs.
8§ Messages are sent via email.
§ Inventories and purchases are tracked using Enterprise Resource Planning (ERP) systems

§ Medical information is stored in Electronic Medical Record (EMR) systems.

Although these transactions are performed in a paperless environment, organizations have still
not managed to find an easy way to get rid of the paper used for data authenigriog

the authenticity of the data). Today, although organizations have invested large amounts of
funds and other resources in creating paperless environments, their workers are still printing
every transaction, signing it, and saving the printed cbpgse organizations require a digital
method for data authentication.

By moving to a viable electronic data authentication system, organizations can reduce their
printing, archiving, shipping, and handling costs. In addition, better and more competitive
customer service can often be provided.

Requirements for Data Authentication Systems

A viable data authentication system must meet the following specifications:

8§ Securityi The systm must ensure that no one other than the data creator can tamper with
or change the data in any way.

8§ Third-party validationi The system must enable any third party to validate the
authenticity of the data. If a dispute arises between the parties (¢herdator and
recipient), any third party must be able to validate the data authenticity in order to settle
the dispute.

§ System independencdata authentication must be independent of the system that
created the data. Users must be able to validateutheraticity of the data using a known
standard that is independent of any specific system.

§ Validation over timé Users must be able to validate data authenticity at any point in
time. Authenticity cannot expire at any point.

Currently, the only data authication method known to support all of these requirements is
the Public Key Infrastructure (PKI) method
signatureso.




1 CoSign User Guide

Introduction to CoSign

CoSign is a Pkbased, ofthe-shelfdigital-signature solution that can be integrated with a
wide range of applications. In this way, CoSign enables organizations to embed digital
signatures in various documents, forms, and transactions. CoSign is a turnkey, hbehedre
solution that isasily and quickly deployed in the network and provideseffisttive digitat
signature capabilities for the organization.

CoSign includes all the components needed forlRsked digitakignature deployment. You
do not need to install any other devigardegrate any other component for the system to
work.

CoSign integrates with leading user management systems, including Microsoft Active
Directory, Novell NDS, and LDAP based environments. This integration ensures no overhead
in managing the digitadignature system and signature credentials (i.e., the private keys that
are needed in a PKI environment), solving one of the main problems of legacy digital
signature systems. System managers, network managers, amgeendan continue to use the

IT infrastructure in the same manner as before CoSign was installed.

CoSign stores the signature credentials in a secure server, ensuring that the signer has
exclusive access to his or her signature credentials, while still maintaining a centrally managed
solution.This is necessary in order to fulfill the security requirement of the data authentication
system.

An increasing number of applications can work with CoSign as their d#jgfahature layer
without needing iy further integration, including:

Microsoft Office 2010 (Word, Excel, and PowerPoint).
Microsoft Office 2007 (Word, Excel, and PowerPaint)
Microsoft Office XP/2003 (Word, Excel, and PowerPaint)
Microsoft InfoPathi2007/2010

Adobe Acrobat

Microsoft ShaePoint.

XML files.

TIFF files.

Word Perfect

Microsoft Outlook and Outlook Express

Adobe Server forms (for signing web forms)
AutoCAD.

Lotus Notes

Microsoft BizTalk

w w w W W W W W W W W W W W W

FileNet eForms
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8 Verity Liquid Office.

8§ ERP systems (e.g., SAP)
§ Crystal Reports

8 Web apfications

8§

Any application that has@arint option can use CoSign to generate a PDF file and sign it

For information on using CoSign with other applications, contact ARX technical support.

CoSignalso leads the development of Signature API (SAPI), antiRlenables application
developers to easily integrate with CoSign. For more information about integrating with
CoSign, refer to th€oSign Programmer Guide (SAPI)

CoSign includes the following components:

8 The CoSign appliandear dware and software, connected
For more information, refer to the chapbestalling CoSigrin the CoSign Administrator
Guide

8§ The CoSign Client software, installed on t

refer toChapter2: Installing.

§ The CoSign Administrative software that includes the CoSign Microsoft Management
Console (MMC) snajin, installed on the administrative computer. For more information,
refer to the chapteManaging the CoSign Installatiachaptelin theCoSign Administrator
Guide

CoSign Guides

CoSign documentation includesveralguides:

8§ CoSign Administrator Guide Provides all the information necessary for an administrator
to install and manage the CoSign appliance in the various environments in which CoSign
can operate.

8§ CoSign User Guide Provides all the information necessary for an end user to use
CoSign. Includes information about special @uslfor various applications such as
Microsoft Office.

The CoSign User Guide is only relevant when the CoSign client is used in conjunction
with the CoSign appliance.

8§ CoSign Desktop)serGuidei Provides all the information necessary for using CoSign
Desktop. Includes information about specidttins for various applications such as
Microsoft Office.




1 CoSign User Guide

8 CoSign for SharePoinser Guidei Provides all the information necessary for
implementing and using the CoSign for SharePoint solution.

8§ CoSign Programmer Guide (SARIProvides all the informationecessary for a
developer to interact with CoSign. Three application interfaces (API) are available:

8§ An interface for C/C++ applications.
8 An interface for COM based applications.

8§ An interface based on Web Services to be used by Application Servers.

CoSign Appliance Hardware Models

There are several available hardware models of the CoSign appliance. The models differ in
functionality, as follows:

8§ CoSignCentral Enterprisei A rackmountablendustrial 1U appliance. This applianise
not packaged in amperresponse casing.

§ CoSign Central FIP$ This rackmountable 4U appliande based on a sealed, tamper
response casing. The hardware box is FIPS21é®el3 validated.

§ CoSignCentral SSCDi The CoSign SSCD is very similar to the CoSggntral FIPS

model The major difference is that all end us:«
of SmartCard chips and the RSA signature operation is performed inside a SmartCard.
Eachuser 6s key can be used only if a dedicated
key. Thus, the end userds private key is con
FIPSmodel.

The CoSign SSCD appliance provides a solution that is compliant with then@Qo
Criteria SSCD protection profile (CWA4169).

§ CoSignCentral Starteii CoSignCentral Starteis a digitatsignature turnkey solution
that meets thaeeds of smaller organizations. CoSiggntral Starteis limited to
organizations of no more th&d users.

@Note:Thr oughout this guide, the ter@nmCoSigno re
Enterprise,Central FIPS, CentraBSCD, andCentral Starte), and theCoSignDesktop
model, unless otherwise noted.
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Organization of this Guide

This guide is organized as follows:

8§ Chapterl: Overviewi Provides an overview and introduction to CoSign.

8§ Chapter2: Installingi Describes how to install the CoSign client, install pilusgy for
Microsoft Office, Adobe Acrobat antlFF, set graphical signatures, use CoSign Verifier,
and more.

8§ Chapter3: Using the CoSign Control Pahie Describes how to use the CoSign Control
Panel.

8 Chapter4: Using the Graphical Signature Management Applicaiidbescribes how to
manage graphical signatures usihg Graphical Signature Managemapplication

8 Chapter5: Signing Microsoft Office DocumeritsDescribes how to generaaed validate
digital signatures for Microsoft Office applications, and how to integrate the digital
signatures into the general application flow.

8 Chapter6: Signing InfoPatl2007/2010=ormsi Descrites how to generate and validate
digital signatures for Microsoft InfoPath forms.

8 Chapter7: Signing Adobe Acrobat Documeiit®escribes how to sign and validate an
Adobe Acrobat document using Adobe Acrobat or Bel®eader, as well as how to
certify an Acrobat document.

8 Chapter8: OmniSgni Sigring PDF and noaPDF Filesi Describes how to use
OmniSign to sign any printable data from any application.

8 Chapter9: The ARFileSign Utility Describes tharfilesign.exe command line
utility which can be used to digitally sign any PD&IL, TIFF, Word/Excel 200/201Q
InfoPath 2007/2010 dord 2003 file.

8 Chapterl0: Signing WordPerfect Documeritescribes how to generate and validate
digital signatures using WordPerfect.

8 Chapterll: Signing Outlook Emails Describes how to gerste and validate digital
signatures using Microsoft Outlook and Microsoft Outlook Express.

8 Chapterl2 CoSign Configuration Utility Describes how the CoSign Configuration
Utility enables thaiser to set the configuration of any parameter in any of the CoSign
client components.

8§ Chapterl3: Troubleshooting Offers solutions to various clien¢lated problems you
may encounter while running the Cg8iClient.

8 Indexi Provides a comprehensive index of the topics discussed in this guide.







Chapter 2: Installing

This chapter describes how to

§ Install the CoSign @nt.
§ Install the ROOT certificate for validation purposes

8§ Use CoSign Verifier to validate digital signatures that were attached to applications such
as Office using CoSign.

@ Note: The installation of CoSign differs slightly depending on whether it iggliastalled in
a Microsoft Active Directory environment, Novell NDS environment, LDAP based
environment, or a Directory Independent environment. These differences are mentioned where
applicable.

Installing the CoSign Client

CoSign enables the ender to digitally sign transactions, documents, ahératypes of data.
In order to perform these tasks, the CoSiljent must be installed. The CoSigtientenables
applications such as Microsoft Worduse CoSign for generatimtjgital signaturesThe
following chaptes provide information omgeneratingsignatures in thirgbarty applications.

The CoSigrclientmay be installed on a machine using one of the following operating

systems:

8§ Windows XP Professional.
§ Windows 2003.

§ Windows VISTA.

§ Windows 7.

8§ Windows 2008, Windows 20082.

@ Note: The CoSign clientanalsobe installed in any 64 bit variant of the above operating
systems, such as Windows Vista 64 bit or Windows 7 64 bit.

@ Note: You must have local administrative rights in order to install the CoS8ignt.

@ Note In NoveII NDS, LDAP, or Directgrindependent environments: If the CoSign internal
i used for generating end userds certif
mstalled on every workstation on which a CoSign client is installed. Refiestadling the
ROQT Certificate for ValidatioPurposes
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CoSign Client Components

The CoSign Client CD displaysG@oSign Client Components Installatisareen when the
CoSign Client CD is put into the CD driver.

Each @Sign component is based on several files. The.msi files are based on the
Microsoft Software Installation technology.

The components include:

8§ ARX CoSign Client I The standard CoSign client installation without any phgy

8§ ARX CoSign Admin T Enabks administrators to install and manage CoSign. The
installation and management activities are describéusialling CoSigrandManaging
the CoSign Installatiom theCoSign Administrator Guide

8§ Microsoft Office (Word, Excel, InfoPath )1 Three types oplugrins are
supported:
8 ARX Signature Line Provider I A digital signature plugn for Office

20072010for the.docx and.xlsx file types.

8 ARX Legacy Word Add -in T A digital signature plugn for Word
XP/2003/20072010and Excel XP/2003/200Z010that endéles you to signdoc and

xls files.
For more information, refer t68hapter5: Signing Microsoft Office DocumemfX
OmniSign Printer i A plug-in for signing any printable data from any application. For

more information refer toChapter8: OmniSgni Sigring PDF and norPDF Files

Installation Pre-requisites

8§ To perform signatures using Office 20R@10upon. docx or .xIsx files, it is
mandatory to install .NET Framework version 2 or above in the client machinelidthie
installation prompts the end user to automatically install .NET framework 2 if it is not
already installed.

8§ To perform signatures uponlocx or .xIsx files using SAPI, it is mandatory to install
.NET Framework version 3 in the client machine. The installation is not performed
automatically by the CoSign client installation and should therefore be performed by the
user.

§ To perform signatres uponxml files using SAPI, it is mandatory to install .NET
Framework version 2 in the client machine. The installation is not performed
automatically by the CoSign client installation and should therefore be performed by the
user.

8§ To perform signatees upon InfoPath 2007/2010 files using SAPI, it is mandatory to
install .NET Framework version 2 in the client machine. The installation is not performed
automatically by the CoSign client installation and should therefore be performed by the
user.
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§ If you intend to use the ARX add for Microsoft Office, you should include the
component called "Visual Basic for applications” when installing Microsoft Office. This
component is included in the Microsoft Office installation by default.

Installing the Client Directly from the CD

To install the CoSign client directly from the CD:

1. Insert the ARX CoSign CD into the CD drive. The followi@gSign Client Components
Installationscreen appears:

i ARX CoSign Client Installation - Version 5.6.0.2 @

—~ P
) INE N privea/ Sipnatenes
~ " KEEPYOUR BUSINESS M~ VING

[~ ARX CoSign Admin

Select applications for CoSign support:
v Microsoft Office (Word, Excel, InfoPath)
v ARX OmniSign Printer

Exit |

Figure 1 CoSign Client Components Installation Screen

2. Select the components you wish to install, based on the designation of the current
workstation. Keep in mind theliowing:

8§ TheARX CoSign Client component is always selected.

8 If the workstation is an administrative workstation, seleciafR® CoSign Admin
component.

§ If the workstation is a user workstation, select the applicable compomnotsHoft
Office or OmniSign Printer).

@ Note: TheMicrosoftOffice componeris automatically selected if
MicrosoftOffice is installed in the endser machine.

@ Note: The OmniSign Printer component installs a new virtual printer ir
theenduser 6s machi ne.

3. Click Install Now.
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When installation is complete, a 4 appears nex
a failure, an X appears next to the relevant components and a summary information box
appears.

Alternatively, you can place the contents of the CoSign CD onetveork so that end users
can install the CoSign Client through the network. While this method eliminates the need to
use the CD for each installation, it does not facilitate automatic installations of the software.

Uninstalling the CoSign Client

To uninstall the CoSignclient locally:

1. Open thestart menu and sele@rograms A ARX CoSign A Uninstall CoSign
Components.

2. A confirmation box appars. ClickYes to uninstall. The uninstalling process begins.

3. When the CoSigklientis uninstalled from the workstation, a message box appears to
inform you that the system finished uninstalling. Clk.

Installing the ROOT Certificate for Validation Purposes

This procedure for installing the ROOT certificaten@ required in the following cases only:

8§ CoSign is installed in a configuration where an external CA is, wusaxbrtificates are
issuedautomaticallyby a World Wide Verifiable CA

8§ The orgardation is deploying a CoSign Verifier home page (refératdating
Signatures Without CoSiyrThe end user already uses these pages to install the
organization ROOT certificate.

The section®elow describe how to install the ROOT certificate.

An end user in an organization without CoSign who wishes to vakifztatures that were

originated by CoSign, must obtain the ROOT certificate of the organization that signed the
document. The ROOT certificateiscar f i | e t hat is installed on th
either automatically or manually by the end user.

@ Note: If CoSign is installed as a subordinate CA, you must make sure that the ROOT CA
certificate is installed in the end user6s mac

@ Note: Alternatively you can use the client configuration utility to download the CoSign ROOT
certificate to a fie. Use théownload CoSign CA Certificate option in the CA menu (refer
to CoSign Configuration Utility Menys

10
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Installing the ROOT Certificate

The ROOT <certificate needs to be install
validation of signatures. There are two methods for installing the ROOT certificate:

§ Direct installation.

§ Addingthe ROOQT certificate to a trusted CA list in the Active Directory of the domain of
the organization that does not have CoSkpr.more informatiomboutthis option refer
to theCoSign AdministratoGuide

Direct Installation

To install the ROOT certificate:

1. On t he end us er 6clck theocerklesandfdllowahe instractionshn the
wizard that appears.

2. When theCertificatedialog box appears, clidkstall Certificate (Figure 2).

General | Details | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: my-ca

Issued by: my-ca

Yalid from 2/14/2010 bo 1/15/2033

Figure 2 Certificate Dialog Box

3. Click Yes in theRoot Certificate Stordialog box.

11
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Security Warning .

' ‘fou are about to install a certificate From a certification autharity (CA) claiming to represent:
L
my-ca

‘Windows cannot validate that the certificate is actually From "my-ca". You should confirm its origin by contacting
"my-ca”, The Following number will assist vou in this process:

Thumbprink {shal): SEOTE4F3 EEFFFC3F ASZ76506 A45F4533 54014403
Warning:
IF wou install this rook certificate, Windows will autoratically krust any certificate issued by this CA, Instaling a

certificabe with an unconfirmed thumbprink is a security risk, IF vou click "ves" vou acknowledge this risk,

Do vou want ko inskall this certificate?

Figure 3 Root Certificate Store Dialog Box
The ROOT CA Certificate is installed on your PC, enabling you to validate signatures.

For more information on how to automatically install the ROOT deati¢,refer tothe
CoSign Administrator Guide

Validating Signatures Without CoSign

If you are not using CoSign, you can still validate digital signatures that were attached to
Microsoft Office documents using CoSign. To do so, you need to installottign
Verifier

The CoSign Verifier isnstalled using a selxtracting executable that cand@vnloaded
fromthewebltcan be installed either dy connecting t
http://verify.arx.conor by connecting to the organizati onos
described irinstalling the CoSign Verifier

Installation of the CoSign Verifier provides the following functionality:

§ Installation of an Office verifier capable of verifying Word and Excel digital signatures.
For more information on verifying Word or Excel docunsemefer taChapter5: Signing
Microsoft Office Documents

Installation of an organizational ROOT certificate.

Automatically setting Adobé, 7,8, 9, 10configuration parameters to enable signature
verification without having the end user manually set any parameters. For more
information refer toChapter7: Signing Adobe Acrobat Documents

Note: If you install the CoSign verifier from tlevw.arx.consite, the ROOT dhe ARX
CoSign trialis installed. It is therefore recommended to deploy the installation as part
the organizatiod web site, and use the organizatioROOT certificateFor more
informationabouthowtog®tup an i nstallation that in
certificate contact ARX.

12
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Note: If a World Wide verifiable external CA is used, there is no need to install the R(
certificate since it is already instal

Note: Validating a signature in Adobe Acrobat 6/78.0 does not require a plum, and is
based on the internal digital signature functionality of Adobe Acrobat /&/1(3

Note: Validating a signature itMicrosoft Office 2007/20168oes not require a plum, and is
based on the internal digital signature functionalityMitrosoft Office 2007/2010

Note: Validating a signature iMicrosoft InfoPath 2007/20180es not require a plun, and
is based on the internal digital signature functionalityMd€rosoftinfoPath 2007/201.0

The following sections provide informati@bouthow to install the CoSign Verifier from the
web site.

Installing the CoSign Verifier

You can install the CoSign Verifier either with administrativéntsgor withuserrights. It is
prefeableto have admiistrativerights, so thatanyverifying partycan use theerifier
functionality.

Starting from CoSign Verifier version 5.2, you can install the verifier from any Web browser
available such adnternd Explorer,Firefox, Chrome or Safari.

To install the CoSign Verifier:

1. Click the CoSign Verifier deployment web page. For example, if you choose to download
the CoSign Verifier from the ARX web sitgo tohttp://verify.arx.comandclick the link
to download the CoSign verifier.

A security warningvindow appeas.

2. Click Run in the security warning windowl he installatiorself-extract and the following
window appeatrs:

Internet Explorer - Security Warning g|

Do you want to run this software?

Mame: CoSign
Publisher: Algorithmic Research LTD.

[ ¥ ] More aptions un | [ portRun ]

‘While Files Frarm the Internet can be useful, this file type can patentially harm
wour computer, Only run software From publishers yvou trust, What's the risky

Figure 4 Security Warning DialogBox

3. Click Run to continue with the installatio®n installationwindow appeas.

13
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When installation is complete, tivestallationwindow closes

Note: There is @ Adobeonly versionof the verifietthatonlymodf i es t he current
Adobe setting® enableu s i n g A d-inlvegificationtcapabillity for verifyingligital

signatures in PDF documentBhis Adobeonly version modifies the Adobe settiggjsown in

Figure 80) in both Adobe Reader and Adobe Acrol#ter installing the Adobenly version,

you can use Adoldes dnuwarification capability to verifsignaturesTo install tre

Adobeonly version,go tohttp://verify.arx.comandclick PDF Only.

Uninstalling the CoSign Verifier

©

In the case of a full verifier installatipthere are two components that can be removed. Go to
Add/Remove Programs or the Add/Remove features option in the Control Paneknd
remove the following components:

§ ARX Office Verifier
8§ ARX SAPI Verifier

Note: If you installed theAdobeonly versionof the verifier no components need to be
removed.

14
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Chapter 3: Using the CoSign Control Panel

This chapter describes how tise the CoSign Control Panel, which enables you to operate the
CoSign main components.

Using the CoSign Control Panel

All client-based operations are activated through the CoSign Control Panel

To access the Control Panel, you can eifledéectStartA ARX CoSignA CoSign Control

Panel or you can doublelick the CoSign iCOIE in the tray. The CoSign Control Panel
appears.

& CoSign Control Panel Q‘i‘@

User Tools Help

User

: Client Graphical
‘8' Configuration "l Signatures

Iﬂl OmniSign
= <

54

U)b}g,l I

patives KEEP YOUR BUSIKESS HOVING

Figure 5 CoSignControl Panel

Some Control Panel options are always active, while others are active depending on the status
of the CoSign appliance (Installed/Not Installed), the type of CoSign appliance installation
(Microsoft Active Directory, Novell NDS, LDAP, or Dintory Independent), or whether the
CoSign client is in standlone mode (CoSign Desktop).

CoSign Control Panel i User Actions

§ Client Configuration T This option enables the end user to configure the CoSign client
settings.For more information,afer toChapter12: CoSign Configuration Utility

8§ Graphical Signatures i This option enablelsoth end users and administrat@rsnanage
personal graphical gnatures. For more informatiprefer toUsing the Graphical
Signature Management Application

8§ Change User Password T This option is relevant only in the case of a Directory
Independent environmerf-or more informatiojrefer toCoSign Control Panel in a
Directory Independent Environment

15
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OmniSign Settings i This option activates the OmniSign application. For more
information reléed to OmniSign, refer t€hapter8: OmniSgni Sigring PDF and non
PDEF Files

Logoff i This option logs off from the session. This option is relevant when CoSign is
installed in a Directory Independent envinoent, Novell NDS environment, or any other
configuration where the user needs to login manually.

CoSign Control Panel in a Directory Independent Environment

The following options are relevaint a Directory Independent environment:

8§
8§
8§

Client Configuration i Referto the explanation it€oSign Control Pandl User Actions

Graphical Signatures i Referto the explanation il€oSign Control Pandl User Actions

Change User Password i Referto the explanation il€oSign Control Pandl User
Actions

OmniSign Settings i Referto the explanation it€oSign Control Panél User Actions

Logoff i Referto the explanation i€hanging the Password in a Directory Independent
Environment

i CoSign Control Panel

User Tools Help

User

Client § 1 Graphical Change User
(S. Configuration 4| Signatures s Password
EZH- OmniSign Logoff
4 "

|LnSion

it/ Sty KEEP YOUR BUSINESS HOVING

Figure 6 CoSign Control Panel Directory Independent Environment

Changing the Password in a Directory Independent Environment

To change your password when CoSign is installed in a Directory Independent
environment:

1.

Click Change User Password in the CoSign Control Pandtigure 6).

The Change Passwordiindow appears.

16
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| Change password g|

Ilzer's password |

User Mame:

0id Password:

Confirm Mew Password:

| |
| |
Mew Pazzword: | T |
| (I I T Y]]} |

Change pazsword

Cloge

Figure 7 Change Password in Directory IndependeBnvironment
2. Enter your user name.

3. Enter the old password of the account and the new password of the account. Confirm the
new password.

4. Click Change password.

CoSign Control Panel i Administrator Actions

For administrative operationsefer tothe CoSignAdministrator Guide

CoSign Control Panel Menu Bar

TheUser, Designer andAdmin options of the CoSign Control Panel menu bar display all the
options that can be activated from the Control Panel.

In addition, he Tools option includes two optians

< CoSign Control Panel

User BGEEN Help
Options
Usel Refresh panel
Client Grapt
;Ii Configuration “. | Signa

Figure 8 CoSign Control Panel Menu Bar
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§ Options T This enables you to configure CoSign Control Panel settings. When you select

8

Options from theTools menu, the following dialog box appears:

Co5ign control panel settings @

[] 5haw CaSign Contral Panel in the system tray

[ ok |[ Cancel ]

Figure 9 CoSign Control Panel Settings

8 Show CoSign Control Panel in system tray I Check this option to display the
CoSign Control panel in the system tray when the Control Panel is activated.

8 Personal graphical signatures management i In a regular client installation this
option is always marked. When this option is checked, the graphical signature
application is actiated in user mode. If the option is unchecked and the CoSign
administrative client is installed, the graphical signature application will operate in
administrative mode. For more information, refetsing the Graphical Signature
Management Application

Refresh panel i This option updates the icons in the control panel according to the
updated state dhe CoSignappliance

CoSign Control Panel i Tray Item

The CoSign control panel icon appears in the tray if the optiew CoSign Control Panel
in the system tray is selected. Rightlick the icon to display a popup that enables you to
perform the following operations:

8§
8§
8§

Open control panel i Maximizes the contl panel.
Change password i Relevant only for a Directory Independent environment.

SSCD Key Enrollment i Relevant only for a CoSign SSCD appliance. The Activate Your
Default Signing Key window appearBigure 11). Refer to the instructions following

Figure1l

Logoff i Relevant only if the user is prompted to authenticate in a Directory Independent
environment, or is configured f@ompt for logon.

Exit T Closes the CoSign control panel.

18
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Operating the Control Panel for a CoSign SSCD Appliance

When CoSign SSCD hardware is used, the procedigengrating a key and a certificate for
a user is different from the one followed for a regular CoSign appliance. This is due to the
requirement that only the end user can sele

@ Note: Keep in mind that the gawords that protect each ofthe SSERA s ed user 6 s ke
different from the password that protects the user account (Active Directory password, Novell
NDS password, LDAP password, or Directory Independent password).

To enable you to sign documents using an SSCD key:

1. Upon use creation, either during installation or after the installation, the CoSign
appliance generates a user account and sends you an email notification, directing you to
enroll for a key.

Welcome to CoSign - Your

Action Required! CO_S."' (4]

. R digital signaties made simple
To start signing documents today,
please create a personal password [

by clicking on the Enroll button ir,':-_ =
below. <l [T l
(ot

Happy Signing,
The CoSign Team.

Clicking the abowe button should open a CoSign dialog that allows you to

select the password for your default key, Should it fail to open, it may be

because you do not have CoSign installed on this computer, If so, please

log on from a CoSign-enabled computer, or contact vour administrator
for more information.

For more information send us an gmail, visit our website or call Toll Free:
(577) 999 6667,

o

!

-

=i I
Codlgn. |
digital signatures made simple

Figure 10 Request to Enroll

2. Click Enroll.

The Activateyour Default Signing Key window appears.

@ Note: Alternatively, you can enroll by activating the CoSign Control Panel and clicking
Activate your SSCD key. TheActivate Your Default Signing Kewindow appears.
In addition, when activating for the firgtrie any application that can potentially sign using
CoSign, theActivate your Default Signing Kewindow appears.

19



3.

Activate your Default Signing Key

Wwhelcom to CoSign.

I arder to activate your account, pleaze select a password far

accessing your signing key.

CoSign User Guide

Pazsword: I |

Confirm password; I

Mew enrolment information

uzerl
CoSign_0aA1@Eans com

]

Comon name:

E-mail:

Cancel

Figure 11 Activate Your Default Signing Key

In the Activate your Default Signing Keyindow,

SSCD key, and confirm it.

enter the password that willgtect the

When you clickOK, the key is generated inside the CoSign SSCD hardware. The CoSign
appliance may also generate a certificate for you, depending on the certification model.
You are informed that the key and certificate seady for use and you can start signing

documents.

Whenever you use an SSCD key for a digital
enter a password.

CoSign Sign - winword | X|

J

CoSign
Jdigital signatures made simple

| am digitally signing this document

| % i

signature operation, you are prompted to

Password: l

[ o ]

Cancel

Figure 12 Password Entry Whersigning with an SSCD Key

20



Using the CoSign Control Panel

Updating SSCD Keys

To update SSCD keys:

1. Click Update your SSCD keys in the CoSign Control Panel.

The Change passwordindow appears.

Change password g|

SSCD keys

Key's |D: Select key .. w
Change Pagzaword

0ld Paszword:

Mew Paszword:

Confirrn Mew Pazsword:

Delete Fey

Deleting a key iz not rewverzablel Once a key iz deleted
it will mat be available anymaore.

[ ok |[ Cancel ]

Figure 13 Change Password Updating SSCD Keys

2. Enterakeyinth& e y 0 Beld.l D

3. You can perform the following oé selected SSCD key:

8

Change Password i Enter the old password and the new password, and confirm the
new password.

Delete Key i Click Delete to delete the selected SSCD key. If you wish to sign
documents, you must enroll for a new key.

Note: Deletion of an SSCD key does not automatically delete its matct

certificate.

21






Chapter 4. Using the Graphical Signature Management

Application

This chapter describes howuse theGraphical Signature Managemexqplicaton, which
enables you to set your graphical signature. The graphical signature can be embedded into the
visible signature.

@Note:ln this chapter the term ACoSign C
otherwise stated.

Overview

The Graphical Signature Managemeqplication enables you to view all your graphical
signatures and create a new graphical signature. This graphitatiusigcan be attached to all
Microsoft Word, Excel, InfoPath, IFF, and Adobe Acrobat documents that you sign.

There are several mechanisms that can be used for capturing a graphical signature:

8§
8§
8§
8§

A capturing device such as Topaz pads or Interlink pads
A Mouse or a Tablet PC
A text-based graphical signature

An image uploaded from a file.

The following section details how to captgmphical signatuse

If you do not capture graphical signaturea defauligraphical signaturthat is based on your
name wil be used by the signing applicatisuch as Office 200Z2010or OmniSign.

The Graphical Signature Managemeqplication can be used in either of two modes of
operation:

8§

Administrative Mode i An administrator station is used foreatingt h e  @grageicalé s
signaturs, as followsThe usesupplieshis/her identity and passwarafter which the
user carcreateand therview his/her owrgraphical signatuse

User Modei The user can create or view his/her ayvaphical signatuse

23
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Installing the Graphical Signature Capture Device

The CoSign appliance is supplied with a graphical signatypeuredevice.

There are several types@faphicalsignature capturdevices you can use:

8§ Graphical signature capture devigeediced by Topaz Systems
(http://www.topazsystems.cgmTwo models are available:

§ SigLite LCD 1x5 USBi This model includes an LCD capture device. The entered
graphical signature appears on the LCD screen.

§ SigLite 1x5 USBi This model does not include an LCD capture device.

Figure 14 SigLite LCD 1x5 USB

8§ Graphical signature capture deviggeduced by Interlink Electronics
(http://www.interlinkdectronics.con Two models are available:

8 ePadink i This model includes an LCD capture device. The entered graphical
signature appears on the LCD screen.

8 ePadi This model does not include an LCD capture device.
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Figure 15 ePadink

Figure 16 ePad

@ Note: Install the signature capture device only on machines in which the CoSign
administrative client is installed.

To install the graphical signaturecapture device:

§ Connect the signature capture pad tosthe U
are automatically installed.

Managing Graphical Signatures

TheGraphical Signature Managemeqplicationenables you to create and manage graphical

signatures. The graphical signatures you create usmgtility are stored insideth€ o Si gn 6 s
users database as graphical objects

Starting from CoSign version 5.the Graphical Signature Managemapplicationcan also
manageg r aphi cal i mages t hat arsk Thisdsomaihleirdendesh t h e
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for cases where the graphical image files are too big to be uploadedXoShgn appliance
Using the Graphical Signature Managenagmplication you can view the local graphical
signatures, edit their attributemyddelete hem.

When youfirst run theGraphical Signature Managememplication the following directory
is createdxlocal hard disk> \ My Documents \ My Pictures \ My CoSign Images
In this directory the followingub-directories are created:

8§ Wetink
8 Initials
8§ Logo

You can placegraphical signatureis each of these directorieBhese graphical signatsre
will appear in theGraphical Signature Managemeqplication and can be managed by that
application

To managegraphical signaturesusing theGraphical Signature Management
application:
1. Open theStart menu and sele@rogramsA ARX CoSignA CoSign Control Panel, or
you can doublelick the CoSign icorE in the tray. The CoSign Control Panel appears.

2. Inthe Control Panetlick Graphical Signature. The CoSignGraphical Sgnatures
Viewerdialog box appears, for managing your graphical signatures.

Co5ign - Graphical Signatures Viewer

John Miller hd [ Edit Signature. .. ] [+New Signature. ..
| ]

Update Acrobat

Download Images

Figure 17 Graphical Signature Management Application

3. Select a signature from the drop down list at the top of the window. The corresponding
graphical image appesin the middle of the window.

You canalsouse thdeft and rightarrows tobrowse througlall the available graphical
signatureg those stored in th€oSign appliancgeandalsothose located ithe local
wetlnk , Logo, or Initials folders, under

My Documents/ My Pictures/My CoSign images .
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4,

Mew Signature

Signakure

@ Image

Signature name: Signature name: Johin Miller

If you click Update Acrobat, you can dfine a new appearance with the nakfex
Signature- <graphical signature label>based on the graphical signature currently
displayed Theappearance, which includes thphical ggnature can be selected in
everyAdobesignature operation (refer €hapter7: Signing Adobe Acrobat Documents
If the image is a logojou can seledhis optionto changehe defaulfogo in the existing
Adobe Acrobat or Adobe Reader to the selebtbgd.

If you click Download Images, you can download ajlourimages that arstored in the
CoSign applianceo the local disk. Afteclicking the link, youarerequested tgpecifya
local directory Click OK to export allgraphical signatures to the loahitectory you
specified. Note thdull sighaturesaresaved taa Wetink sulfolder,initials toan

initials sulfolder, andthelogo toalogo sulfolder.

If you click eitherNew Signature or Edit Signature, theNew Signaturer Edit signature
dialog box appears.

(] B Edit Signature - John Miller X

Signature

() Text only Used For: | Full signature v (%) Image () Text only Used For: | Full signature v

[ pload. .. ][ Create... [ Upload... ][ Create, ..

|
Nler

Delete this signature

Save H Zancel ] [ Save H Zancel

Figure 18 New Signature andedit SignatureDialog Boxes

The display area dispfa the currey selectedgraphical signature
The following options are available:
§ Signature Name T Specifythe name of theditedgraphical signature.

8 Image/Text Only i Specify if the loaded graphical signature is based on an image or
text. Depending on the selected option,gbeofactions is differentRefer to
Creating an Imagd3ased Graphical Signatu@ndCreating a TexBased Graphical

Signature

§ Used For T Specify the type of graphical signature: F8iignature, Initialsor Logo.
Starting from CoSign versiohi4, a single logo is allowed per user.

8§ Select Color i Specifythe color of the foreground of the imaddis isavailable for
monochrome images.
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§ Delete this signature i Available in theEdit Signaturedialog boxonly. The
currently selected graphical signature is deleted.

9 Note: A graphical signature is limited to 29KB. You can use up toxarman of 140KB for
your entire set of graphical signatures.
If you wish to use a larger graphical image, you can store it in a local directagssibed
at the beginning of this section. Each local graphical signature is limited to 1 MB.

Note: The first time you create a signature using a signature capture device, you must have
@ local administrative rights. Afterwards, any user can create a signature.

Creating an Image-Based Graphical Signature

If you selectmage in theEdit Signaturedialog box Figure18), you can create an
imagebased graphical signature in any of the followiveys

8§ Uploadary localimage file toCoSign Refer toUploading an Image File

8§ Create an image file and load it iffoSign. Refer t&Creating an Image File

Uploading an Image File
To load an image file into CoSign:
1. Selectimage in theEdit Signaturedialog box Figure18).
2. Click Upload.

3. Inthe browse window that appears, browse to the desired image file. You can upload the
following types of grahic files:monochrome bmp, multicolor bmp, or jpg.

If the size of the image largerthan the maximal size allowed is automatically
reduced A window appeargFigurel19), asking whether taploadthereduced size image
to theCoSign appliance

Reduce Graphical Image g]

¥our graphical signature size was too large, and was reduced as
displaved below,

If vou wish to continue, click QK. Otherwise, click Cancel.

T M.

oK |[ Cancel ]

Figure 19 Reduce Graphicalmage Dialog Box
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Creating an Image File

To createan image fileand uploadit into CoSign
1. Selectimage in theEdit Signaturedialogbox (Figure18).

2. Click Create. A list of available image capturintgchniquesppears

MNew Signature @|

Signature

Signature name:

(%) Image ) Text anly Used for: | Full signature -

[ Upload... H Create. ., ]

Topaz

Tablet PC/Mouse

[ Save ][ Cancel ]

Figure 20 Create a Graphical Signaturé List of Image Capturing Techniques

Select an image capturing techniguile keeping the following in mind:

8 Topazor ePad i Use these optionrs when it is required to enter tiggaphical signature
using a signatureapturepad. Use the pad as describedhistalling theGraphicd
Signature Captur®evice If you are using a signatucapturedevice with no LCD
display, you will be able to see the signature only on the PC screen, while editing it.
If you are using a signatuoapturedevice with an LCD display, you will béoke to
see the signature both on the device and on the PC screen while editing it.

8 Tablet PC/Mouse i Use a Tablet PC and a pen or a regular PC mouse to enter a new
graphical signatureAny movement of the mouse or pen in the tablet PC is drawn in
the Captue Signature window that appears.

Note: You will be able to use the mouse on a regular PC only when using
Vista or when Microsoft Office 2003/2007/2010 is installed.

The display in the Edit Signature window refresteeefFigure21).
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Mew Signature g|
Signakure
Signature name:
Used for:
Use your capture device ko sign Clear
Dane ] [ Zancel

Figure 21 Creating a Graphical Image File
3. Use the capturing technique to capture a graphical signature.

4. When capturing is complete, clitlone in the Edit Signature window-{gure21). The
graphical signatureou created is uploaded into CoSign.

5. If you wish D restart the capture, clicklear.

@ Note: If the size of the image ligrger than the maximal size allowetthe image sizes
automatically reduced.

Creating a Text-Based Graphical Signature

To create a textbased graphical image:

1. SelectText only in theEdit Signaturedialog box Figurel18). Theoptionsshown in
Figure22 appear.
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Mew Signature rg|

Signakure

Signature name: | Regularl| |

() Image (%) Text only Used for: | Full signature -
| Camic Sans M | | 42 | Faonk ...

John Miller

[ Save H Cancel ]

Figure 22 Edit Signature Dialog Bok Textbased Graphical Signature

2. Click Font. A Fontdialog box appeatrs.

Fant: Fant style: Size:
5 Reqular 42 [ oK ]

s M5 B A
(} Conzolas Italic 9 E

(} Constantia —| |Bold 10

) Corbel Bold Italic 11 B
T Cordia New 12
B Cordial)PC 14

Courier Mew b 16 M

Effects Sample
[ Strikeout 1
[ Underlire G
Calar:
|-Elack v| Script:
|Weslern w |

Figure 23 Edit Signature Dialog BoX Text-based Graphical Signaturé Defining the Text Appeaance

3. IntheFontdialogbox, specify the appearance of the graphical signature text (font, size,
color, etc.)

4. Click OK to close thd-ontdialog box.

5. Using your keyboard, enter the text for the graphical signafinesignature is displayed,
with the apparance/ou definedjn the windav of the Edit Signaturedialog box
(Figure22).
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Using the Signature Designer Utility

The Signature Designatrtility enables you to merge several imagge a unified graphical
signature that can latee uploaded to the CoSign appliandde utility provides basic design
toolsto enable this integratioifhe utility is useful, for example, if you wish to create a
graphical signature that includes both a stamg your signature.

To use the CoSign Signatur®esigner.

1. SelectStart A Programs A ARX CoSign A CoSign Signature Designer. The utility
appears.

& untitled - CoSign Signature Designer,

File

Help

261, 141 0 200 x 60 13 205 x 200 T

Figure 24 CoSign Signature Designer

2. SelectFile A Import to import an image into the work area. A file selection window
appearsSelect a file of type BMP, JPG or GIF.

The image appeaes a rectanglm the upper ldfcorner of the work area.
3. Optionally move the imager resize it:

8§ To move the image, click inside the image and drag.

8§ To resize while maintaing proportions, click and drag a corner.

§ To stretch a side, click and drag a handle in a side.
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As you manipula the image, you can use the statusdaain information about the
image size and location. The leftmost pane displaysciiécation of the togeft corner
of the currently selected imagEhe pane second from the left displays the width and
height,in pixels, of the currently selected image.

4. Repeat steps-2 to importand manipulatadditional images, if desired. Each image you
import is maintained as a separate graphic element until you save thare@do you
can manipulate it separately.

5. If you have multiple images in the workspace, you can perform the following on any one
of t hem, usi nglickkmerai: i mageds right

8§ Bring To Front A Bring To Front T Place the selected image in front of the image
that is right in front of it.

8§ Bring To Front A Bring Forward T Place the selected image in front of all the
images.

8§ Send To Back A Send To Back T Place the selected image behind the image that is
right behind it.

8§ Send To Back A Send Backward i Place the selected image behind all the images.

8§ Transparency Level i Setthetransparencyjevel of the selected imagbdtween
0-100%) A higher value sets higher transparency.

§ Clear Image i Delete the imag&om the work area.
6. Optionally crop the display in the work area, as follows:

a Click{ iand with the mousmarka region in the work area that you wish to save.

The rightmost pane in the status bar shows the width and height, in pixéig of
selected regiorOptionally move the image, or resize it.

b. Clicki iagain to exit selection mode.

c. Click -|. The areautsidethe selected region is cleared.

7. At any point, you can view the pane second from the right in the status bar for information
about tke width and height, in pixels, of the work area display.

8. When you finish modifying the display in the work area, ¢ = to save tk display in
the work area as an image. A file selection widow appears. Specify the file type (either
JPG or BMP), and specify a name and path for the file.
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CoSign Signature Designer Menu Options

The CoSigrSignature Designer menu includes the following options:

Menu Item Option Description
File New Create a new work area.
Import Import a new image into the work area.
Clear All Clear the entire work area.
Save Save the currerdisplayin the work areas a JPG or BMP file.
During the save, empty space surrounding the display is cropped out.
Save As Similar toSave.
Exit Exit the utility.
Help About Displays information about ARX, and a link to the ARX web site.

CoSign Signature Designer Toolbar Options

The CoSign Signature Designer toolbar includes the following options

Button | Description
2l Create a new work area.
é Save the currerttisplayin the work area as a JPG or BMP file.

During the saveemptyspacesurrounding the display is cropped out.

Activate/deactivate thBelect Region option

Click once toactivatethe Select BRgionmode and mark with the mouse a region in the
work area that you wish to savéou can move the image, or resize it.

Click again toexit from theSelect Regiomode.

Crop the display to theelected regian

]

Clear the entire work area.
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CoSign Signature Designer Status Bar Information

The four panes in the status bar provide the following information:

Pane Location

Description

Left most

x,ylocation of the togeft corner of the currentlgelected image.

Second from left

Width and height, in pixels, of the currently selected image.

Second from right

Width and height, in pixels, of the work ar@iaplay Whenyou save, this will be
the size of the savdthage.

Right most

Width and heightin pixels, of the selected regiorhisis relevant when the
Select Region tool is used.
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Chapter 5: Signing Microsoft Office Documents

CoSign enables generating and validating digital signatures for Microsoft Office applications,
and integrating the digital signatures into the general application flow. CoSign supports
integration with the following apigations:

§ Office 2010 documenfts Refer toSigning Office 2002010Documents New Document
Style

§ Office 2007 documenfts Refer toSigning Office 2002010Documents New Document
Style

§ Word XP and Word 200B Refer toSigning Word and Excel Documeiit®©ffice
XP/2003 Style

8§ Excel XP, Excel 2008 Refer toSigning Word and Excel Documeint®ffice XP/2003
Style

PowerPoint XP, PowerPoint 2003RRefer toSigning PowerPoint XP/2003 Documents
InfoPath 2003 Refer toChapter6: Signing InfoPati2007/2010Forms

@Note:TheternﬂCoSignClientc‘J refers also to the
stated.

Signing Office 2007/2010 Documents i New Document Style

CoSign enables you to add digital signatures, as well as graphical signatutess t@nd
xlsx  Office 20072010documents using a special plingcalled ARX Signature Line
Provider. To enable the pldg, you must install theRX CoSign Client ~ andARX0 s
Microsoft Office (Word, Excel ) client components. For information on installing
these components, referltwstalling the CoSigi€lient

The signing process and the configuration of its various optiorseai@medusing the ARX
Office Signatures Line ProvideFhis provider fits into the signature line provider concept in
Office 2007201Q

The basic signing process consistslatmg signature plaekolders (orsignature fieldyin

the desired locations in the document, and signing each field. After signing, you can validate

the signatures. Validation assures you that the document was not modified after it was signed
andthatda rust ed CA approved the signersé certif

You can also activate the ARX Legacy Word Addlug-in on pre2007 .doc or .xls files
when using Office 200201Q For more informatiojrefer toSigning Word and Excel
Documents$ Office XP/2003 Style
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Adding Signature Fields in Office 2007/2010

Usethelnsertt a lspidalSignature Line option to add a new signature fielefer to
Figure 25). Click ARX CoSign Signatures Add-in for Office.

@
A = Quick Parts ~ || 2% Signature Lineq T Equation =
A word Microsoft Office Signature Line... |
Text -
Box~ = Urop ARX CoSign Signatures Add-in for Office
Add Signature Services...
x|

| =

Figure 25 Selecting the ARX C8ign Signatures Addn for Office

A new signature field is generated and embedded inside the @@fic#2010document.

X

Signer 1

Figure 26 Creating a New Signature Field in an Office 202010Document

You can perform several operations on this field using the-cigtk meny as shown in
Figure 27.

Ex # | Cut

" Signer 1
PoeEnert Sy Copy

I [ Paste [

3 Sign...

Signature Setup...

Insert Caption...

EBaorders and Shading...

& D [E §

Format Picture...

Figure 27 Signature Field RightClick Menu Options in Gfice 20072010
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The following two operations are relevant to an empty signature field:

8§ Sign 1 Performs the digital signature on the empty signature field. Ref&gtorg Empty
Signature Fields in Office0072010for a full description of the digital signature
operation.

§ Signature Setup i Refer toConfiguring Signature Settings in @i 20072010

All other operations in theght-click menu are applicable to the empty signature field object
and are standard Offi@007/2010operationdor displayable objects.

Configuring Signature Settings in Office 2007/2010
The following sections describe how to configure signature settings in Q@&2010

CoSign Signature Setup in Office 2020107 General Settings

When you selecsignature Setup from the rightclick menu of a signature fieldgfer to
Figure 27), theCoSign Signare Setuplialog box appears, with tigettings tab displayed.

CoSign Signature Setup =3
Settings | Advanced |

Suggested signer:

|Signer 1

Suggested signer's title:
|User'|

Suggested signer's e-mail address:

|user‘| @compary.com

Instructions to the signer:

Before signing this document, verify that the content you
are signing is comect.

[+ Allow the signer to add reason in the Sign dizlog

Ok Cancel

Figure 28 CoSign Signature Setup in Office 200107 Settings Tab

This dialog box enables yda define several parameters of the signature field. Some of these
parameters will be displayed in the signature field and others are used during future signature
operation. The parameters include:

8§ Suggested signer T The name of the person who is requitedign this signature field.
This parameter is displayed as part of an empty signature block.

8§ Suggest ed s iiglhheroléafthe persbrewho is required to sign this signature
field. This parameter is displayed as part of an empty signature block.

8 Suggest ed snaijaderessisThe email address of the person required to sign
this signature field.

8 Instructions to the signer i The text displayed to the signer during the Sign operation.
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8§ Allow the signer to add reason in the Sign dialog 1 If this option is selected, the signer
will be able to add a reason. If you wish this reason to display in the signature field, check
theShow Reason field in theAdvanced tab.

Note: Some of the parameters in thettings tab can be used to enable SAPI to teca
certain signature, providing the ability to perform digital signatures through SAPI.

Note: If you want theCoSign Signature Setugialog box to appear on creation of each
signature field, refer t&€ting Microsoft Office Configuration

CoSign Signature Setup in Office 2020107 Advanced Settings

. CoSign Signature Setup @

— Date and Time Format

Date Format: |MM M d yyyy Ll
Time Format: |h:mm it Ll

[~ Display GMT offset

— Show

[V Date and time Graphical image
[~ Reason [V Signature
[V Signed by I~ Initials
[~ Title
[ Logo

OK Cancel

Figure 29 CoSign Signature 8tup in Office 200720107 Advanced &b

TheAdvanced tab of theCoSign Signature Setwjialog box includes the following
parameters:

8§ Date and Time Format i Set the displayed format of the signature date and time.

8§ Show 1 Specify whetheto displayelements in the graphical signature sucbae and
time, Reason, Signed by, Title, andLogo.
A singlegraphical signaturean be displayed angu can select whether thggaphical
signatures a regulamgraphical signaturer Initials.

Signing Empty Signature Fields in Office 2007/2010

You can sign the content of an Office 20@¥10document by rightlicking an empty
signature field and selectirgign from theright-click menu. After performing the Sign
operation, nothing can be changed in the docurercept that other users can sign other
empty fields inside the document.
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Starting from CoSign version 5.4 standardigning ceremonys used for the purpose of
collectingthe information required for the digital signature operafidns includes creing
or editing agraphical signature, if desired.

To sign the content of an Office 2002010document:

1.

Right-click an empty signature field and sel&ggn from theright-click menu.

The Signing Ceremonglialog box appearsstarting from CoSign version4 thesigning
ceremonydialog isidenticalfor all CoSign applications.

CoSign - Sign this document

Flease verify that the content vou are signing is correct.,

Reqularz b lEditSignature... ] I+New5ignature...]

Graphical
signature
selection

|

Reason! [ authorize this action “ | Reseb..,
Title: CEQ
Sign as: John Miller Change...

I Sign ][ Cancel ]

Figure 30 StandardSigning CeremonyDialog Box

The dialog box may contain some or all of the following sections:

8§ Graphical signature selection i In the upper section of the dialog you aoecifythe

graphical signaturthat will be embedded inside theydal signaturelf you select to edit
the graphical signature or create a new artkalog of thegraphical image utilit appears
(Figure18). For explanations, refer to the explanations followkigure18.

The only difference is thah theNew Signaturelialog boxyou can chose to use a ore
time graphicalsignaturg(Figure31). The onetime graphical signature will be used only
for this specific digial signature operation amdll not be kept in the CoSign appliance or
CoSign software tokéNMiniKey.
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New Signature g]

Signakure

Signature name: |

(%) Image () Text only Used for: | Full signature -

[ Upload. .. ][ Create. ..

[]one time signature

[ Save H Cancel ]

Figure 31 NewSignatureDialog Boxwith OneTime Signature Option

8§ Reason i If aReason field is displayedsdect a reason from the predefined liseoter
you ownspecific reason for this signature operation.
Starting from CoSign version 5.thelist of predefinel reasonsdidentical for allthe
CoSign addns. This listis based o default list thatan ke editedby an admirstrator
usingthe configuration utilitrefer toSignature AP Reasonk If a user entera new
reasonall current reasons are in the ownership of the user and maintained lo¢h#y in
u s sRCdéccount.
If you click Reset, yourevert to the list of reasons administrated using the configuration
utility .

Title T If aTitle field is displayedenter the title of the signer.

Change 1 Clicking this link enables you to select the certificate taded as part of the
digital signature operation. The common name of the signer, as taken from the certificate
is displayedbn the same line as the link.

A digital signature operation is performed using the CoSign appl@mneaftware
token’MiniKey, base on parameters that were defined in$ignthis documendialog box
(refer toFigure 30) and theCoSign Signature Setwjalog box Eigure 28).

The fdlowing figure shows a samptaitcomeof the digital signature operation.

Mar 10 2008 4.55 PN
| | J

Figure 32 Sample Digital Signature in Office 2002010

LAdministrab:lr
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In this example, the top right of the digital signature includes the signaturandhtene The

center of he graphical signature includes the selegtegbhical signaturdf a graphical

signaturevas not selected, the signer6s name i s
i's displayed beneath the signatgewassdlectede, as

The following figure showsn invaliddigital signature.

War 10 2008 4:58 PM

b"tl \/
X A

Administrator

Figure 33 Sample Invalid Digital Signature in Office 2002010

Note: It is possible to generate an invisible digital signature. Refer to the SAPI
documentationdr information on how to generate an invisible digital signature.

Validating and Viewing Digital Signatures in Office 2007/2010

In an Office 200/2010document docx or .xlsx file), the visual display of the digital
signature indicates the validity of the digital signature. If an existing digitahsignis
invalid, it will be indicated in the document.

The following options are available when you riglitk a signed digital signature field:

Signatures X

&% Reguested signatures:
Signer 1
Signer 2

i) valid signatures:

Administrator 6/10/2([FF

Signature Details...
Signature Setup...

Remove Signature

Figure 34 Signed Digital Signature FieldRight-Click Options

8§ Signature Detailsi Di spl ays i nformation related to t
certificate, as shown iRigure 35.
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CoSign Signature Details =]

| Cerfficate |

Status: |The Signature Content is Valid

Signing Time: |3/10/2008 5:10:16 PM

Reason: |I am the Author of this document

Clese

Figure 35 CoSign Signature Details in Office 20020107 Signature tab

§ Signature Setup i Displays signature setup without the ability to modify the values. The
fields you can view are described@onfiguring Signature Settings in @ 20072010

8§ Remove Signature i Enables the user to remove the signature. After this operation is
acknowledged, the empty signature field is displayed.

@ Note: The optiorSign Again is not relevant for thé&RX Signature Line Provider.

Digital signatures are also listed in a special list of digital signatures that appears to the right
of the document. To display the digital signatures dither select therepare/View

signatures option from the main icon of Office 20201Q or select the digital signature seal
indication in the lower left side of the Office window.

The digital signature seal indication appears only if there is a sigragide
the document.

In the list you can see all unsigned signature fields and existing digital signatures of the
document. The rightlick options available in the list are the same as those available by
right-clicking a digital signature or emptygsiature field inside the document.

Validating Digital Signatures without Using the ARX Signature Line Provider

Digital signatureshat were attached using CoSign in Office 2@0Z0can be validated

without using CoSignThis is useful if you receive documents from a company or

organization that uses CoSign internally.

I f the signer 6s c Worldwideverffigble €A, yorneedoat gedotre d by a
any action prior to the validation process.

To validate signatures:

1. Obtain the organi zat iceo filéd BomR @@ble réprese@ativet i f i c at
of the organization using CoSign.
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ROOT CA Cert

2. Il nstall the organificgeati onos
t he or Gaobign Verdieri on o s

Al ternatively, instal/l
software.

Note: If an external CA is used, or the CoSign certificate is basedworidwide
verifiable CA, there is no need to install the ROOT certificate.

@ Note: An installation of &ROOT CA certificate is not required in a CoSign
Desktop installation.

3. Validate the signature (refer Malidating Signatures

Note: Although you are able to view thegidal signature, you cannot activate the
Signature Settings andSignature Details options. Microsoft Office will validate th:
digital signature and display the valid/invalid image according to the validity of t
digital signature.

Using the ARX Office 2007/2010 7 CoSign Signatures Toolbar (Ribbon)

The ARX Office 20072010Signature Line Provider includes a Toolbar (Ribbon) that
provides thedllowing functionality:

8§ SigniPerforms a AOne Touch Signingod operatic
field in thecursorlocation and performs a signature operation on the new field. Refer to
Adding Signature Fields in Office 20@010andSignirg Empty Signature Fields in
Office2007201Q

§ Add Signature Field T Creates a new signature field in thesorlocation. Refeto
Adding Signature Fields in Office 20@01Q

8§ Help 1 Displays the CoSign help module. This option is similar to selettéhgin the
ARX Legacy Addin.

8§ About T Displays the CoSign Signatukéne Provide About window. The window lists
the current version of the ARX Signature Line Provider and some general ARX
information.

)Egﬂ le - 15 =
Y
—/ Home Insert CasSign
; j () Help
: = @) About
Sign Add Signature
Field

Cosign Signatures

Figure 36 ARX Office 20072010Signature Line Provider Toolbar (Ribbon)
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Signing Word and Excel Documents i Office XP/2003 Style

CoSign enalds you to add digital signatures, as well as graphical signatures, to Word and
Excel documents in Office XP, Office 2003ffice 2007and Office 2010using the ARX
Legacy Word Addn plugin. To enable the pluin, you must install th&RX Microsoft

Offic e component .

@ Note: The ARX Legacy Word Adid for XP/2003 and ARX Legacy Excel Addor
XP/2003 are relevant also for Word and Excel 2@01Q unless otherwise stated. Thu
you can use the ARX Legacy Word Addnd ARX Legacy Excel Adldl for .docx and
xlsx  files, in addition tadoc and.xls files.

Overview

The signing process and the configuration of its various options are carried out using the ARX
Legacy Word Adein menu ortoolbar, and the signatr e s éclick meguh t

The basic signing process consists of placing signature-ptaders (orsignature fieldyin

the desired locations in the document, and signing each field. After signing, you can validate

the signatures. Validation assures yoat tihhe document was not modified after it was signed

and that a trusted CA approved the signersbd

During the signing phase, enteribgsign modgrovides the options of changing the size,
location, and layout of signature fields, as well dstiteg signature fields from the document.

You can optionally create a chronological dependency between signatures in a document. In
Independent modi¢he order of signing is not important.ependent moden attempt to
re-sign a signature invalidatel the digital signatures created after that signature.

CoSign supports two types of signatures: corbased signatures, which sign the textual and
other visible content of a document, and-blesed signatures, which sign the entire file. In
Word, bothsignature types are supported. In Excel, only corlianed signatures are
supported.

If contentbased signatures amsed, you can either sigine entirecontent of the document or
a certain section of the document.

Sectionbasedsigning ishighly suitabde for workflow procedures where every signer fills in
his/her relevant content and sgghe relevant content as part of the workflow.

The following sections describe the ARX Legacy Word Addenu and toolbar, followed by
a detailed stepy-step explan@on of the signing process, including sections with detailed
explanations of the various options and dialog boxes.

It is also possible to use th&RX Legacy Word Adein in Office 20072010on Word 2003
documents. To do so, activate thed-Ins tab in Word20072010Q Both the ARX Legacy
Word Addin menu and its toolbar will appear.
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ARX Legacy Word Add-in Menu

The ARX Legacy Word Addhn plugin includes a&oSign menu that can be activated from
the menu barfahe Office application.

dow | CoSign | Help
f . Sign B

Add Signature Field

||n'eL

Design Mode

Co
view All Signatures I :

Walidate All Signatures

Clear all Signatures

Configure Signature Defaults

Toolbar Settings

@0y Lk K PN

Help

About

<

Figure 37 CoSign Menu

TheCoSign menu includes the following options:

Menu Option

Description

Sign

All-in-one signature operation. Generates a hew empty digital signature field
cursor location, and perfais a signature operation on this newly generated fiel

Add Signature

Inserts a new empty digital signature field at the cursor location. The field disj

Field the text: ACoSign Digital Signatur
Design Mode Toggles in and out of Design mode.
For nore informationrefer toUsing Design Mode
View All Displays signatures attached to the document.
Signatures For more informationrefer toViewing the #jnatures List
Validate All Checks the validity of all existing digital signatures, and updates the images c
Signatures signatures according to their validity status.
Clear All Removes all digital signatures but keeps the digital signature fields.
Signatures
Configure For more informationrefer toDefault Signature SettingsGeneral Parameters
Signature
Defaults
Toolbar Configures which buttons are displayed in the ARX Office toolbar.
Settings Referto Configuring the ARX Legacy Word AddToolbar.
Help Displays this chapter in eimne Help format.
About Displays version information about tA&X Legacy Word Adein, and a link to the

ARX web site.
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ARX Legacy Word Add-in Toolbar Options

ARX Legacy Word Adédn includes a Digital Signatures toolbar with the following buttons:

Button | Task

[ Toggles in and out of Design mode.
For more informationrefer to Using Design Mode

= All-in-one signature operation. Generates a hew empty digital signaturatfieédcursor
location and performs a signature operation on this newly generated field.

=9 Inserts a new epity digital signature field at the cursor location. The field displays the
fiCoSign Digital Signatureo.

= Displays signatures attached to the document.
For more informationrefer toViewing the fjnatures List

v Validate All signatures.
Checks the validity of all existing digital signatures, and updates the images of the
signatures according to their validity status.

27 Clear All signatures.
Removes all digital signatures but keeps the digital signfitids.
Pt Configure Signature Defaults.
For more informationrefer toDefault Signature SettingsGeneral Parameters
T ARX Legacy Word Adein Help.
Displays this chapter in eline Help forma
(3] Displays version information about tA&kX Legacy Word Adein, and a link to the ARX
web site.

Configuring the ARX Legacy Word Adth Toolbar
You can specify which buttons appear in theXARegacy Word Addn toolbar.
To specify which buttons appear in the toolbar:
1. SelectToolbar Settings from theCoSign menu.

The Select Buttondialog box appears.
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Select Buttons g‘
Button Types
[ Sign [ Clear &1 Signatures
[ &ddsignature field [~ Configure Signature Defaults
I Design Mode [ Help

I Wiew &l Signatures [ About
I Walidate &l Signatures

Cancel

Figure 38 Select Buttons Dialog Box
2. Check the boxes corresponding to thellbar buttons you wish to display.
3. Click OK.

@ Note: In Office 2007201Q both the toolbar and the CoSign menu are located inside
Addins ribbon.

Signing and Validating Signatures in Word and Excel Documents

The following sections describe the basic signing process, which includes the following
phases:

§ Signing a document (refer gigning a Document with Rigital Signaturé.

8§ Viewing signatures éfer toViewing Digital Signaturés

§ Validating signatures (refer Malidating Signatures

In addition, if you modify the document aft&igning it:

8§ Modifying a signed document (refer kbodifying Documents Containirgigital
Signaturek

Signing a Document with ®igital Signature

To sign a Word or Excel document digitally, place digital signature fields in the desired
locations, and sigaach field.

To place digital signature fields:
1. Open the document you wish to sign.
2. Position the cursor where you wish a signature to appear, an(a-i_ck
A digital signature field is created. The

Notee To change the fieldbds size, | ocat

clicking & in the toolbar. When you finish modifying the field, cli&again to
toggle out of Design mode since you cannot sign a document in Design mode.
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3. Repeat step 2 for evesjgnature field you wish to create.

@ Note: You can clickE to generate a digital signature field and automatically
perform a digital signature operation.

@ Note: If you are signing an entire Word document using either ebfilsed or a
contentbased ginature, keep in mind that after the first signature is generated,
not possible to add new digital signature fields to the document. Thenefake
sure to first create all the desired digital signature fields before you begin the
process of signinthem.

To sign each signature field:
1. Rightclick the signature field and selegign from theright-click menu.

The standar&igning Ceremonglialogbox appearsenabling youo enter all signature related
parameterg-or a description and explanationsfer toSignirg Empty Signature Fields in
Office 20072010

Note: In Word, when using fikbased signatures, if you are working with a new
document, you are prompted to save it duringdigétal signature operation.

Note: When you send a document to Print, all the signatures are automatically valid
so that the printout will display the updated state of the signatures.

Note: When using the ARX Legacy Aiddn Office 2007201Q you cannot use file-
baseddigital signature in a .docx formatted documehyou try to do so, merror
messaga@ppears

Clearing or Deleting Digital Signatures

You may wish to delete signature fields or clear the digital signatures inside them.

To clear a digital signature from a digital sighature field:

1. Rightclick the field, and seleatlear from theright-click menu.
The digital signature is deleted from the field. The field itself remains intact.

To delete a digital signature field:

1. Switch to Design mode by clickir& in the toolbar.

2. Select the field and clicloelete from your keyboard.

The digital signature field is deleted from the document.
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Viewing Digital Signatures

Each graphical signature is displayed in the document along with one of the following
validation symbols:

8§ J'I' Signature is validated.
§ £ i Sigmature is not validated.
8§ ?T Signature needs to be validated, or is in an unknown state.

If the signer hasreateda graphical signature inside CoSign and configured it to display a
graphical signature (refer efault Signature SettingsGeneral Parametejsthe graphical
signature is displayed on top of the validation symbol.

Figure 39 Graphical Signature

If the signer has natreateda graphical signature, the name of the usersiglayed on top of
the validation symbol.

IMiljer

Figure 40 Digital Signature without Graphical Signature

If the following elements were selected in efault Signature Settingdialog box, they will
also appear in the signature field (refeDiefault Signature SettingsGeneral Parametejs

8§ The signerds common name.
8§ The date and time of the signature operation.

8 The reason for the signature.

Miler o A
Nov 26 20%{{%’,1 29 AM
| am approving this document

Figure 41 Signature with Additonal Details
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Validating Signatures
To validate a graphical signature attached to a document:
1. Open the document.

2. Rightclick the signature and sele¢tlidate from theright-click menu.

You can configure the ARX Office pltig to perform an automatic validation of all digital
signatures tht exist inside the document. RefeiSting Microsoft Office Configuration

For information on how t o Viewingthe 8nhtaeresldst. gnat ur e s ¢

Modifying Documents ContainindDigital Signatures

Modifying the signed data in a Word or Excel document invalidates all its relevant signatures
(depending on the signature scope) an ¥uis displayed in eackignature field. Refer to

Word Specific Signing FeaturasdExcel Specific Signing Featurés more details about

the different signing jations in Word and Excel, which define the scope of the digital
signature.

If you attempt to save a fillbased signed Word document that is modified, the following
message appearsSavi ng wi | | remove al/l di gital signatures
toc o nt i nToadate the file based signatures and save the documentyedick

Word Specific Signing Features

The CoSign Client enables generating two new cotlieséd types of signatures in Word
documents, in addition to the fileased signature:

8§ Document content signatureé” This is the new default signa&urThis signature signs the
entire textual and visible content of the document, but not the entire file.
This mode is recommended in document management systems to avoid file access or
network access to the document file.

§ Section based signaturé Signs oty the content of a specific section in the document.
This functionality is useful for Word documents that are based on workflow operations.
Using sectiorbased signatures, each signer edits and signs a specific section, in no way
affecting the signaturesn other sections.

For backward compatibility, the flbased signature can also be used.

Note:Currently, SAPI (CoSi gn 0 shasedsigmatare ur €
operationson a given Word file.

Excel Specific Signing Features

In Excel, only contenbased signatures are supported.-bdsed signatures are not supported.
You can selectdih the scope (workbook, active sheet, or selected area), and the content
within the scope that will be signed.
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The different scopes include:

§ Active sheeti All the relevant content in the active sheet will be signed. Any change in
the relevant content wiin the active sheet will invalidate the signature, while any change
in other sheets will have no effect on the signature.

This is the default value.

8§ Workbook i All the relevant content in all the workbaiksheets will be signed. Any
change in the relew content within any sheet of the workbook will invalidate the
signature.

§ Selectioni Only the relevant content in the cells of the selected area will be signed. Any
change in the relevant content of any of the selected cells will invalidate the signature
while any change in other cells will have no effect on the signature. You must select the
cells before signing the signature field, and you can only sign a single continuous
selection, not multiple selections.

Note: To view which selected area a specgignature applies to, rightlick the
signature field and sele&how from theright-click menu. The signed cells are
highlighted.

The different values for the signature content include:

8§ Cell Valuesi The values of the cells will be signed.

8§ Cell Formulai The cell formula will be signed.

@ Note: If the cell formula depends on other unsigned cells, then even if the v:
of those cells change and cause the selected cells value to change, as long
formula remains the same, this change does natlichate the signature.

8§ Cell Propertiesi The following cell properties will be signed: font name, font style
(indicating whether the text is bold or italic), font size, hide row, and hide column.

Configuring Signature Defaults

TheDefault Signature Settinglialog box enables setting defaults for the appearance and
other parameters of the graphical signatures.

Note: You can configure defaultsimg the CoSign Configuration Utility. Refer to
Sdting Microsoft Office Configuration

You can set general defaults for all signatures in a document, or configure a specific signature
field.

To corfigure signature defaults for all signatures in a document:

8§ From the Digital Signatures toolbar, clif"«_

Note: The new signature defaults only affect future signature fields, not exis
ones.

53



CoSign User Guide

To configure a specific signature field:
@ Note: You carconfigure a specific signature field only if the field is empty.

8 Rightclick a signature and selesgttings from theright-click menu.
The Default Signature Settinglialog box includes the following tabs:

§ Settings i Enables setting general signaturegoaeters. Refer tDefault Signature
Settings General Parameters

8§ Time Format 1 Enables setting date and time parameters. Ref@efault Signature
Settingd Date and Time Format

8 Scope of Signature i Enables setting the different signing options for Word documents
or Excel documents. Refer Refault Signature SettingsScope of Signature (Wordhd
Default Signature SettingsScope of Signature (Excel)

§ Signature Policy i Enables defining Sighature operation policy. At this stage, you can
only define who can clear an existirigrgature. Refer tefault Signature Settindgs
Signature Policy

Note: TheMicrosoft Office Compatible Signature field in theSettings tab is enabled
only in Word.

Default Signature Setting$ General Parameters

Default Signature Settings g|
Settings l Time Format] Scope of Signature] Signature F'olicy]

Signature
[ Dependent
[~ Microsoft Office compatible signature

Shiow
[v Date and time Graphical image
v Reason W Sinnature

[+ Signed by ™ Initials

[ Tite Field Siyle
[ Logo

™ Transparent
Captions

[ Date and time

[ Reason

[ Signed by

[ Title

Restore Defaults
ak. | Cancel |

Figure 42 Default Signature Setting$ Settings Tab
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In theSettings tab you can set the following signature default settings:

§ Signature

8§ Dependent i Specify whether the digital signature is dependent or independent. For
more information on setting up dependent signatures, refergosing Dependency

8 Microsoft Office compatible signature i Relevant only to Word documentbthis
option is set, the ARX Word add generatean XP compatible digital signature that
can be validated in Word XP or Wo2®03 without installing a plun.

This option has differing functionality depending on the type of digital signature. If
the digital signature is contehised then the ARX Womddin generates an
additional XP compatible signature.

If it is a file-based digital signature, the generated digital signature is an XP
compatible signature. Refer Malidating Signatures in WordocumentdVithout

Using the ARX Legacy Word AddPlug-in.

When using Office 200201Q keep in mind that there is a difference between
signatures that are applied to .doc documents and signatures that are applied to .docx
documents. This section is relevamly for .doc documents. In this case, the whole
document is locked and therefore after performing such a signature, you cannot
perform any modification to the document, including clearing the digital signatures.

8 Show i Specify which elements will appeas part of thgraphical signaturef the
digital signature:

8 Date and time i Whether to display the date and time of the signature.

8 Reason | Whether taask the user to enter a reason for the signature andigpay
the reasoms part of theignature.

Signedbyi Whet her to display the signerés nart

8§ Title T Whether to ask the user to enter his/her title and then display it as part of the
signature.

Logo i Whether to display bbgo image

Graphical image T Whether o display agraphical signaturdf the user selects
Initials, aset of nitial is displayed.

§ Field Style i Specify the signature field style.

§ Transparent i Whetherthevisible sgnatures trangarentWhena signature is
transparent,thd o c u me nt 6 s tthe signaturdéexd ie motrfulya t h
overwritten by the visible signature elements.

Keep in mind that in order fdhis parameter to takeffect, you should specifyhe
In Front Of Textayoutfor the signature fiel@refer toFigure 48in Using Design
Mode.

In addition, this setting will apgi only to signatures generated after you set this
setting.

§ Captions i Specify whether to display the title of the element, for the elements selected in
theShow section.
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8 Restore Defaults i Click to restore all the default values.

This field is available only when clickir# to configure defaults for all signatures in the
document.

Default Signature Setting$ Date and Time Format

(%)

Default Signature Settings

Settings  Time Format l Scope of Signature ] Sighature F'oliu:_l,l]

Format
Date Format:

Time Format: |h:mm tt ﬂ
[~ Digplay GMT Offset

D ate format notation

dd = day of month az digits with leading zero.
dddd = day of week az itz full name.

G5 = month as digits with leading zero.

bed bl bl = month az a three-letter abbrerviation.
bbb b =manth az itz full name.

y = year az last bwo digits.

Py = year reprezented by full four digits.

Tirne format notation
h = hour m = minLte 3 = second t = am ar prm
h=12hours H =24 hours
hh, mm, s5 = leading zero
b, = = ho leading zeno

ak. | Cancel

Figure 43 Default Signature Setting$ Time Format Tab
In theTime Format tab you can set the following signatuefalilt settings:

8§ Format 1 Use the drogown lists to specify the desir&hte FormatandTime Format
The date and time format notation are explained in the dialog box.

§ Display GMT Offset i Specify whether to display the time zone of the signature operatio
in relation to GMT.

@ Note: The signature time is taken from CoSign, while the time zone is taken
the local machine.
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Default Signature Setting$ Scope of Signature (Word)

Default Signature Settings BJ

Settings] Time Format  Scope of Signature ] Sighature F'nlic:y]

Scope

" Entire File I

" Containing Section
& |

I addition to text, signature applies ta
[t relewant for "Entire File’):

[ Location & Size of Tables and Objects
[ Active Properties

[v Field codes [fields of text that are updated automatically
such as Date and Header/Foater information]

[v Form Fields & Content Controls

Ok | Cancel |

Figure 44 Default Signature Setting$ Scope of Signaturdab (Word)

In theScope of Signature tab that appears in Wargou can set the following signature
default setiigs:

8

8

Scope i Specify the content to be signed:

8 Entire File T The Word file itself is signed.
You can specify whether the created signature will be compatible with
SharePoin2007by selecting th&harePoint 2007 Compatiblecheckbox.

8 Document Content i All the text and visible content of the document is signed.

Containing Section T The content of the current section is sigrigelectthis option
if you intend to use sectidmased signing.

§ Section Number i The content othe specifiedsection is signedselectthis option if
you intend to use sectidrased signing. This option is used in cases wiere
document has special page that contains digital signatures for sections that appear in
other locatims in the document.

In addition to text, signature applies to T Enables specifying that additional information
be signed in the case of a contbated signature.

§ Location & Size of Tables and Objects T The location and size of tables and objects
within the scope of signature are also included in the digital signature. This may cause
a signature validation failure if content changes.
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8§ ActiveX Properties T Information related to ActiveX objects embedded into the Word

document. If this option is neelectedall ActiveX information (such as ActiveX
identification) will not be included ithe digital signature

If this option isselectedlimited informationaboutthe ActiveX object will be
included inthe digital signature

8 Field codes i Field codes are tefields that are updated automatically, such as Date

and Header/Footer informatiolfithis option is not selectedhe signing process
includes the dynamically changingluesof thefield codes This may cause a
signature validation failure the valueshange.

If this option is selected, the signing process includes the field codes, but not their

dynamically changing values. It is therefore recommended to leave this option
selected.

8 Form Fields & Content Controls i The signing process includes form figldnd

content controls. This may cause a signature validation failure if content changes.

Default Signature Setting$ Scope of Signature (Excel)

Default Signature Settings EJ

Settings] Time Format Scope of Signature l Sighature F'oliu:_l,l]

" Workboaok

" Selection

Signature content

v Cell value

[~ Cell farmula

[ Cell properties

ak. | Cancel |

Figure 45 Default Signature Setting$ Scope of Signature Tab (Excel)

In theScope of Signature tab that appears in Ex¢gbu can set the following signature
default settings:

8§ Scope i Specify the cefl to be signed:
8§ Active sheet i All the relevant content in the active sheet will be signed.

8 Workbook i All the cells in the workbook will be signed.
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§ Selection T Only the cells of a specific selectarka will be signed. There are two
ways for specifying the selected area to be signed:

8§ Specify the top left and the bottom right cells of the desired area, separated by a
colon, in theselection field. Refer toFigure46 for an examp.
In this case the signer merely rigtlicks and signs the signature field.

Signature Seitings §|

Settings] Time Format — Scope of Sighature l Signature F'u:uli-:_lrll

Scope

" Achve sheet

Signature content

[v Cell value

[ Cell farmula

[ Cell properties

k. | Cancel

Figure 46 Default Signature Setting$ Scope of Signature Tab (Excel) SelectionField Values Example

8 If no selection is specified in thelection field, thesigner selects the cells to be
signed and then rigidlicks and signs the signature field.

§ Signature content i Specify the cellselated content to be signed:
§ CellvalueT The cell values will bsigned.
§ Cell formulai The cell formula will be signed.

8§ Cell properties T The following cell properties will be signed: font name, font style
(indication whether the text is bold or italic), font size, hide row, and hide column.

@ Note: You must set eitheell Values or Cell Formula or both.
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Default Signature Setting$ Signature Policy

Default Signature Settings E|

Settings] Time Formatl Scope of Signature  Signature Policy ]

Clear Policy

Signature can be cleared by: Anyone

ak. | Cancel

Figure 47 Default Signature Setting$ Signature Policy Tab

In theSignature Policy tab you can set the following signature default settings:

8§ Clear Policy i Specify the policy for clearing an existing signature field:
8 Anyone i Anyone can clear the signaie field.
8 No Onei No one can clear the signature field.
8 Signer only i Only the signer can clear the signature field.
Imposing Dependency
You can use the Dependent Signatures option to impose a chronological hierarchy of
signatures. For example, when you wish to ensure tthiat@ment will be signed first by the
document 6s author, then by the authords superi

To impose dependency in the digital signature process:

1. From the Digital Signatures toolbar, cIi}«_

The Default Signature Settinglialog box appears.

2. IntheSettings tab, selecDependent signature type (refer tDefault Signature Settinds
General Parametejs
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All signature fields you place in this document are fields for deeet signatures, and the
order of the signing dictates the hierarchy of the signatures. For example, in a document
with four signatures, an attempt tesign the first signature will invalidate the second,
third, and fourth signatures; an attempt t@ign the second signature will invalidate the
third and fourth signatures; while an attempt tsign the last signature will not

invalidate any signature.

Position the cursor where you wish the first signer to sign, and ko insert a
signature field

Continue inserting as many signature fields as desired, taking care to place the second
field where you wish the second signer to sign, the third field where you wish the third
signer to sign, etc.

A document with dependent signatures should typicallfaio text within the document that
details the correct order of signing, and directs the signers to their respective signature fields.

Dependency in Excel

Dependency in Excel is based on the type of signature, as follows:

8

8§

Signhatures based on an activeathare dependent only on signatures inside the active
sheet and not in other sheets.

Signhatures based on a workspace can be dependent on signatures in other sheets in the
same workspace.

Dependency cannot be enforced on signatures that are based aneal selea.

Using Design Mode

Design mode enables you to change the size, locatimhlayout of the signature field, as well
as delete a signature field.

To use Design mode:

1.
2.

Click B£ in the toolbar to switch to Design mode.

Perform any of the following, as desired:

§ Modi fy the 1 S$ekdtthedsgnalure tell and move orzegshe field.
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object
c hange -didkte signature fiefd s

and selecFormat Control from theright-click menu. Thecormat Controldialog

box appears.

Format Control

X

YWeb

Wrapping style

o d o d o

~

In line with kext Sguare Tight

Hotizontal alignment

) Left ) Center ) Right

Behind kext  In Front of text

(%) Other

[ o

l[ Cancel l

Figure 48 Wo r d 6 s

Signature

Field For mat Control

Use theLayout tab to specify the layout settings of the signature field.

Use thesSize tab to specify the size settings of the signature field.
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8

Documents

I n Excel,
click the signature field and selgairmat Object from theright-click menu The
Format Objectdialog box appears.

Format Object

Colors and Lines

Fill
Color;
Transparency:
Line
Color;
Dashed:
Conneckar:
Arrons
Beqgin style:

Beqgin size:

you

can

change

X

Size Picture Protection || Properties Wweb
L |
< » 0% £
Mo Line - Stwles
Weight:
End style:
End size:
[ oK ] [ Zancel

]

Figure 49 Excelé Signature Field Format Object Dialog Box

5

tproperties.iRight d 6 s

Use theColors and Lines tab to specify theolor and line settings of the signature

field.

Use thesSize tab to specify the size settings of the signature field.

Use theProperties tab to specify the positioning and printing options of the

signature field.

8 Delete the signature fieldSelect the field and press Delete on your keyboard.

3. When you finish modifying the signature field, clil again to toggle out of Design

mode.
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Viewing the Signatures List

In theDigital Signaturedialog box you can view the list of all actual signatures in a
document. If the signatures are dependent, you can view the dependent signatures of a given
signature.

Digital Signatures

Signatures

The following Digital Signatures are contained in the file:

Sigrer Digital 1D izzued by Signature D ate
\( John Smith AR CoSign Feb B 2008 2:41 P

About 0K

Figure 50 Digital Signatures Dialog Box

To view the list of all signatures:

8§ From the Digital Signatures toolbar, cli%.

TheDigital Signaturedialog box appears, showing all actual signatures (not signature fields)
in the document.

To view dependent signatures:
8§ Rightclick a dependent signature and sel@siendencies from theright-click menu

TheDigital Signaturedialog box appears, showing all the signaturesvhich the specified
signature depends.

Note: In Excel, signatures that apply to a selected area never depend on other
signatures. Thereforselectingthe Dependencies option for such signature fields
will show no signatures in the Digital Signhatuidialog box.
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The icon to the | eft of the signeros
Icon Task
+ Both the signature and certificate are valid.
W A minor problem is detected (for example, the ROOT certificate is not inst
on this mache and therefore the certificate cannot be validated).
[x] A major problem is detected (for example, the document was tampered w

after signing).

To view additional information about the signatures and certificates, reségnature

Details

Signature Details

To view additional information about the signatures and certifiates:

1. Open theSignature Detailglialog box in one of the following ways:

8

Select a signature in thiRigital Signaturegdialog box and cliclbetails. The
Signature Detailslialog box appears.

Right-click a signature field within the document and sef@tails from theright-
click menu TheSignature Detailglialog box appears.

Signature Details g|
Signature ]
E Status:; This signature iz OK.
Signinig tirne: |Mar 11 2008 10:24 Akd
Sigred by |Scu:|tt Smith
E-mail |$cntt@ar:¢.cnm
Certificate ]

Status: | This certificate is OK-

Wiew Certificate

Issued by |AH><_Co5ign_DEMU_m

Expiration date: |Friday, b ay 09, 2008 3:40 P

Figure 51 Signature Details Dialog Box

5

name
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2. To view certificate information, clickiew Certificate. TheCertificatedialog box
appexrs.

@eneral | Details | Certification Path

e,
Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer

* Proves vour identity bo a remoke computer

* Ensures software came from software publisher

* Prokects software from alkeration after publication
* Prokects e-mail messages

+ Allows data ko be signed with the current time

Issued to:  Scott Smith

Issued by: ARX_CoSign_DEMO_CA

valid from 5/9/2007 to 5/9/2008

Figure 52 Certificate Dialog Box

TheCertificatedialog box includes the following tabs:

8

General i Provides general certificate information, including the intended use of the
certficate, to whom the certificate was issued, the certificate issuer, and the
certificatebs expiration date.

Details T Provides additional details about the certificate.

Certification Path T Provides information about the certificates at a higher
hierarchcal level in the chain that approve the current certificate.

Validating Office Signatures by a User Not Using CoSign

The following sections describe how a user who is not using CoSign can vdigltae
signatures that were attached using CoSign.
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Validating Signatures Using the ARX Lega Word Addin Plug-in

If you are not using CoSign, you may still validate signatures that were attached using CoSign.
This is useful if you receive documents from a conypar organizatin that uses CoSign

internally.

To validate signatures:

1. Obtain the following from a reliable representative of the organization using CoSign:

8§ A copy ofA R X @osSignVerifier that includes the ARX digital signature plirgfor
Word and ExcelThis copy can be installed using fBeSign Verifiersoftware.

8 The organi zati onodscerRI®OOT CA Certificate (

Note: For instructions on how to install the ROOT certificate toeax file, refer
to Installing the ROOT Certificate for ValidatidPurposes

2. Install the Cosign Verifier ~ from the ARX web site or from the organization that has
an installed CoSign applianéefer tolnstalling the CoSign Verifi¢r

3.1l nstall t he or gani z gqreféer minshabing BiOROOT Ceftific&te r t i f i
for ValidationPurpose¥
Al ternativel y, i RQQATE&A Certificateeusingrthgasign Verdieri on 6 s
software.

Note: If an external CA is used, or the CoSign certificate is basedwor&dwide
verifiable CA, there is no need to install the ROOT certificate.

Note: There is no need to install the ROOT C&tificate in a CoSign Desktop
installation.

4. Validate the signature (refer Malidating Signatures

Validating Signatures in WorddocumentsWithout Using the ARX Legacy Word Adith
Plug-in

If you do not wish to install CoSign nor the ARX Legacy Word Aaldyou can still view the
signature that was attached using CoSign and validate it, without installing ARX\._eg
Word Addin. This is useful if you receive documents from a company or organization that
uses CoSign internally.

This operation is applicable for Word XP, Word 2003, Word 280F Word 2010in cases
where there is a singt#igital signature inside #gndocument.

Note: Although the signature can be viewed, the rgitk menu is not available. It is
available only when thARX Legacy Word Aden plug-in is installed.

To validate a digital signature without using CoSign, reféfiewing and Validdng
Signatures without Graphical Images in Word and Exd&12003
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Signing Word and Excel XP/2003 Documents without Graphical
Sighatures

Word and Excel XP/2003 support digital signatures, enabling seamless integration with
CoSign. Only theARX CoSign client needs to be installed and no additional gheyare
required to digitally sign or validate a signatureaidocument. For information on installing
this component, refer tmstalling the CoSigi€lient

Signing a Word or Excel XP/2003 Document without a Graphical Signature

To sign a document in Word or Excel XP/2003 without a graphical signature:
1. Open the document you wish to sign in its associated application.
2. Open heTools menu and sele@ptions. TheOptionsdialog box appears.

3. Select thesecurity tab and clickDigital Signatures. TheDigital Signaturedialog box

appears.

Signatures l

The digital signature generated by OFffice may not constitute a
legally binding signature, For more information, read about digital
signatures in Help,

The Following have digitally signed this document:

Signer | Digital ID Issued By | Date
=1 30hn Miller my-Ch 2{18/2010
< >

Iv Attach certificates with newly added signatures

Wiews Certificate. ., | Remove |
Help
Ok Cancel |

Figure 53 Digital Signature Dialog Box
4. Click Add. The Select Certificatelialog box appears, listing all your certificates.

5. Select the desired certificate and cl@K. Your signature is appendedtte list in the
Digital Signaturedialog box.

6. Click OK. The document is saved and your signature is attached to the document.

Note: You can attach several digital signatures of different users to each Word or
ExcelXP/2003 document.
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Viewing and Validating Signatures without Graphical Images in Word and
Excel XP/2003

To view attached signatues that do not contain graphical images:

In Word XP/2003:
1. Open the document in Word XP/2003.

2. In the status bar at the bottom of the window, dowhtk . TheDigital Signature
dialog box appears and all the valid certificates are @ygpl. If this icon is not visible, no
signatures are attached to the document.

In Excel and Word XP/2003:
1. Open the document in Word or Excel XP/2003.
2. Open theTools menu and sele@ptions. TheOptionsdialog box appears.

3. Select thesecurity tab and clickDigital Signatures. TheDigital Signaturedialog box
appears and all the valid certificates are displayed.

Signatures l

The digital signature generated by Cffice may nok constitute a
leqally binding signature. For more information, read about digikal
signatures in Help,
The Following have digitally signed this document:

signer | Digital ID Issued By | Date

2 John Millsr - 2j18/2010

< >
=

Views Certificate. .. | Add... | Remove |

Help
ak | Cahicel |

Figure 54 Digital Signature Dialog Box

Office XP/2003 also checks whether the certificate exists in a Certificate Revocation List
(CRL). If the certificate exists in a CRL, you receive a validation error.

Note: If the document has been tampered withy cannot view its certificate. In Excel
there is no indication at all that the file was ever signed.
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Note: In Excel XP/2003, the window title of a signed document indicates that the
document was signed, but the status bar at the bottom of the wilbédswot display the
validation status of the signature.

To validate digital signaturesin Excel and Word XP/2003

1. Obtain the ROOT CA Certificatecer file) from a reliable representative of the
organization using CoSign.

2. Il nstall the organi z qreféer minsbaling BIOROOT CeftificEBte r t i f i ¢ a
for ValidationPurposes

Note: If an external CA is used, or if the CoSign certificate is based on a
Worldwideverifiable CA, there is no need to install the ROOT certificate.

Note: There is no need to irat the ROOT CA certificate in a CoSign Desktop
installation.

3. Click View Certificate to view the certificate information and verify that its CRL and
certificate chain are correct.

Signing PowerPoint XP/2003 Documents

CoSign enables you to add and val@signatures in both PowerPok®P and
PowerPoin2003.

In PowerPoint XP/2003 documents, perform digital signature operations in the same manner
as in Word/Excel XP/2003 documents (refeStgning Word and Excel XP/2003 Documents
without Graphical Signaturés

Note: In PowerPoint XP/2003, the window title of a signed document indicates that tr
document was signed, but the status bar at the bottom of the windowotidesptay the
validation status of the signature. To validate a digital signature, dliel Certificate in
the Digital Signatureslialog box.
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CoSign enables gerating and validating graphical digital signatureslicrosoft InfoPath
2007/2010Gormsusing the InfoPath 2007/2010 buiitt support for digital signatures.

TheInfoPath2007/2010 digital signatum@echanisnsupports multiple and sectional digital
sigratures.The solution is based gilacing digital signature fields insiéa InfoPath form

template This task is usually done by the desigiwhena userusesaninfoPath 2007/2010

form, theuserc an sign the formdos contents using Co

This chapter desibes how to design digital signature fields in InfoPath 2007/2010 form
templatesand how to sign an Info Path 2007/2010 form.

@ Note: It is assumed that the reader of this chapter has a working knowledge of Info
forms.

Note: CoSign versiosn5.6 andabove do not support earlier versions of InfoPath.

Noteel n this chapter, the term ACoSign
unless otherwise stated.

Note: In this chapter, all screen captures are from InfoPath 2010.

Understanding Digital Signatures in InfoPath

Signature Standards in InfoPath

The main differenceegarding signaturdsetween InfoPath 2007 and InfoPath 2010 is that in
InfoPath 2007, the digital signature is based on thdaedML digital signature ®ndard,

while in InfoPath 201@he digital signature is based on advanced XML digital signatures (i.e.,
XAdES).

Using Graphical Signatures in InfoPath

Youcanincorporate i si bl e i nformation such as the use
signature when using InfoPath 2007/2010. However, the available graphical signature is not
retrieved from the CoSign appliance or the software tokenKiyibutcan be selectechly

from the local disk of the signer.

If you wish to use a graphical signature stored in CoSign,can use the CoSign graphical

signature utility to copy graphical signatures stored in the CoSign appliance or the software
token/MiniKey to the local diskYou canthen incorporatéhe graphical imagdrom the local
diskduringthe InfoPath signing ceremony.
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Signature Scope and Number of Signers

A signature field iglefinedin a specific section ain InfoPattiform, but it can apply to any of

t he f eldseddssirdd.iWhehedesigneicreatesthe signature fieldhe designedefines

to which data fields in the form the new signature field applies. This can vary from a single
data fieldto anynumber of specifiedata fieldspr evenall data fieldsm the form.

It is also important to note that in InfoPath, a single signature field can include multiple
signatures from multiple signers.

This versatilityenablessariedsigning scenarios. The following are sotygical scenariosf
usingdigital signatue in an InfoPath form:

§ Alice fills in the form, and signs the signature field at the bottom of the form.

§ Alice fills in the form, and then Alice, Bob and Carol sign the signature field at the bottom

of the form.

§ Alice fills in section A and signs it, aftevhich Bob fills in section B and signs it, after
which Carol fills in section C and signs it.

Signing InfoPath Forms Using SAPI

It is also possible to design and prepare digital signature fields using InfoPatA@D@nd
thenuse SAPI to sign theseefis. Validating signatures can also be perforosdg either
InfoPath 2007/2010 or SAPI. For more information about SAPI, refer tGalségn
Programmer Guide (SAPRI)n addition, you can use the ARFileSign utility (described in
Chapter9: The ARFileSign Utilityto sign the InfoPath forrsimilarly to using SAPI.

Typical Work Flow for Using Digital Signatures in InfoPath

To enabldigital signaturein an InfoRath form the typical work flow is a follows:

1. Designing the formtemplatei A designer uses tHafoPathDesigner to build an
InfoPath form template.

2. Defining signature fieldsi To enable integrating digital signatures in an InfoPath form,
thedesignedefines one or more signature fields in the form template. Refeefining
Signature Fieldsn an InfoPath Form TemplateEach signature field is placed in a section
of the form template, anthe designerspecifies to which data fields the signature applies.

3. Publishing the templatei The designer publishes the template in an easily accessible
location so that users capen formsfill in information and sign. The designer can either
publish the fom template to a netwoskased file location or to Microsoft SharePoint
deployment.
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4. Filling and signing the InfoPath Formi A user uses InfoPath filler to open the form, fill
in information, and sign it. For instructions onrsigy, refer toSigning a Signature Field
in an InfoPath Form
Note thati is also possible to sign using SAB described in theoSign Programmer
Guide (SAPI)pr usingthe ARFileSign utility @sdescribed irChapter9: The ARFileSign
Utility ). In addition, you can use tl@Sign adebn for SharePoinsolution described in
the CoSign for SharePoint User Guide

The filled and signed form can be sent via email or managed dotheanent management
infrastructure

Depending on the type of forand workflow additional users may need to sign the form,
or to fill in more information anthensignit.

In addition, you can:

§ Validatea signaturei Refer toValidating a Signature in an InfoPath Form
Alternatively, you can us8API to verify the signature.

View signature detailsi Refer toViewing Signature Details in an InfoPath Farm

Remow a signaturei Refer toRemoving a Signatufeom an InfoPath Form

Prerequisites for Signing an InfoPath Form

CoSign enablegou to add graphical signatures to InfoPath forms in O#a@7201Q To
enable graphical and digital signatures, you must instalAxeCoSign Client
component. For information on installi@pSign clientrefer tolnstalling the CoSigiClient.

Note: BecausA RX6s sol ution for | nf-inkstalldtiondyouecan n ot
install Office2007/201(after the CoSign components are already installed.

Defining Signature Fields in an InfoPath Form Template

After designingatemplate for a InfoPath fornm(such as the form iRigure55), the designer

can add signature fields to the template. A signatule iSeadded in a specific section of the
form, but it can apply to any of the formbs
the signature field, you define to which data fields in the form the new signature field applies.
This can vary from aisgle data field, to angumber ofspecified data fieldor even all data

fields in the form.
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TRAVEL REQUEST

Business Purpose: F.equest Date:

11-Dec-11

Traveler Information

Name E-mail Address:
Trips
TRIP

From: To:

Dieparture Date: Departure Time: Dlm:lude hotel

11-Dec-11 | ] v/

Anytlme D Include car rental

D Round trip
E Add trip

Preferences
Trip Class: Car Class:

|Se|ect... V| |Select... b
Seat Location:
| Select... v| |:| MNon-smoking hotel room reguired
Notes

Figure 55 Sample InfoPath Form

To add a digital signature field to a sectionin an InfoPath form template:
1. Rightclick asection andelectSection Properties.

2. Select theDigital Signaturestab.




Signing InfoPath 2007/2010 Forms

Section Properties

Data | Display | Digital Signatures | Size | Advanced | Browser farms |

Digital signatures

[] allow users to digitally sign this section

| Madify. ..

Show signatures in the seckion
\When signed, make cankrals read-only

| Ok |[ Cancel ] Apply

Figure 56 Digital Signatures Tab

3. ChecktheAllow users to digitally sign this section check box
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Section Properties

Data | Display Digital Signatures | Size

Digital signakures

Advanced | Browser forms

Allow users to digitally sign this section
Sign the Following data in the Form when this section is signed:

90999 W Modify, ..
jujufaiais}
Add data Fhat can be signed., .,
=] = T = v
(04 l [ Cancel Apply

Figure 57 Digital Signatures Tali’ Allow users to digitally sign ttg section

4. In thedrop-down list, selecAdd data that can be signed.

The Set of Signable Dataindow appears.
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9.

Set of Signable Data @EI

Tvpe a name for the data that can be signed:
riFiglds
Fields and groups to be signed:

Iy iy Fields 'E'::

Signakure options
() Allow orly one signature
() all the signatures are independent {co-sign)

(") Each signature signs the preceding signatures {counter-sign)

Signature confirmation message:

Verify that the Farm or section wou are signing is correct, as well as
the additional information that will be stored with vour signature,

I l [ Cancel

]

Figure 58 Set of Signable Dat&Vindow

In Type anameé , nter a name for thgignature field

In Fields and groups to be signecblick to slect thedatafields to which this
signaturdfield applies Data fields are arranged hierarchically, so keep in mind that
selecting a node kts all its subnodes.

In Signature options, select one of the following:

§
§

Allow only one signature T Only a single signaturis allowed in this signature field.

All the signatures are independent (co-sign) i The signature field supports multiple
signatures, which are independent of each otheather words, the order in which
the signerdiave signedhas no significance. Th@actical implicatiorof this is thata
signe can resign by deleting his/her previous signature, and signing again.

Each signature signs the preceding signature (counter-sign) i The signature field
supports multiple signatures, but a signer cannot go back aighré someone else
has meanwhileigned. The practical implication of this is tlesignatureannot be
deletedf another signature has subsequently been agidéa: signature field

In the Signature confirmation messagebox, you can define the message thit appear
whenthe signemctivaesthe signature ceremony.

Click OK.

A digital signature field is attached to the section.
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The next step is to publish the template so that users can fill in forms and sign them. You can

either publish the form template to a netwbdsed file loction or to Microsoft SharePoint
deployment.

Signing a Signature Field in an InfoPath Form

Note: You can incorporate a graphical signature into your digital signature, provided
graphical signature is on the local disk. Therefore, if you wish to iraraetp a graphical
signature you stored in the CoSign appliance or the software tokei®jiniirst transfer
it to the local disk. To do so, use thewnload Images option in the Graphical Signature
Management ApplicatiorF{gure 17).

In forms that require signatures, the user typically signs a section after entering information
into the data fields of the section.

To sign a signature field:

1. Locate tle relevant signature fieiddication.This is theClick here to sign this section

link, usually located in the section you are fillimgor at the bottom of the form
(Figureb9).

From: To

Los Angeles Las Vegas
Departure Date: Departure Time: In’lude hotel
11-Dec-11 i Mornin v
9 Include car rental
I:l Round trip
H Add trip

Preferences

e iy L
Economy / Coach hd Compact A
Seat Location:

Aisle v

Ncn-smcking hotel room required

|
< J Click here to sign this section
e
—

Figure 59 Signature Field Indication

If you are signing a signature field that allows multiple signatures, it may already contain

several signatures. In that case, the signature field looks similar to the one shown in
Figure60.
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e
X Qe
Signed by: John Miller

Signed by John Miller View details
on Tuesday, December 13, 2011 1:02 AM (Pacific Standard Time)

X M&?w

Signed by Ashley Miller

Signed by Ashley Miller View details
on Tuesday, December 13, 2011 1:05 AM (Pacific Standard Time)

13-Dec-11

13-Dec-11

X Holin Do

Signed by John Doe

Signed by John Doe View details
on Tuesday, December 13, 2011 1:11 AM (Pacific Standard Time)

Figure 60 Signature Field Indicationwith Multiple Signatures

2. Pres<Click here to sign this sectionA Signwindow appears
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o See additional information about what you are signing. ..

Verify that the form or section you are signing is correct, as well as the additional
information that will be stored with your signature,

Type your name below, or didk Select Image to select a picture to use as your
signature:

X Select Image. ..

Purpose for signing this document:

Signing as:  John Miller
Issued by:  ARX_CoSign_DEMO_CA =

Figure 61 Sign Windowi Before Entering Signature

{[#5]
1]

3. To sign, you can either enter your nameselect a graphical image (not botlherefore,

in the boxadjacento the X perform one of the following:

8 Enteryour name
8 Click select imageé to select your graphical signature from the |dwaiddisk.
4. Optionally, enter the reason for signing in therpose for signing this document field.

Note: If you have more than one céitiate, you can clickhange to select the desired
certificate.
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The filled-in signature form will looksimilar to the following example

o See additional information about what you are signing. ..

Verify that the form or section you are signing is correct, as well as the additional
information that will be stored with your signature,

Type your name below, or didk Select Image to select a picture to use as your
signature:

X /a"“a{t@

Signed by: John Miller

Purpose for signing this document:

|I am the author of this document

Issued by: ARX_CoSign_DEMO_CA

Signing as:  John Miller

Sign ] [ Cancel

Figure 62 Sign Windowi After Entering Signature

5. Click sign.

The data fields to which this signature apply sigmed by CoSign or CoSign Desktop.

They are nowocked, as indicated by the seal appearing in the fields.

Tot

Las Vega
I:l Include hotel

I:l Include car rental

Figure 63 Signed and Locked Data Field

The relevansignaturesection in the form looks similar to the following:
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& Click here to sign this section

X Qe
Signed by John Miller

Signed by John Miller View details
on Sunday, December 11, 2011 7:38 AM (Pacific Standard Time]

11-Dec-11

Figure 64 Signed Section

Keep in mind that if theignaturdield allows multiple signaturesdditional digital
signatures may be appended tofibhl.

The docunent can be sent via email or managed in the document managefrasttucture

Note: You camalsodigitally sign an InfoPath form using invisible signatures. For more
information, contact ARX.

Validating a Signature in an InfoPath Form

Digital signaturs in an Infé®ath formcan be validated.

To validate a signature:
1. Doubleclick the signaturén the form

The Signature Detailsvindow appears.

8 If the signatureis valid, a window similar to the following is displayed:
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Signature Details

Valid signature - This signature and the signed content have not been
{_.””‘j modified since the signature was applied.

Signature type: XAJES-T

11Dec-11
X gt
Signed by: John Miller
Purpose for signing this document:
|I am the author of this document |
Signing as:  John Miller View

Issued by: ARX_CoSign_DEMO_CA

See the additional signing information
that was collected. ..

Figure 65 Signature Details’ Valid Signature

The upper part of the window displays the statuhefligital signaturgsuch aghe
type of advanagsignature) Signaturaypeis relevanonly if you sign using

InfoPath2010 or using CoSign tools such as SAPtherCoSign adebn for
SharePoint

§ If the content of data field to which thsignatureapplieswas changed after signing,
a window similar to the following is disyed:

Signature Details

e Verification error - This signature was not successfully verified.

X Qe

Purpose for signing this document:
|I am the author of this document

Signing as:
Issued by:

See the additional signing
information that was collected. ..

Figure 66 Signature Details' Unverified Signature
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Viewing Signature Details in an InfoPath Form

You can view signature delsiof digital signatures in dnfoPathform.

To view information about a signature in an InfoPath form:

1. Inthelnfo section of theFile tab, click Digital Signatures.

N Digital Signatures
R /1, Editable and Signed Form
i, Parts of this form have been signed and cannot be

edited. Other parts of this form may still be edited
and signed or countersigned.

View
Signatures

Figure 67 InfoPath Digital Signature Button

The Digital Signaturesvindow appears

Digital Signatures

IJse the Following options to add or remove a digital signature or view an existing signature's
propetties,

The Following people have digitally signed this Farm:

Signer Skakus Signed data = Comment [ add. .. ]
=1 30hn Miller Walid Signature I am the autt

[ Remove ]

[ view Sionature... |

< 3 [ Wiew Certificate. .. ]

Close

Figure 68 Digital Signatures Window

2. View the informatiordisplayedn thesignerdist. The list displays pertinent signature
details.

3. Optionally,v i ew a estificgta seled & sigeature, and cligiew Certificate. A
window appears (similar teigure52), displaying certificate information for this
signature.

4. Optionally, view additional signature information: select a signaamé clickview
signature. TheSignature Detailsvindow appearsHigure65), displaying various
signature details.
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In addition,from theDigital Signaturesvindowyou canalsa

8

Add a signatureTo do so:

a. Click Add. A list of all defined signature fields displayed.
b. Select aesiredsignature field. Th&ignwindow appearsHigure61).
c. Perform the instructions followingigure61.

Deletea selectedignature For more information, refer fBemoving a Signatufeom an
InfoPath Form

Removing a Signature from an InfoPath Form

You can delete a signature fromlafoPath form

To delete a signature from an InfoPath form:

1.

In thelnfo section of theFile tab, clickDigital Signatures (Figure67).

The Digital Signaturesvindow appeargFigure68).
Select the signature you wish to delete, and dkeknove
@ Note: Youcan onlydeletethe most recerdignaturein a signature fiél that

was defined as a multiple countsign signature fieldAll previous signatures
in the countessign signature field cannot be deleted

Confirm the operation.
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Chapter 7: Signing Adobe Acrobat Documents

The CoSign client enables you to digitally siytiobe Acrobat documents using both Adobe
Acrobat and Adobe Reader, as well as add your graphical signature to ttikePDRis
enables you to:

§ Easily sign an Acrobat documeni The Acrobat document may contain multiple
signatures, and each signature barocated in a different part of the document. It is also
possible to generate several signatures for the samesendf a document is modified,
the enduser is naotified that the document was modified and is able to view the specific
version of the doument that was signed.

8§ Certify an Acrobat documenti Certification is more stringent than the regular signature
operation. When a document is certified, it can be defined that no modification can be
applied to the document (not even the addition of averaion to the document), or it can
be defined that only certain fields in the document can be updated.

Certification is available in Acrobat 6/7@10.

§ Validate the signature of an Acrobat documeni Validation assures you that the
document version thavas signed was not modified after it was signed and that a trusted
CA approves the user who performed the signature operation.

The solution for Adobe 6/7/8/10al so does not require a clien
side.

As part of the CoSign WeServices solution, the CoSign appliance provides a new Web

Service mechanism callégdobe Roaming IDThis mechanism enables Adobe Acrob@ 1)

or Adobe Reade®/9/10to directly interface the CoSign appliance for digital signature

operations, without e qui ri ng the installation of a CoS
chapter provides instructions on how to setup Adobe Acrobat 8 and Adobe Reader 8 to

directly use the CoSign appliance for digital signature operations.

Note: Adobe Acrobat includesophisticated mechanisms for handling digital signatures.

These mechanisms enable you to maintain different versions of the Acrobat document, so that
each digital signature actually signs a different version of the document. Be aware that even if
the doument is modified, older digital signatures will be validated against an older version of
the document.

Note: CoSign is currently compatible with versions 6.x, 7.x, 8xand 10.xof Adobe
Acrobat, and versions 6.x, 7.x, 8&xand 10.xof Adobe Reder. Refer to the Adobe
documentation for complete information on Adishdigital signature capabilities.

This chapter describes signing and validating an Acrobat Document using Adobe
Acrobat6/7/89/10, as well as signing and validating signatures usidgh® Reader
6/7/89/10.

Notel n this chapter the term ACoSign C
otherwise stated.
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Signing an Acrobat Document using Adobe Acrobat 6/7/8/9/10

@ Note: CoSign supports Adobe 6, Adobe 7, Adab&d®be %and Adole 10, but the dialog
boxes shown in this chapter are Ad@uialog boxes. They may differ slightly from tla¢her
version®corresponding dialodpoxes.

Using Adobe Acrobat 6/7/8/10, you can generate and validate digital signatures. The

following sections describe how to use the Acrobdti6dows Certificate Securignd

Acrobat 7/89/10 Adobe Default Securitsignature handlers to set up, sign, and validate digital
signatures, as well as certify Acrobat documents. They also describe how to sign and validate
signatures using Adobe Reader 6/9/80.

For each signature reggte CoSign is activated for the purpose of signature operation only.

Setting up Adobe Acrobat 6/7/8/9/10 to Use Digital Sighatures

@ Note: This setup procedure only needs to be performed once per workstation.

To setup Acrobat to use digital signatures:
1. Make sure graphical signatures stored in the local CoSign workstation.
2. Make sure the Adobe Acrobat application is closed.

3. Refer toManaging Graphical Signaturdsr instructions on how to import the CoSign
basedgraphical signatuee i nt o t he | ocal Adobe installatio

4. In Acrobat, selecEdit A Preferences. The AcrobaPreferenceslialog box appears.
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Preferences

X]

Categaries: Digital Signatures

3D r werify signatures when the document: is opened

Arcessibility [ view documents in preview document mode when signing
Batch Processing
Cakalog Appeatance
Color Management
Convvert From PDF
Convert To PDF
Farms

Identity
International
Internet
Javascript
Measuring (2D)
Measuring (3D)
IMeeting Advanced Preferences. .

ARY signature - My Graphical Signature

Edit...

Duplicate

1=
1]

Delete

Multimedia
Multimmedia Trust
Mesy Document
Online Services
Reading
Reviewing
Search

Securiby
Spelling
TouchUp
Trust Manager
Units & Guides

eb Caplure —
L

[ Ok ] [ Cancel

Figure 69 Acrobat8 Preferences Dialog Box

5. Select thesecurity option. TheARX Signature<signature name>appearance appears
selected in the Appearance box.

6. Click Advanced Preferences. TheDigital Signatures Advanced Preferenctalog box
appears with tawindows Integration tab selected.
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Digital Signatures Advanced Preferences &l

Yerification | Creation | Windows Integration

Enable searching the Windows Certificate Store For certificates other than yours
Trusk ALL root certificates in the Windows Certificate Store For the Follmwing operations:

Walidating Signatures

[¥]¥alidating Certified Documents;

I If either of these options are selected content Fram companies that have certificates installed in
windows may be treated as trusted content. Care should be taken in enabling this feature.

o (o=

Figure 70 Adobe Reader Advanced Preferences Dialog Box
7. Selectall the options in th&licrosoft Windows Integration tab.

8. Click OK to return to théPreferenceslialog box.

Using theEdit button, you candit the appearance of the digital signature (refédiing the
Signa ur edbs Appearance

@ Note: Setting theverify signatures when document is opened option automatically
activatesavalidaiton procedure for all of the document 6
document is opened. The default is that digital signatures are not validated automatically
when a document is opened.

Editingthe Signd ur e 6s Appearance

You can configure the visual look of the digital signature by specifying the information to be
presented in the digital signature location in the Adobe document.

To edit the appearance of the signature:

1. InthePreferenceslialog box Eigure 69), select the relevant ARX Digital Signature
appearance.

2. Click Edit. TheConfigure Signature Appearand&log box appears.
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X]

Configure Signature Appearance

1% signature - My Graphical Signature

Presview

your common name

/\_/ here

2009.02.04 18:33:07

+02'00
Configure Graphic
Shaws: () Mo araphic Import Graphic From:
() Imported graphic

() Mame

Configure Texk
Shia: Mame [JLocation [Joistinguished name [togo
Date [JReason [JLabels

Texk Properties

Text Direction: () aute (Oleftkoright () Right to left

Digits: | 0123456739

[ Ok l[ Cancel ]

Figure 71 Adobe8 Configure Signature Appearance Dialog Box

3. IntheConfigure Graphic section, specify one of the following:

8 No graphic T No graphic will be displayed.

A

8 Imported graphici The wuser d6s graphic signature wi/
Avoid usng thePDF file button for specifying which file to load, since thpdate
Acrobatopti on in the CoSign control panel I

8 Name i Only the name of the signer will be displayed.

4. IntheConfigure Text section, specify which i& elements to include in the signature.
If you specify the Logo option, a Logo will be displayed as part of the visible signature.
When theUpdate Acrobat option is activated on a Logo image, the default Logo of the
Adobe ReadéAcrobatis updated

5. Click OK to return to thé°referenceslialog box.

Signing an Adobe Acrobat Document i Acrobat 6/7/8/9/10

To digitally sign an Acrobat document using Acrobat 6/7/8/10:

1. In Acrobat, open the document you wish to sign.
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2. Click A s - and selecPlace Signature, or selecdvance A Sign&Certify A Place
Signhature.

3. A popupmessage wilappear, instructingouto specifythe locatiorof the signature.
Click and drag the cursor toaate a rectangle on the screen where you want the signature
to be located.

The Sigh Documendialog box appeatrs.

Sign Document gl

Drigikal 10 |l 11T

Digital Identification

Sign transaction, Sign document,
Encrypt keys, Encrypt documant

John Miller <IMillar@ar.com=
04/02/2010 16:49:39
calll

Appearance: | AR signature - My Graphical Signature ¥ @

John Miller
@) 2009.02.04
18:53:46 +02'00'

[ Sign l [ Cancel l

Figure 72 Acrobat8 Sign DocumenDialog Box

4. Selectyour Digital ID (certificate and the desiredppearance to be usedand clickSign.

The digital signature is created. The signature beyisually presented as follows

g@ John Miller

S 2009.02.05
S 11:52:44
+02'00'

Figure 73 Acrobat8 Digital Signature Example
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To configure this procesgo enable you toprovide a reasonfor the signature during the
signature operation:

1. Make sure thathe Appearance is configured to display Reason.

2. Set the value o8how Reasons When SigningQa in the Digital Signatures Advanced
Preferences / Cation tab.

In this casethe Sign Documendlialog box appearas follows:

Sign Document &l

Digital ID: | John Millsr v |@

Digital Identification

Sign transaction, Sign docurment,
Encrypt keys, Encrypt document

John Miller <IMiller@ars.com:
04/02/2010 16:49:39
calll

Appearance: | AR signature - My Graphical Signature w @
John Miller

@} 2009.02.05
11:53:48 +02'00'

Reason @

[ am the author of this document

W

I Sign l [ Cancel ]

Figure 74 Acrobat 8 Sign Document Dialog Bok with Reason

The digital signature appesas follows:

@ John Miller

| am the author
@ of this document
- 2009.02.05

11:55:34 +02'00

Figure 75 Acrobat 8 Digital Signature Exam@i with Reason

93



7 CoSign User Guide

Modifying a Signed Acrobat Document

If you modify a signed document, all existing digital signagiaee marked with %, to
indicate that the signature is valid, but the document has been updated since it was signed. The
digital signature matches an old version of the document that can be displayed. Following

validation, the icor' indicating that thelocument was modified is displayed in the
Signatures palette.

Saving the document will mark all existing signatures \/hto indicate that the digital
signature needs to be validated when the document is opened.

You can analyze the differences betwdan¢urrent document and the signed document using
the Compare Signed Version to Current Document option (refer tdOperations on
Signatures in AdobAcrobat 6/7/83/10 Documentk

Operations on Signatures in Adobe Acrobat 6/7/8/9/10 Documents

There are two ways to view and validate digital signatures:

§ In the location of the digital signature there is a validation image, which can be omre of th
following images:

§ )&T Signature is validated.

g’ i Signature needs to be validated.

w

8 x i Signature is not validated.
gﬁ . " . . .
§ dlisSignerds identity is unknown.

Note: The image&i_“; can be combined with other images to indicate thea document has
been updated since it was signed.

8§ Using theSignatures palette on the left side of the Acrobat winddwigure 76). The
window displays the existing digital signatures associatedthétif\crobat document.
Information is listed for each signature, including the name of the signer, signature date,
and document revision.
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Signatures

= The following signature fields are not signed.
== Signature on page 1
Signatures on page 1
== SignatureZ on page 1
=l Signatures
The Following people have digitally counter-signed this document,
= Wj Signed by csnadm
Signature is valid:
Time: 2009,02,05 11:39:35 +02'00°
Reason: Mot Available
Field; Signatured on page 1
Document revision: 1 of 2
=] ﬁ? Signed by John Miller = IMiller@arx.com:
Signature is valid:
Time: 2009.02.05 12:01:46 +02'00"

Reason: Mok Available

Field: Signatures on page 1

Document revision: 2 of 2

Figure 76 Acrobat8 Signature Palette

The following digitatsignature operations can be performed by radjieking either the image
of the digital signature or the digitaignature entry in th8ignatures palette.

§ Clear Signature T Clears the digitasignature but keeps the digisignature field. This
enables you to sign the document again and put the new digital signature in the original

field.

§ Validate Signature T Performs a validation of the digital signature against the document
information. A dalog boxappearsdisplaying the results of the signature validation.

Signature Validation Status

Signature is VALID, signed by John Miller <IMiller@arx.com:=.
- The Docurnent has not been modified since this signature was applied.
- The docurnent is signed by the current user,

| Legal MNotice. .. | l Signature Properties... ] [

Close

Figure 77 Acrobat8 Signature Validation Status

95



7 CoSign User Guide

8§ View Signed Version T If the document was modified after the digital signature was

addedgff_‘*, will be added to the original signature image. TWiew Signed Version option
enables you to view the actual document that was signed.

8§ Compare Signed Version to Current Document T Displays the differences between the
current document and the version of the docurtiattwas signed using this digital
signature.

8§ Properties T Displays detailed information about the signature, including validity of the
signature, Signer ID, Signature daded other details.
Also, the certificate details of the signer can be viewedibkicg Show Certificate.

8§ Go To Signature Field i Enables you to locate a digital signature in the Acrobat
document. This option is availaldaly from theSignatures panel.

If the Signature field is n&ign, the following optioris available

§ Sign Document i The digital signature will be creatédthe Signature field. TheSign
Documentdialogboxwill be presented as described above.

Access the following options by clickir@ptions at the top of the Signatures palette:
§ Validate All Signatures T Checks dlthe signatures in the document and validates them.

§ Clear all signature fields i Removes all digital signatures from the document and leaves
only digital signature place holders.

@ Note: By clicking adigital signature image, a validation action is executed. After a successful
validation, a is displayed.

Certifying an Adobe Acrobat Document i Acrobat 6/7/8/9/10

In Adobe 6/7/8/10you can perform an operation callbdcument Certificationwhich is
Astrongero than the regul ar s ifiednyautcarspecifyoper at i
one ofthe followingcertification modes

8§ No further changes allowed No changes are permitted to the PDF document.

8 Form filling & signing allowed 7 You may enter data in formand sign existing
signature fields in the PDF document.

8§ Annotations, form filling & signing allowed i You may add annotations to the
document, enter data in forms, and sign existing signature fields in the PDF dacument

During certification, the document is signed with your Private Key and Certificate.

To certify a document:
1. In Acrobat, open the document you wish to sign.
2. Click # %~ and therCertify with Visible Signature or selectadvance A

Sign&Certify A Certify with Visible Signature or Advance A Sign&Certify A Certify
without Visible Signature.
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3. The signature perdion is very similar to the redar digital signature operatiofthe
Certify Documentlialogbox appeas). The major differecefrom the regular digital

signature is thagou can specify what type of content can be modified after the
certification opeation.

Certify Document fgl

Digital 10 | John Miller " |@

Digital Identification

Sign transaction, Sign document,
Encrypt keys, Encrypt documeant

John Miller <IMiller@arccom:
04/02/2010 16:49:39
calll

fppearance; | ARX signature - My Graphical Signature w |@

John Miller

2009.02.05

15:26:34 +02'00'
Reason @
|I am kthe author of this document) A4 |
Permitted Changes after Certifying @
| Farm fill-in and digital signatures w |

«;ﬂ Diocument content may impact signing

[ Sign ll Cancel ]

Figure 78 Acrobat 8 Certify Document Dialog Box

The digital signature appesas follows (f a visible signature is required).
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ﬁ John Miller
e 2009.02.05
S

F=—  15:30:56
+02'00'

Figure 79 Acrobat8 Certification Image Example

@ Note: Only a file that is not sigriecan be certified, which means that a file tbantains
digital signatures camot be certified.

Using the Update Acrobat Option in the Graphical Signatures Utility

This option creates a new appearance c#{RH Signature <graphical signature name>

i nto whi ch i tgraphicaldigital signaturee This enabte® Adobe Acrobat or
Adobe Reader to incorporate CoSignaphical signaturein the Adobe graphical signature
when a digital signature operation is activated.

The utility is activated by first activating the Graphi&gnature Management application,
then selecting the name of the graphical signature you wish to use in Acrobat, and then
clicking Update Acrobat (refer toManaging Graphical Signaturgs

This option is enabled only if the Graphical Signature Management application utility is
working in user mode, in which the user caeatehis/her owngraphical signature

To edit the various settings of tA&R X Digital Signatur@ppearance, refer diting the
Signd ur edbs Appearance

@ Note: It is recommended to activate this option when Adobe applications are not running, to
prevent filesharing problems.

Validating CoSign Signatures Using Adobe Reader 6/7/8/9/10

Adobe Reader enables you to view and validate digital signatures in the document.
No plugin is necessary fahe proper validation of an Adobe 6//88.0 document.
To setup Adobe Reader 6/7/8/10to validate signatures, perform the following once:

1. Install the or gani zRefertanstélsg tieRODT CEriffica@e r t i f i c a
for ValidationPurposes
This operation is not required if you haa®/orld Wide Verifiable certificate

2. Click Advanced Preferences and therclick thewWindows Integration tah.
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Digital Signatures Advanced Preferences g|

werification | Creation | WWindows Integration

Enable searching the Windows Certificate Stare For certificates other than wvours
Trust ALL rook certificates in the windows Certificate Store For the Following operations:

‘talidating Signatures

[¥]¥alidating Certified Documentst

1 IF either of these options are selecked content From companies that have certificates installed in
Windows may be treated as trusted content, Care should be taken in enabling this Feature,

o (o=

Figure 80 Acrobat8 Advanced Preferences Dialog Box
3. Selectall the options in thelialogbox.
4. Click OK to return to thdreferenceslialog box.

5. Click OK to exit thePreferenceslialog box.

@ Note: the CoSign Verifier sets the Adobe paramegsrshown inFigure 80. Note that
there is an Adobenly version of the CoSigverifier that only sets these Adobe
parameters.

The digital signatures appear inside the Acrobat document next to the validation symbol. If the
digital signature camins a graphical signature, the graphical signature is displayed as well.

When a document containing digital signatures is opened, a question mark is displayed next to
each signature. After you validate the signature, the question mark symbol changes to a
validated mark.

The following digitatsignature operations can be performed by djieking either the image
of the digital signature or the digitaignature entry in th8ignatures palette.

8§ Validate Signature T Performs a validation of the digital signature against the document
information.

8§ View Signed Version i Enables the user to view the exact version of the document that
was signed.

8§ View Signature Properties T Displays detailed information abouttlsignature, including
validity of the signature, signature date, user ID, signature creation date, certificate
expiration, certificate issuer, and certificate details.
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8 Go to Signature Field i Enables you to locate a digital signature in the Acrobat
Documaent. This option caronly be activated from th8ignatures panel.

§ Validate all Signatures T Checks all the signatures in the document and validates them.
This option can be viewed only from tbetions button at the top of the Signatures
palette.

@ Note: Addbe Reader can be configured to automatically validate digital signatures on
opening a document by setting Werify signatures when document is opened option.
Refer toSetting up Adobe Acrobat 6/78310to Use Digital Signatures

Signing an Acrobat Document Using Adobe Reader 6/7/8/9/10

You can alsgerform signature operations using Adobe Reader version&/H8wever, you
need to use specially formatted Acrobat files that already contain signature fields. Once you
locate a signature field in the document, you can perform the eigitature agbn.

Once you select the digital signature box, the signing process is similar to the signing process
using Adobe Acrobat (refer ®igning an Adobe Acrobat Documénicrobat 6/78/9/10).

@ Note: Youcannot perform the Certify operation using Adobe Reader.

Signing a PDF document Without Using Adobe Acrobat

To sign PDF files without installing Adobe Acrobat, you can use OmniSign (refer to
Chapter8: OmniSgni Sigring PDF and noAPDF Files).

Signing in Adobe Acrobat/Reader 8/9/10 Using Adobe Roaming ID

In Adobe Reader/8/10 and Adobe Acrobat/8/10, Adobecan be set to use a differafigital

signature mechanism callesaming IDthat is based on Web Services. This mechanism

enables you to digitally sign PDF documents without installing any software in the client PC.

This means that this optioamot in the scope of CoSign Client or the CoSign Desktop and is

relevant only when configuring Adobe Acrobat or Adobe Reader to use the CoSign appliance.

Adobe Reader and Adobe Acrobat can interface the CoSign appliance through a Web Service
interface. The roampg ID mechanism requires a user to authenticate to the CoSign appliance
based on a user name and password and perform
signature key inside the CoSign appliance.

You can use roaming ID in any of the followingdes:

1 User generates a roaming ID profilé” In this modethe PDF document contains a
signature field that does not include a roaming ID profile. You must define a roaming ID
profile in advance, and use it during the digital signature operation. R&engrating a
Roaming ID Profile
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9 Signature field already contains a URLI In this mode, the PDF document contains a
signature field which already includes the URL of the CoSign appliance that wileenab

the end user to invoke the digital signature Web Service in Adobe. In this mode, the end

user needs only to perform a digital signature operation. Re&giting a Signature
Field that Contains a URL

Generating a Roaming ID Profile

=

To define a roaming ID profile:

1. In Adobe Reader, selebbcument > Security Settings. TheSecurity Settingdialog box

‘Windows Digital IDs
PECS#11 Madules and
Directory Servers

Time Skamp Servers

appears.
Security Settings
Digital IDs "'Hr:| Acd Accourt Remove Account ﬁ Import Export  Login  Logout e Refresh
Roaming ID Accourts .
Accaunt Mame Server Authentication skakus
Digital ID Files

X

Roaming ID Accounts

i Aroaming ID account provides access to a server that contains your rearing IDs. If you don't
4 know the connection detatls, contact your admumstrator,

To login or out of an account, expand the roarming ID Account tree i the left-hand panel, select
an account, and chooze Logm or Logout. Logmng out guarantees that this account's roanung [Ds
cannot be used on this machine without re-authenticating,

Roaming IDs

Iultiple IDs may be associated with an account. When vou select an account m the left-hand
tree, the account's IDs appear in the right-hand panel

Figure 81 Security Séting Dialog Box

2. SelectRoaming ID Accounts in the left pane of th8ecurity Settingdialog box.

3. Click Add Account. TheAdd a Roaming IQlialog box appears.
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Add a roaming ID S|

Enter roaming ID server name and LRL
e

fL]

Marne: |C05ign

URL: htkps:{{cosign: B080) SAPTWS, assp. asmx| A

Figure 82 Add a Roaming ID Dialog Box Entering a Name and URL

4. Enter the folloving information:

& Name i Enter a name such &sSign .

8 URL T Enter a value such a&stps://cosign:8080/SAPIWS/assp.asmx

Note: By default, the CoSign appliance is distributed with a temporary SSL certificate called
cosign You can generate yourown SSk Seer Cert i fi cate and name
name; for examplesosign.company.com).

If you would like use the CoSign temporary certificate, define an entry raosigghin your

local hosts file, and specify the IP address of the CoSign appliance.CEhébsts file is

located in/etc/hosts in UNIX platforms, and in

Windows\ System32 \ drivers \ etc \ hosts in Windows platforms.

Note: If you enroll for an SSL Server certificate, refer to kenaging the CoSign Appliance
chapter in theCoSignAdministrator Guidefor instructions on how to upload the SSL Server
certificate to the CoSign appliance.

5. Click Next. In the window that appears, enter a user ID and a password for authenticating
to the CoSign appliance.
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Add a roaming D

&

ARX CoSign
Digital signatures made simple

User Marne: |user1

Password: |********

Q The information entered here will be sent to:
https: ffcosign

Do not continue unless wou trusk this site

Cancel

[X]

[

< Back l[ Tk =

|

Figure 83 Add a Roaming ID Dialg Boxi Entering a User Name and Password

6. Click Next. The final window appears, displaying the roaming ID settings, including the

dat e

when the User o6s

cert

f

cate

expires
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Add a roaming ID g|
¥ou have downloaded the Following roaming ID(s):
MNarmne Issuer Expires
userl CoSign A 2009.03.11 0&:45:22 2
() C)

Figure 84 Add a Roaming ID Dialog Box Displaying Roaming ID Infamation
7. Click Finish.

The selected certificate will be listed in any subsequent digital signature operation. If you
choose this certificate, Adobe Reader/Adobe Acrobat will access the CoSign appliance for the
digital signature operations. During this atf&, the user will be requested to supply a User ID
and a password. The signature field that appears when using a roaming ID is identical to a
regular signature field.

Note: The Roaming ID mechanism does not automatically support a graphical signadure. T
use a graphical signature, you must manually insert a graphical signature in Adobe
Reader/Adobe Acrobat using the Appearance mechanism.

104



Signing Adobe Acrobat Documents 7

Signing a Signature Field that Contains a URL

If the use initiates a digital signature operation and the signature field already contains a URL
for accessing the CoSign appliance, the user is requested to enter a User name and a password
for accessing the CoSign appliance. This act will generate a roamingfil® for the user,

which the user can use for all subsequent signing operations.

To sign a signature field that includes a URL:

1. When you initiate a digital signature operation and the signature field already contains a

4.
5.

roaming ID profile, the followingvindow appears.

Sign Document g|

el SRl Iser ] <user Li@arx, com>

Digital Identification

Sign transaction, Sign docurment,
Encrypt keys, Encrypt document

user] <userl@anccom:>
2009/03/11 08:45:22 +02'00'
CoSign CA

Appearance: | Skandard Text w @

Digitally signed by user1
DN: email=userl@arx.

u S e r 1 com, cn=usearl
Date: 2008.03.12

09:56:38 +02'00'

[Refreshlgs] [ Sign ] [ Cancel ]

Figure 85 Sign Document Dialog Box Displaying Roaming ID Information
Select the username from tbayital ID drop-down list.

Select the appearance of the signature impipearance drop-down list. If you select an
appeaance that containsgraphical signaturehis graphical signature will be included in
the digital signature.

Click Sign. A dialog box appears, requesting a password.

Enter the password corresponding to the username you selected.

Validating the digital gynature is similar to validating a regular digital signature. Refer to
Validating CoSign Signatures Using AddReader 6/@/9/10for more information.
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Chapter 8: OmniSign 1 Signing PDF and non-PDF Files

This chapter describes howuse OmniSign tonanage all digital signature related operations
in a PDF document, and sign any printable data from any application.

@ Notel n this chapter t he Isodothe CdSQoBskpm une:
otherwise stated.

Overview of OmniSign

The major benefits offered by OmniSign include:

§ Easily sign existing PDF documents.

§ SignnonPDF documents by usi ngFilethrimtcammand.ment 6 s
While CoSign comes with extensive third party application support for digital signatures,
there are other applications that do not provide digital signature support such as ERP
systems, homegrown systems, and others.

With OmniSign, any of these applications that support standard printing functionality can
utilize OmniSign to add digital signatures to their documents.

8§ Manage all digital signature related operations in a PDF dodumen

Launching OmniSign

There are several ways to launch OmniSign.

Launching OmniSign with a PDF file
If your file is in PDF format, you calaunch OmniSign in any of the following ways

8§ Rightclick the file name and selesign with CoSign. OmniSign is launched for the PDF
file.

Note: If the Sign with CoSign option does not exist in the righlick menu,
you can add it as follows: Launch OmniSign via the CoSign Control Panel,
in the OmniSign application seletbols 4 Add 6 Si ¢aSignd ttho P
files.

§ SelectStart A ARX CoSign A OmniSign. OmniSign is launched. Open a file by
selectingFile > Open in the OmniSign menu bar and browsing to the file.

§ SelectOmniSign in the CoSign Cotrol Panel. OmniSign is launched. Open a file by
selectingrile > Open in the OmniSign menu bar and browsing to the file.

8§ Drag the PDF filentothe OmniSign icon or shortcut.
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Launching OmniSign with a Remote PDF File Using the WebDAV Protocol

Starting from CoSign version 5, you caseOmniSign to open a PDF remotely by providing
the URL of the PDF file

To open a remote PDF file:
1. SelectOmniSign in the CoSign ContrdPanel. OmniSign is launched.

2. SelectFile > Open and enter the URL of the remote PDF fi@r example:
http://www.organization.com/documents/mypdf.pdf

OmniSign uses the Wedtmsel Distributed Authoring and Versioning (WebDAV) protocol
to download the PDFHle from a remote web server, perform the digital signature, and
upload the file to its designated location.

After downloading the file, yoaan useOmniSign toperform all available operations on the
PDFfile, such asddng digital signatures, adiag digital signature fields, etc. THele A
Save operation savethe PDF to its remote location.

You canalso use thélTTPSprotocol for accessing the remote file in a secured manner. In
this case, its mandatory thahe HTTPSserver site be trusted by the connecting client.

In addition, you can configure On8ign so thatt can be launched from the rigtlick menu
of a link to a PDF file (if the link is in aRTML documendisplayed ininternet Expbrer).

To enable OmniSign to be launched from the rightlick menu of a link to a PDF file:
1. SelectOmniSign in the CoSign Control Panel. OmniSign is launched.
2. SelectTools> Show in Internet Explorer Popup Menu.

The result is thaih any HTML documenin Internet Explorer, if you rightlick a
hypetink to a PDF file and sele&ign with CoSign OmniSign uses WebDAYb
download the PDF file from a remote web server, perform the digital signature, and
upload the file to its designated location.

Launching OmniSign with a non-PDF file

If your file is in norPDF format, you can easily convert it to PDF using OmniSign, and at the
same time launch the OmniSign application.

To launch OmniSign with a nonPDF file:
1. Open the file in its application.

2. SelectFile > Print. ThePrint dialog box appearg&igure 86 displays the standaiekint
dialog box that appears in Word.

3. Select ARX CoSign OmniSign Printer as the printer.
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General |
Select Printer
: | @ S
= 2
Add Printer  ERESeGEWE  Microsoft $PS
Prinker Docurnent ... _
b
Status  Ready [ Print to file
Location:
Comment; Electronically signs any printable file type Find Printer...
FPage Range
@ al Mumber of copies: n
il
[ Frint l l Cancel ] l Apply ]

Figure 86 Selecting the ARX CoSign OmniSign Printer
4. Change the print properties if desired.
5. Click Print.

Clicking Print triggers the PDF conversion process, during which a temporary file is created
in the Windows Temp folder with the file name derived from the printing job name. The file
content is then converted to PDF format and the OmniSign application ¢h&difor the

newly created PDF file.

Note: When you drag a neRDF file ontothe OmniSign icon or shortcut, tieint
option of the associated application is triggered using the OmniSign printer, and the
OmniSign application is openelikplayingthe gerrated PDF file.
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Getting Started with OmniSign

Figure 87 shows a sample OmniSign window.

Menu bar

Toolbar
/

-£ Elle ¥iew Signatures Tools Window Help = |8 x

@B Y-t 4K @ BB ] BB O e G 6

“« CoSign OmniSign - [C:\Documents and Settingslezer\Desktopirelease notes 5.2.1. pdf *]

and
Navigation bar

Main
window

—_— General information

» S
= Signatures |

g [Dptions +| ¥ Signed by:John Miller v
(_/%Sigl’i .. v __Sinatures
By a}‘x g - JF?:‘:"1’.;.“2§'11 509 P Panel
[

Release Notes - Version 5.21

This version is a CoSign client version as well as CoSign Desktop version. The version includes a new
CoSign User Guide and a new CoSign Desktop Guide.

New features and fixes

»

Office 2010 (32-bit version as well as 64-bit version) is now supported in both the CoSign Client and

the CoSign Desktop versions.

¥ A new and improved enrollment mechanism is supported as part of the new CoSign Desktop version.
The new mechanism does not use a browser for the enrollment purpose.

»

»

It is possible to backup and restore key material and licenses when using CoSign Desktop.

It is possible to define a transparent visible signature when using the ARX legacy add-in for Word
and Excel. Using the transparent visible signature it is possible to view some of the content
underneath the visible signature.

The problem when signing PDF documents that include floating point value representations, was
resolved.

b4

Known problems/limitations

» There is a problem adding a new graphical signature while signing Office 2007/2010 using ARX
signature line provider. The problem is relevant when using a pad, tablet or mouse for entering the
graphical signature. The problem started to occur in CoSign client version 5.0. .

Ready i Size 15974 Pos S69x625 pt

Figure 87 OmniSign Window

The OmniSign window includes the following elements:

8§ Menu bar 7 Enables you to perform various signature related operations such as creating

and $gning a new signature field in the PDF document, adding a new electronic signature
into the document, and validating all existing digital signhatures in the document.

Toolbar i The toolbar includesome of the operations that can be performed using the
OmniSign menu bar.

Figure 88 OmniSign Toolbar

The two dropdown listscontain options for creating a signaturddiand for signing a
signature field. The last operation you select from a-diepn list is the default
operation.
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'_';/'A Sign  ~+ 'tl Vi

T Sign
*=5ign an Electronic {uncertified) Signature
<, Multi-Page Signatures

8§ Navigation bar i TheNavigation bar enables you to navigate to a certain page in the
current documengndcontrol the zoom level of the currently viewed page in the main
OmniSignwindow.

8§ Main window 1 Displays the currently open PDF document or documents. You can
display docurants in the OmniSign main window in either of two ways:

§ Static modei Thecurrent PDF document is displayed in the main window, enabling
you to perform various signature related operations.

§ Cascading modd All opened PDF documents are cascaded in the migidow.
Doubleclick the title bar of a PDF document to maximize it.

To switch from Cascading mode to Static mode, dealid the title bar of a PDF

document. To switch from Static mode to Cascading mode, $adstdre in the £ menu
of the menu bar.

You can also set whether to display the PDF document one page at a time, or whether to
display the whole PDF document so you can scroll through the whole document. Select
View A Navigation Type to switch between the two options.

§ Signatures paneli Enables gu to view all signed and nesigned signature fields, and
perform various operations on the signature fields.

Inserting a Digital Signature Field

You may wish to insert a digital signature field withgigning it, for example if you are
designing a document template.

To create a digital signature field:

1 C”CkUF\ddDig.Field -

Field.

in the toolbayor selecSignatures A Add Digital Signature

2. In the main window, drag the mouse to the desired location of the new signature field.
Left-click once to specify one corner of the field. Continue dragging the mouse until the
desired size is displayednd release the mouse to specify the opposite céxmaw
signature field is createdrigure89).
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. (Gptons <]
Double click
to sign
L Signatured 2

Figure 89 New Signature Field

3. Draganyofthe handléesn t he cor ner s o thangdheshdpdofédhed 6 s r ect
signaure field.You canalsodrag theentiresignature field to aifferentlocation by
clicking insidetherectangleand dragmng it.

4. Optionally, specify signature settings ftis signature. To do so, rightick insidethe
signature field and sele8tttings, or selecSettings from theOptions drop down menu
appearing just above the signature field.

i (g
7 Sign
Double ¢
to sig
. | X Remove
L Signature] 50 Settings

Figure 90 New Signature Options

The Signature Settingsindow appears (refer ©onfiguring Default Signature Settings
for a Single SignatudeEdit the settings as desired.

Signing an Empty Digital Signature Field

To sign anempty existing digital signature field:
1. Locate heempty digital signature field.

2. Selectsign from theOptions drop down menu appearing just aboveghymaturdield
(Figure90).

3. The standar&igning Ceremongialogbox appeas (Figure30). Sekct or eterthe
relevant information.

4. Click Sign. A digital signature operatios performed
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Creating and Signing a Digital Signature Field

You can create a digital signature field and sign a single operation.

Note: If you wish to view or change any OmniSign settings before signing, refer to
Configuring Default Signature Settings

To create and sign a digital signature field:

1. Click ¥ san - in the toolbar, or sele&ignatures A Sign.

2. In the main windowglick the mouse to the desired location of the new signature field.
Left-click once to specify one corner of the fielitag the mouse until the desired size is
displayed, and release the mouse to specify the opposite corner.

The standar&igning Ceremongialogbox appeargFigure30).

3. Select or enter the relevant information the digital signature act. For more information
about the standamignatureceremony dialogpox, refer to the explanations following
Figure30.

4. Click Sign. The created signature field is digitally signed.

Note: When the digital signature is being validated using Adobe Acrobat 6/7/8/9/10
Acrobat Reader 6/7/8/9/10, a messagpeardso inform you that the time stamp of the
digital signature is taken from the local computer, even though the actual time is tak
from the CoSign appliance.

To provide a more secure time source, you can add a time stamp to every digital
signature using th€oSign Configuration utilityrefer toSignature API Time Stamp

Inserting an Electronic Signature Field

You can incorporate an electronic signature into the PDF document. An electronic signature is
agraphcalimageofanendu s er 6 s handwr i tt en vesyisuitable fom r e. Th
Point Of Sale purchase. &nPoint Of Sale purchadgpe of usage, after the purchase form is
completed, the customer inserts his/her electronic signature, and thealesgberson

digitally signs the whole document.

To insert an electronic signaturefield:

. T |AddElec Field v . D
1. Click in the toolbar, or sele&ignatures A Add Electronic Signature
Field.

2. In the main window, drag theause to the desired location of the new signature field.
Left-click once to specify one corner of the field. Continue dragging the mouse until the
desired size is displayed, and release the mouse to specify the opposite’coaver.
signature field is cited Figure89).
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3. brag any of the handles in the corners of t
signaturdield. You can also drag the entire signature field to a diffdomationby
dragging the whole rectangle.

4. Optionally specify signature settings filris signhature. To do so, righlick insidethe
signature field and selegettings, or selecSettings from theOptions drop down menu
appearing just above tlsggnaturefield (Figure90).

The Signhature Settingaindow appears (refer 8onfiguring Default Signature Settings
for a Single Signatue Edit the settings as desired.

Signing an Electronic Signature Field

To sign an existingelectronic signaturefield:
1. Locate theemptyelectronic signature field.

2. Selectsign from theOptions drop down menu appearing just aboveghymaturdield
(Figure90). The standard signing ceremony box appéehigufe 30).

3. Select or enter the relevant information. Note that bechise arelectronicsignature
field, you will not be able to select a certificate.

4. Click Sign. An eledronic signature operation is perform@&kcausdhere is no definition
of an electonic signature in PDF, the electio signature will turn into a graphicahage
that is embedded into the PDF document.

@ Note: It is not possible to clear an electrorsgnatureor remove an electronic signatut
field.

Creating and Signing an Electronic Signhature Field

You can create an electronic signature field and signaitsimgle operatian

To create and sign an electronic signature field:

Y

1. Click ¥ s"Ee= ~lin the toolbar, or sele®ignatures A Sign an Electronic Signature.

2. Inthe man window, drag the mouse to the desired location of the new signature field.
Left-click once to specify one corner of the field. Continue dragging the mouse until the
desired size is displayed, and release the mouse to specify the opposite corner.

The stadardSigning Ceremongialogbox appeargFigure30).

3. Select or enter the relevant information for éhectronicsignature act. For more
information about the standa&igning Ceremongialog box, refer to the explanations
following Figure30.

4. Click Sign. The created signature fieldegctronicallysigned.
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Performing a Multi-Page Signature Operation

You caninvoke a sdes of electronior digital signature operations. In every step, a new
signature field is createhd signean the next page, in the same location and size as the
previous signaturél his multi-page signing operatida mostly suitable for contratype
documentswhere many signatureged tdbe created in the same location on every page.

To create a multipage signature
1. Go to the fist page that needs to be signed.

2. Click the down arrow adjacent to the Sign ic*/ s -. Several options appear
(Figure9l).

¥/ s - 2l

4 Sign
*=5ign an Electronic {uncertified) Signature
<, Multi-Page Signatures

Figure 91 OmniSigni Signing Options
3. SelectMulti-Page Signatures.

4. Click the mouse to indicate the top left corner ofribe/signature fieldAn empty
signature field is created, and thielti-Page Signaturedialog box appeard-{gure92).

Known problems/limitations

¥ There are some problems when attempting to
Erterprise appliance through the CaSign conmo

"

Dauble click to sign

Signatured

= Kaap Four oo o e

Figure 92 Multi-Page Signatures Dialog Box
5. Optionallydrag or reize tte empty signature field.
6. Optionally clickSettings to specify signature settings for this signature

The Signature Settingaindow appears (refer 8onfiguring Default Signature Settings
for a Single Signatude Edit the settings as desirdtbr example, specify whether this
signature is an electronic or a digital signature.

7. Click sign. Thestandardsigning Ceremondialog box appeard$-{gure30).

a Select or enter the relevantormation in thestandardSigning Ceremonglialog box.
For more information about the stand&idning Ceremongialog box, refer to the
explanations followingdrigure 30.
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b. Click Sign in the standar&igning Cererany dialog box The created signature field
is signed If the signature fields an electinic signature field, an elecinic signature
field is created.

The next page is displayed.
8. Perform one of the following:
§ Click Sign to sign this page and display thext pageDuring this signature

operation, nd&igning Ceremongialog box appears (unless you clickgsdtings, and
changed a setting the dialog boor clickedOK).

8§ Click Skip to not sign this page and display the next page.

At any page, you can alstick Settings to change the signature settings from this page
onwards. If you do so, then the next time you c8akn, the procedure described in
Step7 is carried out.

9. At every pageperform the actions describedStep8.

10. Click Done to endthe multipage signature operation.

Saving the Signed File

To save the signed PDF document, seffdletA Save. The current PDF document is saved
into the default loation. If the original file is a neRDF file, you are prompted to provide a
location.

After saving, you can email the file from within OmniSign by selecfiigA Attach to

email. A new mail message is created with the signed file already attatitiedhe subject
being the signed file name.

Validating All Signatures

To validate all signatureslick 77 in the toolbar, or sele®ignatures A Validate all
Sighatures.

The Signature Panel displays the validity status of each signature. In the main window, a valid
signature appears with a gregreck markan invalid signature appears with a pealss mark
and an unknown (not yet validated) signature appearsnwithdication
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Viewing Signature Details

The Signatures panel lists all the digital signature fields inside the PDF document.

+ CoSign OmniSign - [C:\Documents and Settings\ezer\Desktopirelease notes 5.2.1.pdf *]

ile  Wiew Signatures Tools Window Help - a
BB Y e 4 X QBB BB AC
» Signatures
) — |4 Signed by:John Miller
,/ Signed on:Feb 23 2011 3:28 PM
g :
N/ ° CsnadInF.n1nm||rzzm Y Goto Signature
HSign [
. - Y Clear
=Digital Si sy (i —
Digital Signalures !ﬁ"\u‘alidate
17 Details
W settings
¥ Signafurel
¥ Signafure?
CoSign Digital Signatures
Release Notes
October 2010
= Keao Your Businass Moving
ARX | B56 Folgom 51 Suite 938 San Franoisco, CA | 1473) 239 181 | www. a5 o0
IReady I Size 172x93 Pos S83x443 |

Figure 93 OmniSign Signatures Panel

The list first displays all signed fields in the order of their signature time. It thplaylsall
nonsigned fields in the order of their creation date, listing the field name ofoaachor
every signed field the following information is displayed:

8§
8§
8§
8§

Signernameandgraphic indication of signature validation status
Signature validation stasi Valid, Invalid, or Unknown (not yet validated).
Signaturdime.

Reasori If entered.

For every signature field there idist of availableoperationsdependingn whetherthe field
is signed or notTheavailableoperationsarethe same as the opémmsavailable in the

si gnat ungk-cli€kimenu (fod asfull list, refer t®erforming Operations on a Single
Signature Fiell The only additional operation Go to Signature, which isdisabledfor
invisible signatures
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Performing Operations on a Single Signature Field

You can perform various operations on a single signature field. These operations are available
in any of the following ways:

8§

Clicking theOptions drop down menu appearing just above the signature field
(Figure90)

Right-clicking a signature field
Left-clicking a signature field in the Signatures pafédure93).

Theavailableoperations include:

8

Sign i Signs or resigns the signature fiel@he Signing Ceremongialogappears
(Figure30). Select or enter the relevant information a&hdk Sign.

Certify 1 Performsa P DF si gnature operation that s
signature operatiofas described ifertifying an Adobe Acrobat Documgnitvhen a
document is certified, yocan specify onef the following certification modes:

8 No further changes allowed T No changes are permitted to the PDF document

8 Form filling & signing allowed T You mayenter datan forms, and sign existing
signature fields in the PDF document

8 Annotations, form filling & signing allowed i You mayaddannotations to the
document, enter data forms, and sign existing signature fields in the PDF document

The Certify operation is disableid there is a signed fielth the document.

Validate i Validates the digital signate. The display of the signature in the main screen
is refreshed to reflect the validation state of the signature.

Clear i Clears the digital signature. This results in an empty signature field.

Remove I Removes the digital signature as well as the signature field from the document.
This operation is disabldfithere is a signed fielth the document.

Settings i Displays the signaturgettings SignatureSettings can be changed if the field is
not signedThis operation is disablatithere is a signed fieloh the document.

Details T Displays the digital signature status and certificate status.
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Configuring Default Signature Settings

You can configure efault signature settings that will applynewly createdsignhaturesTo
configure the default signature settings for an individual signature field, refamtiiguring

Default Signature Settings for a Single Signature

To configure default signature settings for all signatures

1. Click * inthe toolbar, or seledools A Settings. The OmniSignSettingdialog box
appears. The settings you configure will apply tanallvly createdligital or electronic

signatures.

2. Click theDigital Signature tab to configure the default digital signature settings.

OmniSign Settings

General

Field narme:

[CJPrompt for signature reasore

Appearance

Shaw sighature field
[] Dizplay caption [labets)
Graphical zsignature
[T Initiats
[JLoga

Graphical sighature location:

Digital Signature | Electronic Signature | General

Date and time
Signer's name
[ Tite

@ Lleft O Top

]

| ok

H Cancel ]

Figure 94 OmniSign Dekult Signature Setting$ Digital Signatures

3. View the current settings, or change the settings as desired. For an explanation of the
available fields, refer t€onfiguring the Signature General ParametarslConfiguring

the Signature Appearance

4. Click theElectronic Signature tab to configure the default electronic signature settings.
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X]

OmniSign Settings

Digital Signature | Electronic Signature |General

General

Field narme: | |

[CJPrompt for signature reasore

Appearance

[] Dizplay caption [labets) Date and time
Graphical zsignature
[T Initiats O Title

Graphical signature location: @ Left () Top

[ [1]8 H Cancel l

Figure 95 OmniSign Default Signature Setigsi Electronic Signatures

5. View the current settings, or change the settings as desired. For an explanation of the
available fields, refer t€onfiguring the Signature General ParametarslConfiguring

the Signature Appearance

6. Click theGeneral tab to configure the defaulenerakignature settings
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X]

OmniSign Settings

Digital Signature | Electronic Signature | General

General Settingz

Open new documents in zame windom
[ Werifw signatures when documents are opened
] One-touch signature
wlidth: Height: Paints

Ptz

Measuremant unitz: | Paints: b

Saving Optionz

Default falder: | {5 ave in original folder}

] Delete original

Signature D ate & Time Format
Date: | MMM d yypy w | [ Display GMT offset

Time:  |[himm i v

[ 0K H Cancel ]

Figure 96 OmniSign Default Signature Settings General

In theGeneral tab you can configure:

8§ General settingsi Refer toConfiguring General OmniSign Settings

8§ Saving Optionsi Refer toConfiguring OmniSign Saving Optians

§ Signature Date & Time formati refer toConfiguring Date and Time Format

Configuring General OmniSign Settings
You can configure the following general OmniSign settirkigure96):

8§ Show tips at startup i Specify whether OmniSign will display a fgopup(Figure97)
upon startup.
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o) '.|"S|gn - T_—IPIaceDlg.FleId - | v ‘\% g"’l o] 1
>

There are no signature fields in this document.

To sign the document Select the Sign toal, and click (or
click and drag) in the desired area.

To Create an empty signature field Selectthe Add
Field tool. and click {or click and drag) in the desired area.

Click here to learn how to use OmniSign

[ Don't showe thiz again

Figure 97 Tip Popup

8§ Open new documents in same window i Specify whether every activation of OmniSign
(via the OmniSign Printer, th&ign with CoSign right-click option, or the CoSign Control
Panel) will be diverted to the same running instance of OmniSign.

§ Verify signatures when documents are opened I Specify whether OmniSign will
validate all digital signatuseupon opening a PDF file.

8§ One-touch signature I Specify whether the user only needs to-tditk once in a
document displayed in the main window to indicate the center of a new digital or
electronic signature field. The width and height of the signdigiictare determined by
the values you enter in tivgidth andHeight fields.

8 Wwidth andHeight i Specify the widtrand heighof a onetouch signature fieldn
points

The fields right undewidth andHeight display the width anfieightin the units
seletedin Measurement Units. Both sets ofvidth and heighfields, as well ashe
Measurement Unit field, are linkedhat is, achange in onef them automatically
causesn alteration irthe fields influenced by the change.

8 Measurement units T Selectthe wit of measuwementfor the fields directly under
Width andHeight.

Configuring OmniSign Saving Options

Saving Dphiong

Default folder;
{Save in original folder}
] Delete original

Figure 98 Saving Options
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You can configure the following save options:

§ Default folder i Specify the folder where the signed PDF file will be stored. The file
name is identical to the name of the original file if the original file is a PDF file. Do not
change this field, unless you are batch signing a group of files. If you do not change this
field, OmniSign will overwrite the source PDF file with the signed PDF file, or prompt
you for a location if the source file is a RBIDF file.

8§ Delete original T Specify whether to delete the original file after the signature operation.
This option is redvant only if the signed file is saved in a different location and thus does
not overwrite the original PDF file.

Configuring Default Signature Settings for a Single Signature

To configure sigmature default settings for an individual signature

1. Insert a new digital signature field as describelthgerting a Digital Signature Field

2. SelectSettings from theOptions drop down menu appeag just above thsignature
field (Figure90). The Signature Settingdialog box appears.

Figure 99 Default Signature Settings
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