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Terms and Acronyms Used in the CPS  

Acronyms:  

CA  Certificate Authority  

CPS  Certification Pra ctice Statement  

CRL  Certificate Revocation List  

CSR  Certificate Signing Request 

EPKI  Enterprise Public Key Infrastructure Manager  

FTP  File Transfer Protocol  

HTTP  Hypertext Transfer Protocol  

ITU  International Telecommunication Union  

ITU-T  ITU Telecommunication Standardization Sector  

PKI  Public Key Infrastructure  

PKIX  Public Key Infrastructure (based on X.509 Digital Certificates)  

PKCS  Public Key Cryptography Standard 

URL  Uniform Resource Locator 

X.509   The ITU-T standard for Certificates and their  corresponding authentication framework  

Terms:  

Applicant:  The Applicant is an Organization applying for Certificates on behalf of its End 
Users. 

Certificate Policy:  The Certificate Policy is a statement of the issuer that corresponds to the 
prescribed usage of a digital certificate within an issuance context.  

CoSign: CoSign is a non-forgeable, simple -to-use digital signature appliance.  

End User/Individual:  The End User/Individual is an employee of an Organization or its affiliate.  

Organization:  Organization is a Customer who had purchased a CoSign. 

Relying Party Agreement:  The Relying Party Agreement is an agreement that must be read and 
accepted by a Relying Party prior to validating, relying on or using a 
Certificate and is available for reference at 
www.arx.com/documents/cps.php . 

Relying Party:   The Relying Party is an entity that relies upon the information contained 
within the Certificate.  

Subscriber Agreement:  The Subscriber Agreement is an agreement that must be read and accepted 
by an Applicant before applying for Certificates. The Subscriber Agreement is 
specific to the Digital Certificate product type and is available for reference 
at www.arx.com/documents/cps.php . 

Subscriber:  The Subscriber is an Organization whose End-Users have been issued 
certificates.  

 

http://www.arx.com/documents/cps.php
http://www.arx.com/documents/cps.php
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1. General  

This document is the ARX Certification Practice Statement (CPS) and outlines the legal, commercial and 

technical princi ples and practices that ARX employ in providing certification services that include, but are 

not limited to, approving, issuing, using and managing of Digital Certificates and in maintaining a X.509 

Certificate based public key infrastructure (PKIX) in acc ordance with the Certificate Policies determined by 

ARX. It also defines the underlying certification processes for Subscribers and describes ARXõs repository 

operations. The CPS is also a means of notification of roles and responsibilities for parties inv olved in 

Certificate based practices within the ARX PKI.  

1.1 ARX  

ARX is a Certification Authority (CA) that issues high quality and highly trusted standard digital certificates 

to entities including private and public companies and individuals in accordanc e with this CPS. In its role as 

a CA, ARX performs functions associated with public -key operations that include receiving requests, issuing, 

revoking and renewing a digital certificate and the maintenance, issuance and publication of Certificate 

Revocation Lists (CRLs) for users within the ARX PKI. 

1.2 ARX CPS  

The ARX CPS is a public statement of the practices of ARX and the conditions of issuance, revocation and 

renewal of a certificate issued under ARXõs own hierarchy. Pursuant to the division of the tasks of a CA, this 

CPS is largely divided in the following sections: Technical, Organizational, Practices and Legal.  

The ARX Certificate Policy Authority maintains this CPS, related agreements and Certificate policies 

referenced within this document. The Cer tificate Policy Authority may be contacted at the address below:  

ARX Certificate Policy Authority  

855 Folsom St. Suite 939 

San Francisco, CA.  49107 

USA 

Attention: Legal Practices  

Email: legal@arx.com 

This CPS, related agreements and Certificate policies referenced within this document are available online 

at:  www.arx.com/documents/cps.php . 

1.3 CPS Suitability, Amendments and Publication  

The ARX Certificate Policy Authority is responsible for determining the suitability of certificate policies 

illustrated within the CPS. The Authority is also responsible for determining the suitability of proposed 

changes to the CPS prior to the publication of an amended edition. Upon the Certificate Policy Authority 

accepting such changes deemed by the CAõs Policy Authority to have significant impact on the users of this 

CPS an updated edition of the CPS will be published at the ARX repository (available at 

www.arx.com/documents/cps.php ), with thirty days notice given of upcoming changes and suitable 

incremental version numbering used to identify new editions.  

Revisions not denoted òsignificantó are those deemed by the CAõs Policy Authority to have minimal or no 

impact on subscribers and relying parties using certificates and CRLs issued by the CA. Such revisions may 

be made without notice to users of the CPS and without changing the version number of this CPS.  

mailto:legal@arx.com
http://www.arx.com/documents/cps.php
http://www.arx.com/documents/cps.php
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Controls are in place to reasonably ensure that the ARX CPS is not amended and published without the prior 

authorization of the Certificate Policy Authority.  

1.4 Liability of ARX  

For legal liability of ARX under the provisions made in this CPS, please refer to Section 5.  

1.5 Compl iance with applicable standards  

The practices specified in this CPS have been designed to meet or exceed the requirements of generally 

accepted and developing industry standards.  

1.6 Digital Certificate Policy Overview  

A digital certificate is formatted d ata that cryptographically binds an identified Subscriber's End -User with 

a public key. A digital certificate allows an End User/Individual taking part in an electronic transaction to 

prove their identity to other participants in such a transaction. Digita l certificates are used in commercial 

environments as a digital equivalent of an identification card.  

1.7 ARX PKI Hierarchy   

UTN-USERFirst-Client Authentication and Email  (serial number = 44 be 0c 8b 50 00 24 b4 11 d3 36 25 25 67 

C9 89, expiry = 09 July 2019 17:36:58) 

 CoSign Certificate Authority by ARX (serial number = 4E FA BB 32 A3 0D 00 A4 EB DC 13 03 C0 3C 5C 

BB, expiry = 09 July 2019 17:36:58) 

   End User Certificate ( serial number = x, expiry = 1 year from issuance )]  

1.8 ARX Certification Authori ty  

In its role as a Certification Authority (CA) ARX provides certificate services within the ARX PKI. The ARX CA 

will:  

Conform its operations to the CPS (or other CA business practices disclosure), as the same may from time to 

time be modified by amendmen ts published in the ARX repository www.arx.com/documents/cps.php . 

Issue and publish certificates in a timely manner in accordance with the issuance times set out in this CPS.  

Upon receipt of a valid reque st from the CoSign appliance to revoke a certificate, using the revocation 

methods detailed in this CPS, revoke a certificate issued for use within the ARX PKI.  

Publish CRLs on a regular basis, in accordance with the applicable Certificate Policy and with provisions 

described in this CPS. 

Distribute issued certificates in accordance with the methods detailed in this CPS.  

Update CRLs in a timely manner as detailed in this CPS. 

1. 10  Subscribers  

Subscribers of ARX certification services are Organizations that use PKI in relation with transactions and 

communications. Subscribersõ End Users are parties that are identified in their certificates and have sole 

control of the private keys corresponding to the public keys listed in the certificates. Prior to verificati on of 

identity and issuance of End -Usersõ certificates, a Subscriber is an applicant for the services of ARX. 

http://www.arx.com/documents/cps.php
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1.11  Relying Parties  

Relying parties use PKI services in relation with ARX certificates and reasonably rely on such certificates 

and/or digital si gnatures when verified by reference to a public key listed in a Subscriber End Userõs 

certificate.  

To verify the validity of a digital certificate the relying party must refer to the Certificate Revocation List 

(CRL) prior to relying on information in any certificate to ensure that ARX has not revoked the certificate. 

The CRL location is detailed within the certificate.  

2. Technology  

This section addresses certain technological aspects of the ARX infrastructure and PKI services.  

2.1 ARX CA Infrastructure  

The ARX CA Infrastructure uses trustworthy systems to provide certificate services. A trustworthy system is 

computer hardware, software and procedures that provide an acceptable resilience against security risks, a 

reasonable level of availability, reliabili ty, correct operation, and enforce the security policy.  

2.1.1 Root CA Signing Key Protection & Recovery  

Protection of the CA Intermediate Root (òSub Rootó) signing key pairs is ensured with the use of IBM 4578 

cryptographic coprocessor devices, which are certified to FIPS 140-1 Level 4, for key generation, storage 

and use. The CA Sub Root signing key pairs are 2048 bit and were generated within the IBM 4578 device. 

For CA Sub Root key recovery purposes, the Sub Root CA signing keys are encrypted and stored within a 

secure environment. The decryption key is split across m removable media and requires n of m to 

reconstruct the decryption key. Custodians in the form of two or more authorized officers are required to 

physically retrieve the removable media from  the distributed physically secure locations.  

Where CA Sub Root signing keys are backed up to another cryptographic hardware security module, such 

keys are transferred between devices in encrypted format only.  

2.1.2 CA Root Signing Key Generation Process  

ARX securely generates and protects its private key(s), and takes necessary precautions to prevent the 

compromise or unauthorized usage of it.  

The ARX CA Sub Root key was generated in accordance with the guidelines detailed in the Root Key 

Generation Ceremony Reference of the Comodo CA CPS located at: 

www.comodogroup.com/repository/Comodo_WT_CPS.pdf . The related activities and the personnel 

involved in the Sub Root Key Generation Ceremony are recorded for audit purposes. Subsequent Sub Root 

Key Generation Ceremonies are to follow the documented reference guide also.  

2.1.3 CA Root Signing Key Archival  

When any CA Sub Root Signing Key pair expires, they will be archived for at least 7 year s. The keys will be 

archived in a secure cryptographic hardware module, as per their secure storage prior to expiration, as 

detailed herein.  

2.1.4 CA Root Public Key Delivery to Subscribers  

ARX makes its CA Sub Root Certificate available online at crt.arx.com/CoSignCertificateAuthoritybyARX.crt .  

The full certificate chain (see section 1.7 of this CPS) is available to Subscriberõs End-Users by means of the 

AIA (Authority Information Acce ss) certificate extension.  

http://www.comodogroup.com/repository/Comodo_WT_CPS.pdf
http://crt.arx.com/CoSignCertificateAuthoritybyARX.crt
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2.2 Digital Certificate Management  

ARX certificate management refers to functions that may include but are not limited to the following:  

8 Verification of the identity of an Applicant.  

8 Authorizing the issuance of certificates.  

8 Issuance of certificates.  

8 Revocation of certificates.  

8 Listing of certificates.  

8 Distributing certificates.  

8 Publishing certificates.  

8 Storing certificates.  

8 Retrieving certificates in accordance with their particular intended use.  

2.3 ARX Directories, Repository a nd Certificate Revocation Lists  

ARX manages and makes publicly available directories of revoked certificates using Certificate Revocation 

Lists (CRLs). All CRLs issued by ARX are X.509 v2 CRLs, in particular as profiled in IETF RFC 3280. Users and 

relying parties are strongly urged to consult the directories of revoked certificates at all times prior to 

relying on information featured in a certificate. ARX updates and publishes a new CRL every 24 hours or 

more frequently under special circumstances. The CRL  for certificates can be accessed via the following 

URL: crl.arx.com/CoSignCertificateAuthoritybyARX.crl  

ARX also publishes a repository of legal notices regarding its PKI services, including this CPS, agreements 

and notices, references within this CPS as well as any other information it considers essential to its 

services. The ARX legal repository may be accessed at www.arx.com/documents/cp s.php. 

2.4 Types of ARX Certificates  

ARX currently offers digital certificates and related products that can be used in a way that addresses the 

needs of users for secure personal and business electronic signatures.  

ARX may update or extend its list of p roducts, including the types of certificates it issues, as it sees fit. The 

publication or updating of the list of ARX products creates no claims by any third party. Upon the inclusion 

of a new certificate product in the ARX hierarchy, an amended version o f this CPS will be made public 

within two days on the official ARX websites.  

Suspended or revoked certificates are appropriately referenced in CRLs and published in ARX directories. 

ARX does not perform escrow of any Subscriberõs End-Usersõ private keys. 

2.4.1 ARX Secure Electronic Signature Certificates  

ARX makes available Secure Electronic Signature Certificates that in combination with an appropriate 

application allow End Users to digitally sign documents and data for relying parties.  

2.5 Extensions and  Naming  

2.5.1 Digital Certificate Extensions  

ARX uses the International Telecommunications Union (ITU) standard X.509 version 3 for digital certificates 

to construct digital certificates for use within the ARX PKI. X.509 v3 allows a CA to add certain certi ficate 

http://crl.arx.com/CoSignCertificateAuthoritybyARX.crl
file:///C:\Documents%20and%20Settings\roey\Local%20Settings\Temporary%20Internet%20Files\OLK1F\www.arx.com\documents\cps.php
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extensions to the basic certificate structure. ARX uses a number of certificate extensions for the purposes 

intended by X.509 v3 as per Amendment 1 to ISO/IEC 9594-8, 1995.  

2.6 Subscriber Private Key Generation Process  

The Subscriber's CoSign is responsible for the generation of the private key used in the certificate request. 

The ARX CA does not provide key generation, escrow, recovery or backup facilities.  

Upon making a certificate request, the Subscriber's CoSign is responsible for the generation  of an RSA key 

pair. The Subscriber's CoSign will be required to submit a public key and other details in the form of a 

Certificate Signing Request (CSR). 

2.7 Subscriber Private Keys Protection and Backup  

The Subscriber's CoSign is responsible for protection of the Organization End-Usersõ private keys. The ARX 

CA maintains no involvement in the generation, protection or distribution of such keys.  

2.8 Subscriber Public Key Delivery to ARX  

Secure Electronic Signature Certificate requests are generated by the  CoSign appliance and submitted to 

the ARX CA in the form of a PKCS#10 Certificate Signing Request (CSR). The CoSign appliance makes its 

submission automatically.  

2.9 Delivery of Issued Subscriber Certificate to Subscriber's End Users  

Upon issuance of a Secure Electronic Signature Certificate, it is delivered directly to the requesting CoSign 

appliance.  

2.12 ARX Certificates Profile  

A Certificate profile contains fields as specified below:  

2.12.1 Key Usage extension field  

ARX certificates are general purpo se and may be used without restriction on geographical area or industry. 

In order to use and rely on an ARX certificate the relying party must use X.509 v3 compliant software. ARX 

certificates include key usage extension fields to specify the purposes for which the certificate may be used 

and to technically limit the functionality of the certificate when used with X.509 v3 compliant software. 

Reliance on key usage extension fields is dependent on correct software implementations of the X.509 v3 

standard and is outside of the control of ARX.  

The possible key purposes identified by the X.509v3 standard are the following:  

a.  Digital signature, for verifying digital signatures that have purposes other than those identified in 

b), f) or g), that is, for entity authe ntication and data origin authentication with integrity;  

b.  Non-repudiation, for verifying digital signatures used in providing a non -repudiation service which 

protects against the signing entity falsely denying some action (excluding certificate or CRL signi ng, 

as in f) or g) below);  

c.  Key encipherment, for enciphering keys or other security information, e.g. for key transport;  

d.  Data encipherment, for enciphering user data, but not keys or other security information as in c) 

above; 

e.  Key agreement, for use as a public key agreement key;  

f .  Key certificate signing, for verifying a CAõs signature on certificates, used in CA certificates only; 
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g.  CRL signing, for verifying a CAõs signature on CRLs; 

h.  Encipher only, public key agreement key for use only in enciphering data whe n used with key 

agreement;  

i.  Decipher only, public key agreement key for use only in deciphering data when used with key 

agreement.  

2.12.2 Extension Criticality Field  

The Extension Criticality field denotes two separate uses for the Key Usage field. If the e xtension is noted 

as critical, then the key in the certificate is only to be applied to the stated uses. To use the key for 

another purpose in this case would break the issuerõs policy. If the extension is not noted as critical, the 

Key Usage field is simply there as an aid to help applications find the proper key for a particular use.  

2.12.3 Basic Constraints Extension  

The Basic Constraints extension specifies whether the subject of the certificate may act as a CA or only as 

an end-user Reliance on basic constraints extension field is dependent on correct software implementations 

of the X.509 v3 standard and is outside of the control of ARX.  

2.12.4 Certificate Policy (CP)  

Certificate Policy (CP) is a statement of the issuer that corresponds to the prescribe d usage of a digital 

certificate within an issuance context. A policy identifier is a number unique within a specific domain that 

allows for the unambiguous identification of a policy, including a certificate policy.  

The Specific ARX certificate profile is  as per the table below:  

ARX Secure Electronic Signature Certificate  

Signature Algorithm  sha1RSA 

Issuer CN CoSign Certificate Authority by ARX 

OU The CoSign Trust Network 

OU www.arx.com  

O ARX (Algorithmic Research) 

C US 

Validity  1 year 

Subject  CN  

O  

E  

Authority Key Identifier  e4 d8 4e 6d 95 57 c3 6f 4a 15 4c 2f c2 b0 5b dc 0b 57 ef 9c 

Key Usage (non-critical)  Digital Signature, Non-Repudiation, Key Encipherment, Data 

Encipherment (f0) 

Netscape Certificate Type  SSL Client Authentication, SMIME (a0) 

Basic Constraint  Subject Type=End Entity 

Path Length Constraint=None 
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Certificate Policies  http://www.arx.com/documents/cps.php  

CRL Distribution Points  http://crl.arx.com/CoSignCertificateAuthoritybyARX.crl  

Thumbprint Algorithm  sha1 

Thumbp rint  2B82 A358 F9E7 9813 924D 5F26 F4B5 EC36 6E91 6323 

 

3. Organization  

ARX operates within various operation sites. All sites operate under a security policy designed to, within 

reason, detect, deter and prevent unauthorized logical or physical access to  CA related facilities.  

This section of the CPS outlines the security policy, physical and logical access control mechanisms, service 

levels and personnel policy in use to provide trustworthy and reliable CA operations.  

3.1 Conformance to this CPS  

ARX conforms to this CPS and other obligations it undertakes through adjacent contracts when it provides 

its services.  

3.2 Termination of CA Operations  

In case of termination of CA operations for any reason whatsoever, ARX will provide timely notice and 

transfer of responsibilities to succeeding entities, maintenance of records, and remedies. Before 

terminating its own CA activities, ARX will take the following steps, where possible:  

8 Providing subscribers of valid certificates with ninety (90) days notice of its i ntention to cease acting as 

a CA; 

8 Revoking all certificates that are still un -revoked or un-expired at the end of the ninety (90) day notice 

period without seeking Subscriberõs consent; 

8 Giving timely notice of revocation to each affected Subscriber;  

8 Making reasonable arrangements to preserve its records according to this CPS;  

8 Reserving its right to provide succession arrangements for the re -issuance of certificates by a successor 

CA that has all relevant permissions to do so and complies with all necessary rules, while its operation 

is at least as secure as ARXõs. 

The requirements of this article may be varied by contract, to the extent that such modifications affect 

only the contracting parties.  

3.3 Form of Records  

ARX retains records in electronic or in pa per-based format for a period detailed in section 3.4 of this CPS. 

ARX may require Subscribers to submit appropriate documentation in support of a certificate application.  

3.4 Records Retention Period  

ARX retains the records of ARX digital certificates and  the associated documentation for a term of no less 

than 7 years. The retention term begins on the date of expiration or revocation. Copies of certificates are 
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held, regardless of their status (such as expired or revoked). Such records may be retained in e lectronic, in 

paper-based format or any other format that ARX may see fit.  

Such records are archived at a secure off -site location and are maintained in a form that prevents 

unauthorized modification, substitution or destruction.  

3.5 Logs for Core Function s 

For audit purposes, ARX maintains electronic or manual logs of the following events for core functions. All 

logs are backed up on removable media and the media held at a secure off -site location on a daily basis. 

These media are only removed by ARX staff on a visit to the data centre, and when not in the data centre 

are held either in a safe in a locked office within the development site, or off -site in a secure storage 

facility.  

An audit log is maintained of each movement of the removable media. Logs are  archived by the system 

administrator on a weekly basis and event journals reviewed on a weekly basis by CA management. Both 

current and archived logs are maintained in a form that prevents unauthorized modification, substitution or 

destruction. When the r emovable media reaches the end of its life it is wiped by a third party secure data 

destruction facility and the certificates of destruction are archived.  

All logs include the following elements:  

8 Date and time of entry  

8 Serial or sequence number of entry  

8 Method of entry  

8 Source of entry  

8 Identity of entity making log entry  

3.5.1 CA & Certificate Lifecycle Management  

CA Root signing key functions, including key generation, backup, recovery and destruction  

Subscriberõs End-Userõs certificate life cycle management, including successful and unsuccessful certificate 

requests, certificate issuances, certificate re -issuances and certificate renewals  

Subscriberõs End-Userõs certificate revocation requests, including revocation reason 

Certificate Revocation List updates , generations and issuances 

Custody of keys and of devices and media holding keys 

Compromise of a private key  

3.5.2 Security Related Events  

System downtime, software crashes and hardware failures  

CA system actions performed by ARX personnel, including software updates, hardware replacements and 

upgrades 

Cryptographic hardware security module events, such as usage, de -installation, service or repair and 

retirement  

Successful and unsuccessful ARX PKI access attempts 

Secure CA facility visitor entry and exit  

3.5.3 Certificate Application Information  
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The documentation and other related information presented by the applicant as part of the application 

validation process 

Storage locations, whether physical or electronic, of presented documents  

3.5.4 Log Retention Period  

ARX maintains logs for a period of 7 years, or as necessary to comply with applicable laws.  

3.6 Business Continuity Plans and Disaster Recovery  

To maintain the integrity of its services ARX implements, documents and periodically tests appropriate 

contingency and disaster recovery plans and procedures. Such plans are revised and updated as may be 

required at least once a year.  

ARX operates a fully redundant CA system. The backup CA is readily available in the event that the primary 

CA should cease operation. All of its critical computer equipment is housed in a co -location facility run by a 

commercial data -centre, and all of the critical computer equipment is duplicated within the facility. 

Incoming power and connectivity feeds are duplicated. The dupl icate equipment is ready to take over the 

role of providing the implementation of the CA, and allows us to specify a maximum system outage time (in 

case of critical systems failure) of 1 hour.  

Backup of critical CA software is performed weekly and is stor ed offsite.  

Backup of critical business information is performed daily and is stored offsite.  

ARX operations are distributed across several sites world wide. All sites offer facilities to manage the 

lifecycle of a certificate, including but not limited to the application, issuance, revocation and renewal of 

such certificates.  

As well as a fully redundant CA system, ARX maintains provisions for the activation of a backup CA and a 

secondary site should the primary site suffer a total loss of systems. This dis aster recovery plan states that 

ARX will endeavor to minimize interruptions to its CA operations.  

3.7 Availability of Revocation Data  

ARX publishes Certificate Revocation Lists (CRLs) to allow relying parties to verify a digital signature made 

using an ARX issued digital certificate. Each CRL contains entries for all revoked un -expired certificates 

issued and is valid for 24 hours. ARX issues a new CRL every 24 hours and includes a monotonically 

increasing sequence number for each CRL issued. Under special circumstances, ARX may publish new CRLs 

prior to the expiry of the current CRL. All expired CRLs are archived (as described in section 3.4 of this CPS) 

for a period of 7 years or longer if applicable. ARX does not support OCSP (Online Certificate Status 

Protocol).  

3.8 Publication of Critical Information  

ARX publishes this CPS, certificate terms and conditions, the relying party agreement and copies of all 

subscriber agreements in the official ARX repository at www.arx.com/documents/cps.php . The ARX 

Certificate Policy Authority maintains the ARX repository. All updates, amendments and legal promotions 

are logged in accordance with the logging procedures referenced in section 3.5 of this CPS.  

3.9 Confidential  Information  

ARX observes applicable rules on the protection of personal data deemed by law or the ARX privacy policy 

(see section 3.11 of this CPS) to be confidential.  

 

http://www.arx.com/documents/cps.php
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3.9.1 Types of Information deemed as Confidential  

ARX keeps the following types of inf ormation confidential and maintains reasonable controls to prevent the 

exposure of such records to non-trusted personnel.  

Subscriber agreements. 

Certificate application records and documentation submitted in support of certificate applications whether 

successful or rejected.  

Transaction records and financial audit records.  

External or internal audit trail records and reports, except for WebTrust audit reports that may be 

published at the discretion of ARX.  

Contingency plans and disaster recovery plans. 

Internal tracks and records on the operations of ARX infrastructure, certificate management and enrolment 

services and data. 

3.9.2 Types of Information not deemed as Confidential  

Subscribers acknowledge that revocation data of all certificates issued by the AR X CA is public information 

is published every 24 hours. Subscriber application data marked as òPublicó in the relevant subscriber 

agreement and submitted as part of a certificate application is published within an issued digital certificate 

in accordance with section 2.12.4 of this CPS.  

3.9.3 Access to Confidential Information  

All personnel in trusted positions handle all information in strict confidence.  

3.9.4 Release of Confidential Information  

ARX is not required to release any confidential information,  unless as otherwise required by law, without an 

authenticated, reasonably specific request by an authorized party specifying:  

8 The party to whom ARX owes a duty to keep information confidential.  

8 The party requesting such information.  

8 A court order, if any.  

3.10 Personnel Management and Practices  

Consistent with this CPS ARX follows personnel and management practices that provide reasonable 

assurance of the trustworthiness and competence of their employees and of the satisfactory performance 

of their duties.  

3.10.1 Trusted roles  

Trusted roles relate to access to the ARX account management system, with functional permissions applied 

on an individual basis. Senior members of the management team decide permissions, with signed 

authorizations being archived.  

Trusted personnel must identify and authenticate themselves to the system before access is granted. 

Identification is via a username, with authentication requiring a password and digital certificate.  

3.10.2 Personnel controls  

All trusted personnel have backgro und checks before access is granted to ARXõs systems. Training of 

personnel is undertaken via a mentoring process involving senior members of the team to which they are 

attached.  




