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Digitally Signing Outlook Emails

Microsoft® Outlook® includes tools for sending and
Table of Contents receiving digitally signed emails. CoSign® integrates
with Outlook by managing your public and private
keys and certificates. This enables you to easily sign
Configuring Outlook 2003 emails in Outlook.

Signing Outlook Emails with Microsoft Office 2003...

Sending Signed Email Messages with Outlook 2003 .. Before you can send signed email messages, you must
configure Outlook to associate your certificate with

Signing Outlook Emails with Microsoft Office 2007... .
your email account.

Configuring Outlook 2007

Note: The procedures described in this section refer
to Microsoft Office 2003 and 2007. Dialog boxes and
Signing Outlook Express Emails other user interface elements may appear slightly
different in Microsoft Office 2000/ XP.

Sending Signed Email Messages with Outlook 2007 ..

Configuring Outlook Express
Sending Signed Email Messages with Outlook Express4 Note: If you are sending digitally signed outlook
emails to recipients that do not have CoSign, they
will need to install the CoSign Root Certificate in
order to verify your digital signature.

Note: While CoSign creates digital signatures, it does not support email encryption. Therefore, you can
digitally sign your emails but you cannot encrypt them.

Signing Outlook Emails with Microsoft Office 2003
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Configuring Outiook 2003 — L
»» Open Outlook. Enarypted e-mal
™ Encrypt contents and attachments for outgoing messages
» Open the Tools menu and select Options. The Options :;g";j:ﬂ“’:;e:’ e s
dialog box appears. I™ Request S/MIME receipt for all /MIME signed messages
Default Setting: IMy 5/MIME Settings (acmer@ar}j Settings... |
» Select the Security tab (Figure 1). ——
Security zones allow to customize whether scripts and active
»» For additional settings options, click Settings. The Change content o be T message. -
Security Settings dialog box appears (Figure 2). =G restrctad s |
Download Pictures
» In the Certificates and Algorithms section, click Choose to Change Automatic Donnioad Settings..._ |
select a signing certificate. The Select Certificate dialog Digital s (Certificates)
i Dgtzl ]I_.!sor Cem'_ﬁ(ztes are_doclmls that allow you to prove your
box appears. 'denmvndectrwaM- | |
Publish to GAL... Import/Export... Get a Digital ID...
» Select the certificate you want to use for signing your
emails and click OK. You are returned to the Security tab
of the Options dialog box. || =

X Figure 1: Security tab in Options dialog box
» Click OK.
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Sending Signed Email Messages with

Outlook 2003

To sign all your email messages:

»

»

In Outlook, open the Tools menu and select Options. The

Options dialog box appears.

Select the Security tab and check Add digital signature to

outgoing messages (Figure 1).

To sign a specific email message:

» On the Outlook toolbar, click the envelope icon B

Change Security Settings 5'

Security Setting Preferences
Security Settings Name:
I My 5/MIME Settings (zorner @arx.com)

=
Cryptography Format: ISIMIME ﬂ

¥ Default Security Setting for this cryptographic message format
V¥ Default Security Setting for all cryptographic messages

Security Labels... | Mew Delete | Fassword, . |

Certificates and Algorithms

Signing Certificate: |A|0n Orner

Choose... |

Hash Algarithm: ISHAI j

Encryption Certificate: IAIon Orner

Choose... |

Encryption Algorithm: | IDES j

¥ Send these certificates with signed messages

o |

Figure 2: Change Security Settings

Signing Outlook Emails with Microsoft Office 2007

Configuring Outlook 2007
» Open Outlook.

»

»

»

»

»

»

Open the Tools menu and select Trust Center (Figure 3).
Select E-mail Security on the left-side panel (Figure 4).

For additional settings options, click Settings. The Change Security

Settings dialog box appears (Figure 5).

In the Certificates and Algorithms section, click Choose to select a (e
signing certificate. The Select Certificate dialog box appears.

Select the certificate you want to use for signing your emails and click

OK.

You are returned to the E-mail Security Options dialog box of the Trust

Center dialog box. Click OK.

Trust Center
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Macro Security

Trusted Publishers

E-mail Security
Attachment Handling

Automatic Download

Programmatic Access

Encrypted e-mail

EE" ™ Encrypt contents and attachments for outgoing messages
s L [T Add digital signature to outgoing messages

[¥ send clear text signed message when sending signad
messages

™ Request S/MIME receipt for all S/MIME signed messages
Default — )
Setting =] settings...

Digital IDs (Certificates)

— Digital IDs or Certificates are documents that allow you to prove
your identity in electronic transactions.
Publish ta GAL...

Import/Export.. | Geta Digital ID...

Read as Plain Text

I Read all standard mail in plain text
[T Read all digitally signed mail in plain text

Script in Folders

™ Allow script in shared folders
¥ Allow seript in Public Folders

Cancel
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Figure 4: Trust Center - E-mail Security
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Figure 3: Tools - Trust Center

Change Security Settings ll

Security Setting Preferences

Security Settings Name:
I My 5/MIME Settings {John.Miler @arx, com)|

Lo Lol

Cryptography Format: IS,"MIME

¥ Default Security Setting for this cryptographic message format
¥ Default Security Setting for all cryptographic messages

Security Labels. .. | Mew Delete | Fassword,,, |
Certificates and Algerithms
Signing Certificate: IJohn Miller Choose...
Hash Algorithm: ISHA 1 j

Encryption Certificate: IJohn Miller

Encryption Algarithnm: I d

¥ Send these certificates with signed messages

o

)
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Figure 5: change Security Settings
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Sending Signed Email Messages with Outlook 2007

To sign all your email messages:

» In Outlook, Open the Tools menu and select Trust Center
(Figure 3).

» Select the E-mail Security (Figure 4).

» Check Add digital signature to outgoing messages on the
E-mail Security section of the Trust Center.

To sign a specific email message:

» On the Outlook toolbar, select the envelope icon L= .

Trusted Publishers
Add-ins
Privacy Options
E-mail Security
Attachment Handling
Automatic Download
Macro Security

Programmatic Access

Encrypted e-mail

9& I™ Encrypt contents and attachments for outgoing messages
L V' 1dd digital signature to outgoing messages
[V Send clear text signed message when sending signed messages
T~ Request S/MIME receipt for all S/MIME signed messages

Default " = >
Setting [ My s/h1ME setting ponnmier@ancom 7] [ Settingis ]

Digital IDs (Certificates)

=] Digital IDs or Certificates are documents that allow you to prove your identity
in electronic transactions,

Publish to GAL.. | Import/Export.. | Geta Digital ID...

Read as Plain Text

I Read ail standsrd mail in plain text
I Read all agitally signed mail in pisin text

Seript in Folders

I Atiow seript in shared folders
% Atlow serpt in Public Eolders

Signing Outlook Express Emails

Microsoft Outlook Express includes tools for sending and
receiving digitally signed emails. CoSign integrates with Outlook
Express by managing your public and private keys and
certificates. This enables you to easily sign emails in Outlook
Express.

Before sending signed email messages using Outlook Express,
you must configure Outlook Express to associate your certificate
with your email account.

Configuring Outlook Express

To configure Outlook Express:

»» Open Outlook Express.

OK Cancel i)
Figure 6: Trust Center - Add Digital Signatures
to outgoing messages
2]
Al Mal | Mens | Direotory Service | ;
Account [ Tope | Conneclion I Eemove
(3212.25.66.95 mail [default) Ary Available 4‘
Broperties
Set s Default
Irnport.
Export
Setiider. |
Figure 7: Internet Accounts - Mail
¥ 12.25.66.95 Properties 2lx|

» Open the Tools menu and select Accounts. The Internet Accounts

dialog box appears.
» Select the Mail tab (Figure 7).

» Select the email account with which you want to use your

certificate and click Properties. The Account Properties dialog box

appears.

» Select the Security tab (Figure 8).

» In the Signing certificate section of the dialog box, click Select.

The Select Default Account Digital ID dialog box appears.

» Select the certificate you want to use and click OK.

Genela\l SEWE[SI Connection  Security IAdvaﬂcedI IMAP |

Signing certificate

Select the signing certificate below. This will determine the digital
|0 used when signing messages with this account.

Ceitificate: o deleet

Encrypting preferences
Select the encryption certificate and algarithm. These are

included with vour digitally signed messages so others can send
encrypted mail ta you with these settings.

Certificate: Select...

Algarithim: 3DES -
(1] I Cancel | Apply |

Figure 8: Account Properties - Security

Note: Only certificates with the same email address as the selected account are displayed.
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12 Sending Signed Email Messages with

General I Read | Receipts I Send | Compose | Signatures I
Spelling Security | Connection I Maintenance

Outlook Express

Secuiity Zones
Select the Intemet Explorer security zone to use:

@ ¥ Intemet zone [Less secure, but mare functional) TO S] gn a ll you r ema]l messages:
" Restricted sites zons [More secure)

Secue M » In Outlook Express, open the Tools menu and select Options.
% Digital 1Dz [also called certificates] are special Tell me mare... The Options d]alog bOX appears.

documents that allow you to prove wour identity it

electronic ranzactions. Digital 1Ds...
To digitally sign messages or receive encrypted Gt DiitalID... }} SeleCt the Security tab (F]gure 9).

messages, you must have a digital 10

[¥ Encrypt contents and attachments for all outgoing messages » Check Digitally Sign all outgoing messages and Clle OK.

[¥ Digitally sign all nutgoing messages

T To sign a specific email message: .
» On the New Message toolbar, click ’?
oK I Cancel I Lpplp |

Figure 9: Options - Security

» Click Send to send the message.
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