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CoSign Quick Guide Signing PDF Files
with OmniSign
This chapter describes how to use the CoSign®

Tab I e Of CO ntents OmniSign application to manage digital signature

Launching OmniSign related operations in PDF documents.

Creating and Signing a Digital Signature Field

Launching OmniSign
Inserting a Digital Signature Field without

Signing To launch OmniSign for PDF documents:

¥ Right-click on the file name and select Sign

Signing an Unsigned Digital Signature Field
I - 1 . I with CoSign. OmniSign is launched.

Inserting and Signing Electronic Signature

Fields The OmniSign window (Figure 1) includes several
Performing a Multi-Page Signature Operation elements:
Validating All Signatures ¥ Navigation bar - Navigate and control the

Performing Operations on a Signature Field zoom level of the document being viewed.

¥ Main window - Displays the currently open

PDF document/s in Static or Cascading mode.
Configuring Default Signature Settings »  Signatures Panel - Enables you to view all
signed and unsigned signature fields, and
perform various operations on the signature
fields.

Configuring Settings for a Single Signature

Appendix A: Converting files to PDF using
OmniSign
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Release Notes - Version 5.21

Main General information
window

This version is a CoSign client version as well as CoSign Desktop version. The version includes a new
CosSign User Guide and a new CoSign Desktop Guide.

New features and fixes

% Office 2010 (32-bit version as well as 64-bit version) is now supported in both the CoSign Client and
the CoSign Desktap versions.
3 Anew and impraved enrollment mechanism is supported as part of the new CoSign Desktop version.
The new mechanism does not use a browser for the enrollment purpose. =

3 It s possible to backup and restore key material and licenses when using CoSign Desktap.

3 It is possible to define a transparent visible signature when using the ARX legacy add-in for Word
and Excel. Using the transparent visible signature it is possible to view some of the content
underneath the visible signature.

% The problem when signing PDF documents that include floating point value representations, was
resolved.

Known problems/limitations
¥ There is a problem adding a new graphical signature while signing Office 2007/2010 using ARX

signature line provider. The problem is relevant when using a pad, tablet or mouse for entering the
graphical signature. The problem started to occur in CoSign client version 5.0. “
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Figure 1: OmniSign Window
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¥ Toolbar - Enables you to perform various signature related operations, such as creating and signing
a new signature field in the PDF document. (Figure 2)

E E '!};F Sign T 'DPIaceDig. Figld - 'f, % @

Figure 2: OmniSign Toolbar

Creating and Signing a Digital Signature Field

Flease warify thist the confent wou ane signing ks cormect.

You can create and sign a digital signature field in a single operation. —_—

To create and sign a digital signature field: {l@
. f(\l r
» Click 7/ S
i

in the Toolbar (Figure 2), or select Signatures = Sign
from the Menu bar.

% In the main window (Figure 1), place the mouse on the desired location S
of the new signature field. Click and drag to create a new signature n -
field, and size it as desired. Release to create the signature field.

Figure 3: Signing Ceremony Dialog
¥ The standard Signing Ceremony dialog box appears, displaying your Box with Default Signature

default signature. (Figure 3)

¥ Click Sign. A new, signed signature field is created. (Figure 4) 3*0""""-'{/ 'a.qnﬁ T

Figure 4: Signed Signature Field

Inserting a Digital Signature Field without Signing

It is possible to insert a digital signature field without signing it. This is useful

when designing a document template. - -|
To create a digital signature field: Double click
» Click TIP==P3Fel = 1 the Toolbar, or select Signatures - Place Digital to sign

Field from the Menu bar. it Signatura1 i

#» In the main window, place the mouse on the desired location of the new

. . . . - L Figure 5: New Signature Field
signature field. Click and drag to create a new signature field, and size it g g

as desired. Release to create the signature field. A new signature field is Dptions ~
created. (Figure 5) r i Sign
% To change the shape or size of the signature field, click and drag any of the Dou ble ¢ ’ Eelf:':*: '
handles on the corners of the field. You can also drag the entire signature field to sig . C:E'a:' E
to a different location by clicking inside the rectangle and dragging it. Signature % Remove
»  To change the default signature settings for this signature field, right-click & _%Zei“_rl'gs
1 Lelals

inside the signature field and select Settings. Or, select Settings from the

Options drop-down menu located just above the signature field. (Figure 6) Figure 6: New Signature Options
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Signing an Unsigned Digital Signature Field

To sign an unsigned digital signature field:

¥ Double-click the signature field or select Sign from the Options drop-down menu. (Figure 6)
¥ The standard Signing Ceremony dialog box appears, displaying your default signature.
#»  Click Sign. A digital signature operation is performed and your signature appears.

Inserting and Signing Electronic Signature Fields

You can incorporate electronic signatures into a PDF document. An electronic signature is a graphical
image of a handwritten signature. Electronic signatures are suitable for certain applications such as
Point of Sale purchases. In a Point of Sale scenario, the customer may electronically sign a sales
contract. Then, the local sales person can digitally sign and effectively seal the document. For more
information on inserting and signing electronic signature fields, please refer to the CoSign v5.4 User
Guide (Chapter 8: Inserting an Electronic Signature Field).

Performing a Multi-Page Signature Operation

'!;{/7 Sign  * 'tl Flace Dig, Field 1/5/4, ‘)
You can add a digital signature field to multiple pages of a PDF document +45ign p
in a single operation. This operation adds a new unsigned signature 4 I e (MGl i

‘ Multi-Page Signatures

field to subsequent pages of a document based on the location of
the first signature field you create in the document. Multi-page

signing is suitable for contract-type documents, CAD drawings, or
any type of document that may require signatures or seals on multiple pages.

Figure 7: OmniSign - Signing Options

To create a multi-page signature field:
¥ Go to the first page that requires a signature.

» Open the drop-down menu using the arrow on the Sign button ¥ s - (Figure 7)
¥ Select Multi-Page Signatures.

¥ Click the mouse to indicate the top left corner of the new
signature field. An empty signature field is created, and the
Multi-Page Signatures dialog box appears. (Figure 8)

¥ Optionally drag or resize the empty signature field or click Double click to
Settings to specify signature settings for this signature. sign
¥ Click Sign. The standard Signing Ceremony dialog box appears. L Signature!
Select or enter the relevant information. Figure 8: Multi-Page Signatures Dialog Box

?»  The signature field is signed.

On each subsequent page, the new signature field is created at the same location, with the same
appearance and settings.
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¥ Click Sign to sign the current page and display the next page.
- If you do not want to sign a page, click Skip. The next page will be displayed.

- At any page, you can click Settings to change the signature settings from the current page
onward.

#  Click Done to end the Multi-Page Signatures operation.

Validating All Signatures

To validate all signatures, click

from the Menu bar.

in the Toolbar, or select Signatures = Validate all Signatures

The Signatures Panel (Figure 1) displays the validity status of each signature. In the main window, a
valid signature appears with a green check mark, an invalid signature appears with a red cross mark,
and an unknown (not yet validated) signature appears with no indication.

- A green check \/ indicates a valid signature.

- Ared “X” X indicates an invalid signature.

Performing Operations on a Signature Field

You can perform various operations on a signature field. To view these operations, you may:
7+ Click the Options drop-down menu located above the signature field. (Figure 6)

¥ Right-click on the signature field.

#  Left-click a signature field in the Signatures Panel. (Figure 1)

The available operations include:

¥ Sign - Signs or re-signs the signature field.

#+  Certify - Performs a PDF signature operation that is “stronger” than the regular PDF signature
operation as described in the CoSign v5.4 User Guide (Chapter 7: Certifying an Adobe Acrobat
Document). When a document is certified, you can specify one of the following certification
modes:

- No further changes allowed - No changes are permitted to the PDF document.

- Form filling & signing allowed - You may enter data in forms, and sign existing signature fields
in the PDF document.

- Annotations, form filling & signing allowed - You may add annotations to the document, enter
data in forms, and sign existing signature fields in the PDF document.

The Certify operation is disabled if there is a signed field in the document.

#»  Validate - Validates the digital signature. The display of the signature in the main screen is
refreshed to reflect the validation state of the signature.

% Clear - Clears the digital signature. This results in an empty signature field.
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¥ Remove - Removes the digital signature as well as the signature field from the document. This
operation is disabled if there is a signed field in the document.

¥ Settings - Displays the signature settings. Signature Settings can be changed if the field is not
signed. The operation is disabled if there is a signed field in the document.

#» Details - Displays the digital signature status and certificate status.

Configuring Settings for a Single Signature

You may configure the settings and appearance of an individual signature. The Signature Settings
dialog box contains the parameters that influence the signature appearance (Figure 9).

£+ Signature Settings

To access the Signature Settings dialog box: —
i i ild name:
»  Select Settings from the Options drop-down menu located above the ;g‘dl . H
Ignature =3 Igikal ECironic
Slgnature fleld. (FIgUI'e 6) ] Prompt far signature reason
# In the Signature Settings dialog box, configure General parameters, Zhwgtnd
Appearance, and the Date & Tlme FOI’mat. [] Display caption [labels) [¥] Date and time
. . R raphical signature igner's name
»  The General section allows you to specify a name for the signature e o
field (Field name), specify whether the required signature is digital Otem Reasan
or electronic (Signature type), and select whether to prompt a Graphical signatu foesfior: - @ Defauk  OlLeft OTop
signer to enter a reason during signing (Prompt for signature Date & Time Format
Date:  |Mbb d pppy w | [[]Display GMT offset
reason) Time:  |hmm bt v
¥ The Appearance section allows you to select the elements that are —
displayed in the signature field. .
- Show signature field - Select whether to display the signature field. i H o il 1) 6
- . . k eight; 3
When this box is unchecked, the signature appearance and the ! 2 ® e e
signature size and position settings are disabled, and the signature
field is hidden. This parameter is not relevant for electronic - - -
. Figure 9: Signature Settings
signatures.
- Display caption (labels) - Indicates whether to use captions such as ot 5]
“Date,” “Reason,” and “Signed by’ for the fields that will be Digial Signature | Electoic Signatwre | Genral |

General Settings

displayed in the signature field.

Open new documents in same windaw

- Selecting Graphical signature, Initials, Logo, Date and time,

[ Werify signatures when documents are opensd

Signer’s name, Title, and/or Reason will display these elements in ] Oreouch signature

the signature field. v “E‘g“ i
- Graphical signature location - Specifies the location of the visible e et

signature. Saving Dptions

Default folder. | {Save in original folder} | [CBrowse

[ Delete ariginal

Signaturs Date & Time Fomat

Date: MMM d ppy + | []Display GMT offset

Figure 10: OmniSign Default Signature
Settinas - General
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Configuring Default Signature Settings

You can configure the default appearance and other general settings of newly created digital and
electronic signatures.

#  Click % in the Toolbar, or select Tools - Settings from the Menu bar. The OmniSign Settings
dialog box appears. (Figure 10)

¥ The Digital Signature and Electronic Signature tabs allow you to select specific elements to be
displayed in the signature field.
¥ Click the General tab to configure the default signature settings.

- General Settings - Choose to display tip pop-ups at startup, open new documents in the active
OmniSign window, validate all signatures upon opening a PDF file, or activate One-touch
signature.

- Saving Options - Specify where a signed PDF is stored and whether to delete the original file.
- Signature Date & Time Format - Specify date and time format.

For a more detailed description of OmniSign functions, please refer to the CoSign v5.4 User Guide
(Chapter 8: OmniSign - Signing PDF and Non-PDF Files).

Appendix A: Converting Files to PDF Using OmniSign

If your file is not in PDF format, you can easily convert it to PDF using OmniSign.

To convert to PDF using OmniSign: 2]

»  Open the file. =

»  Select File > Print. The Print dialog box appears. (Figure A displays B & & 9 9 j

the standard Print dialog box that appears in Microsoft Word). i W ot e ”Sfm“'sm”efﬁ?}l

7 Select ARX CoSign, and click Print. o R
o . . . . Commert: Hectronicaly signs any printable fil type. PR

Clicking Print triggers the PDF conversion process and simultaneously age Fonge

launches the OmniSign application, which displays the newly created PDF e Nrberefeopes [1_ 2]

file. o C LGEry

Once the file is converted to PDF, you may create and digitally sign

. . . .. Print I Cancel
signature fields using OmniSign. |t |

Figure A: Selecting the
ARX CoSign Printer
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