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General  

CoSign for SharePoint is a set of SharePoint features developed by ARX. The main purpose of this 

development is to add digital signature functionality to various subjects within the SharePoint environment. 

This set is bundled as a Windows SharePoint Solution Package (WSP) file.   

CoSign for SharePoint contains the following features:  

8 CoSign for SharePoint Lists 

8 CoSign for SharePoint Document Libraries 

Installation  

NOTE: This section only explains the steps necessary for a new installation of  the  CoSign for SharePoint  

solution to a MOSS 2007 / WSS3.0 environment. For instructions on upgrading a previous installation of 

CoSign for SharePoint version 1.x with the new version please refer to the òUpgrading CFS version 1.x 

to 2.xó section. 

Installing CoSign for SharePoint on an x 86  SharePoint Server  

The following steps are required in order  to install CoSign for SharePoint on an x86 SharePoint server: 

1.  Install and configure the CoSign Client software package on your SharePoint server (according to 

the CoSign Administrator Guide). 

2.  Login to your SharePoint server machine as an administrative us er.  

3.  Run the command prompt console (cmd.exe).  

4.  Change the current directory to SharePoint utilities folder. By default  it should be:  

C:\Program Files \Common Files\Microsoft Shared \web server extensions \12\BIN> 

5.  Run the following command in order to add the CoSign for SharePoint solution to  the SharePoint 

solutions store:  

stsadm.exe -o addsolution -filename <Full Path \>CoSignForSharePoint.wsp  

6.  Run the following command in order to deploy the CoSign for SharePoint solution in the SharePoint 

Farm:  

stsadm.exe -o deploysolution -name CoSignForSharePoint.wsp -immediate -allowgacdeployment 

ðforce  

7.  Open SharePoint  Central Administration ->Operations  page and click òDefine CoSign Server 

Interfacing Modeó option under òCoSign for SharePointó section. On this page set òCoSignClientó 

as the value for the interfacing mode and save the settings.  
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Installing CoSign for SharePoint on  an  x 64  SharePoint Server  

The following steps are required in order to install CoSign for SharePoint on an x64  SharePoint server: 

1.  Login to your SharePoint server machine as an administrative user.  

2.  On your SharePoint server run the Microsoft Management Console (mmc) application and open 

òCertificatesó snap-in for the òComputeró account.  

3.  Import the ar.cer  certificate , provided as a part of the CoSign for SharePoint delivery,  to the  

òTrusted Root Certification Authoritiesó store. Close the mmc application.  

4.  Run the command prompt console (cmd.exe).  

5.  Change the current directory to SharePoint utilities folder. By default  it should be:   

C:\Program Files \Common Files \Microsoft Shared \web server extensions \12\BIN> 

6.  Run the following command in order to add the CoSign for SharePoint solution to  the SharePoint 

solution's store:  

stsadm.exe -o addsolution -filename <Full Path \>CoSignForSharePoint.wsp  

7.  Run the follow ing command in order to deploy the CoSign for SharePoint solution on the SharePoint 

server:  

stsadm.exe -o deploysolution -name CoSignForSharePoint.wsp -immediate -allowgacdeployment 

ðforce  

8.  Open SharePoint  Central Administration ->Operations  page and click the òDefine CoSign Server 

Interfacing Modeó option under the  òCoSign for SharePointó section. On this page set the 

òWebServicesó value for the interfacing mode and save the settings.  

Post Installation steps  

After completing one of the two sections above, the CoSign for SharePoint solution will be installed  and 

deployed within your SharePoint environment .  

Before you can start using it, the CoSign for SharePoint features should be activated for relevant sites 

within your SharePoint environment. To accomplish  this, complete the following steps:  

8 Open your SharePoint environment as an administrative user and go to the SharePoint site you wish 

to activate the features for.  

8 Go to the Site Actions ->Site Settings ->Site Features  page and activate the relevant feature s. 

Now youõre ready to use òCoSign for SharePointó in your environment. 
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Upgrading  CFS version 1.x to 2.x  

NOTE: This section explains  the steps necessary only for the upgrading a previous installation of CoSign 

for SharePoint  version 1.x with the new versi on 2.x. For instructions on the new/repairing  installation s 

of the CoSign for SharePoint  version 2.x please refer to the òInstallation ó section . 

The following steps are required in order to upgrade a working installation of CoSign for SharePoint version 

1.x to the new version 2.x:  

1.  Backup the CoSign for SharePoint configuration to the backup file using CFSUpgrade.exe command 

line utility, which is provided as a part of the CoSign for SharePoint v2.x delivery:  

CFSUpgrade.exe ðo backup ðfile ò<FullPath\>cfs.bakó 

2.  Run the command prompt console (cmd.exe).  

3.  Change the current directory to  SharePoint utilities folder. By default  it should be:  

C:\Program Files \Common Files\Microsoft Shared \web server extensions \12\BIN> 

4.  Run the following command in order to retract the old CoSign for SharePoint solution v1.x.  

stsadm -o retractsolution -name cosignforsharepoint.wsp  -immediate  

5.  Run the following command in order to upgrade the old v1.x CoSign for SharePoint solution with the 

new v2.x in the SharePoint Solutions store:  

stsadm.exe -o upgradesolution -filename ò<FullPath\>CoSignForSharePoint.wspó -name 

cosignforsharepoint.wsp  

6.  Run the following command in order to deploy the newly upgraded v2.x solution in your SharePoint 

environment:  

stsadm.exe -o deploysolution -name cosignforsharepoint.wsp -immediate -allowgacdeployment  

7.  Restore CoSign for SharePoint settings from the backup file using the CFSUpgrade.exe command 

line utility, which is provided as a part of the CoSign for SharePoint delivery:  

CFSUpgrade.exe ðo restore ðfile ò<FullPath\>cfs.bakó 

8.  Run the following command in order to restart your Internet Information Service:  

i isreset .exe  

9.  Define the CoSign Server Interfacing Mode in the following way:  

8 For x86 SharePoint Servers - Open SharePoint  Central Administration ->Operatio ns page and 

click the òDefine CoSign Server Interfacing Modeó option under the òCoSign for SharePointó 

section. On this page set òCoSignClientó as the value for the interfacing mode and save the 

settings.  

8 For x64 SharePoint Servers - Open SharePoint  Centra l Administration ->Operations  page and 

click the òDefine CoSign Server Interfacing Modeó option under òCoSign for SharePointó 

section. On this page set òWebServicesó as the value for the interfacing mode and save the 

settings. 
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CFS  Central Administration  

Once CoSign for SharePoint has been deployed in the SharePoint Farm, it extends the Operations  page on 

the SharePoint Central Administration site with the custom items (Figure 1)  

 

Figure 1 - CoSign for SharePoint Extension for ShareP oint Central Administration  

These items provide access to the CoSign for SharePoint Central Administration pages enabling the Site 

Collection Administrator to configure the general CoSign for SharePoint behavior. These settings affect the 

entire installati on of CoSign for SharePoint within the current SharePoint Farm. The following operations 

are provided by these extensions:  

8 Restore CoSign for SharePoint Configuration ð Enables the administrator to restore the CoSign for 

SharePoint configuration from the p reviously created backup file.  

8 Backup CoSign for SharePoint Configuration  ð Enables the administrator to perform backup for 

configurations of all Cosign for SharePoint features activated in the current SharePoint Farm.  

8 Define Cosign Server Interfacing Mode  ð Enables the administrator to define the interface used by 

CoSign for SharePoint for interacting with the CoSign server. The detailed description of available 

CoSign Server Interfaces is provided in the following section.  

CoSign Server Interfacing Mode  

The CoSign server appliance supports two interfaces for handling digital signature requests. CoSign for 

SharePoint supports both interfaces and enables the administrator to select the most appropriate one to 

use. The following is a detailed description of e ach interface:  

8 CoSignClient ð Enables custom application interfacing with the CoSign Server through a Common 

Object Model interface. This interface provides the best performance, stability, and optimizes 

network traffic, but it requires additional CoSign C lient software to be installed and configured on 

the SharePoint Server. At the moment this interface is available for 32bit Windows operation 

systems only.   

8 WebServices (SOAP Web Services) ð Enables custom application interfacing with the CoSign Server 

thr ough SOAP calls over HTTP. Using this interface does not require an additional software 

installation but it is less efficient than the  CoSignClient interface. This interface is supported for 

both x86 and x64 operational systems.   

The Enabling of the WebServices interface is based on the following conditions:  

4 ARX ROOT certificate, which is provided as a part of the CoSign for SharePoint delivery, should 

be installed into the Trusted Root Certification Authorities  store of the Computer  account on 

the SharePoint server machine. This can be done using Certificates  snap-in of the Microsoft  

Management Console windows component application.  

4 The DNS name òcosignó should be resolvable from the SharePoint server and associated with 

the CoSign Server IP address. This can be 
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done either by adding the relevant entry to the local hosts file  under 

C:\windows\system32\drivers\etc\, or by adding the relevant record to the global DNS table.  

CoSign  for SharePoint Lists  

CoSign for SharePoint provides a feature enabling users to digitally sign List Items in Custom SharePoint 

Lists. This section contains a detailed description of this functionality.  

User Interface  

This feature allows users to digitally sign items (records) within SharePoint Custom Lists. Once the feature 

has been installed and activated, the user will see additional menu options in the L ist Item context menu 

(Figure 2).  

 

Figure 2 ð CoSign for SharePoint Lists M enu Extensions 

8 Clicking Sign with CoSign will redirect the user to the Digital Signature Ceremony page, allowing 

the user to sign the relevant List Item with an additional signature. On this page the user will be 

prompted for the signing reason, his/her CoSign credentials (Username, Password, and Domain), 

and the item will be signed.  After signing, the òSigned Statusó column will be updated with the 

relevant value reflecting the overall status of signatures applied to this List Item.  

8 Clicking Verify Signature s will verify the List Item signatures validity and update the Signature 

Status column with the relevant value.  

8 Clicking Review Signatures  will redirect the user to the List Item Signatures  page. This page lists 

all signatures attached to the List Item, indicates the overall status of signed item, and presents 

detailed information  for each signature separately. Figure 3 demonstrates the òList Item 

Signaturesó page for a List Item signed with two signatures, while the first signature is invalid and 

the second one is valid. Each signature contains detailed information about the signe rõs identity, 

signing reason, signing time, and more. Clicking the signerõs name link allows a user to download 

and review the signerõs certificate. Additionally, in case it is allowed by the policy defined by the 

CoSign for SharePoint administrator, this page allows for deletion of all signatures or a specific 

signature.  
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Figure 3 ð Digital Signature Validation Page  

CoSign for SharePoint Lists Administration  

In order to enable and customize  the behavior of  digital signatures for any SharePoint List, the List 

Administrator has to open the relevant list and choose the Configure Digital Signatures  option in the 

Settings menu (Figure 4).  This will open the SharePoint List Configuration page (Figure 5).   

         

 

Figure 4 ð CoSign for SharePoint Lists Administration Menu  
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Figure 5 - CoSign for SharePoint Lists Administration Page  

This page is used for customizing Digital Signature functionality for the specific list. The following is a 

detailed description of the customizable parameters:  

8 Enable Digital Signature Functionality for this List  ð Checking this checkbox enables users to 

digitally sign List Items contained in th e list. Additionally, enabling digital signature functionality  

expands the SharePoint List structure by adding  a Signatures Status  column. It also adds additional  

internal extensions used for keeping the Digital Signature data itself .  

Note:  Disabling digital signatures for SharePoint List  restores the List to the st ate it was before the 

functionality was enabled. That means the Signature Status column and all signatures attached to 

all List Items within this List will be permanently removed.  

8 Columns Selection - Each SharePoint List can have its own column structure, hence the feature 

should be customized for each list individually before it can be used. During customization, the 

administrator selects the list columns whose data will be included in the digital signatures.  

8 Require signers to add reason for signing  ð When this option is enabled the signers will have to 

provide the reason for signing during the signing ceremony.  

8 Display userõs name in the login box  ð When this option is enabled it  displays the domain and the 

username of the currently logged -in SharePoint user in the login box during the signature  

ceremony. Using this feature is only recommended with  Active Directory installations of CoSign 

server, where SharePoint, Active Directory, and CoSign Server user accounts are synchronized.  

8 Allow users to delete ex isting signatures  ð When this option is enabled additional buttons will 

appear on the List Item Signatures  page allowing users to remove previously created signatures. 
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When this option is disabled  signature cannot be removed.  

8 Post-Signing Redirection  ð The signature signing/validation operations are handled by CoSign for 

SharePoint Web pages. This setting enables the administrator to define which SharePoint page the 

user should be redirected to after the CoSign for SharePoint operation has been completed. O ne of 

three options are available:  

4 To Predefined View  ð The user will be redirected to the predefined SharePoint View.  

4 To Predefined URL ð The user will be redirected to a constant URL specified by the 

administrator. Note: The URL should start with òhttp:/ /ó or òhttps://ó. 

4 To Default View  ð The user will be redirected to the View which is defined as the default for 

the current SharePoint List.  

CoSign for  Document Libraries  

This feature enables users to digitally sign and verify signatures for documents stored in the SharePoint 

Document Libraries. Once the feature has been installed and activated, an additional Signed Status column 

will be added to the Document Library structure indicating the signature status of the documents. The user 

will also see additio nal menu options in the List Item context menu (Figure 6).  

 

Figure 6 ð CoSign for Document Libraries Menu Extension  

The CoSign for Document Libraries feature only supports document libraries with enabled Content Type 

Management functionality, and allows users to define a few signature profiles for each document -based 

Content Type. For example, letõs assume that there is a document library containing definitions for two 

Content Types (e.g., PO and Invoice).  The documents belonging to the first Content Type should be signed 

only by the account manager, while documents belonging to the second Content Type should be signed by 

both the sales manager and CFO. The administrator can define the single signature profile (e.g., òaccount 

manageró) for the PO Content Type and a two -signature profile for the Invoice Content Type (e.g., òsales 

manageró and òCFOó). For each profile the administrator defines the signature location, appearance, and 

additional details. When the user sign s a document, CoSign for SharePoint automatically determines the 

Content Type of this document and provides the user with the appropriate signing ceremony. The detailed 

description of the signing ceremony is provided in the òSigning Documentsó section below. 

CoSign for Document Libraries  supports various file formats for signature creation and validation. The 

supported file formats also depend on the defined 
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CoSign server interfacing mode. Table 1 details the file formats supported by CoSign for SharePoint for 

various operations in various interfacing modes.  

 

CoSign Server Interfacing Mode Signing Validation  

Web Services PDF PDF, DOC 

CoSign Client PDF PDF, DOC, DOCX, XLSX 

Table 1 - Supported File Formats  

Signing Documents  

Clicking Sign with Cosi gn on the document context menu (Figure 5) redirect s the user to the Sign with 

CoSign page (Figure 7).  CoSign for SharePoint then recognizes the Content Type of the document that has 

been selected to be signed and generates this page according to the setti ngs configured by the 

administrator for the relevant Content Type. This page can contain the following components: 

8 Link to the relevant document allowing for review of this document before signing.  

8 Signature Profile  selection  ð As it has been explained above, before the user can start signing 

documents, the administrator must define signature profiles. The detailed information for the 

Signature Profile definition ceremony can be found in the CoSign for Document Library 

Administration  section. The Signature Profile selection component enables the user to choose the 

profile of the signature for the specific signature . This component appears only when the current 

Content Type contains definitions for at least two profiles.  

8 Reason ð This component allows the signer to specify the reason for signing and will only appear if 

the Signature Profile definition is set to require a reason .  

8 Cosign Account Credentials ð Credentials employed by the user to access the signing keys stored on 

the CoSign Server. In Active Directory installations of CoSign for SharePoint the User Name should 

be provided in the form of the User Distinguished Name (i.e.,òDomain\Usernameó).  

 

Figure 7 - Document Digital Signature Ceremony Page  
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Validating Document Signature s 

Clicking Verify Signatures  in the  document context menu (Figure 6) validates all signatures within the 

relevant document and update s the Signature Status  column with one of the following values:  

8 Not Signed ð The document does not contain digital signatur es. 

8 Not Verified  ð The document's signature status has not been verified yet. This status will also 

appear for the document formats that are not supported for signatures validation (Table 1).  

8 Valid Signatures  ð The document contains at least one digital si gnature, and all signatures are 

valid.  

8 Invalid Signature  ð The document contains at least one invalid digital signature.  

CoSign for Document Libraries Administration  

Once the CoSign for Document Libraries feature has been activated for a SharePoint Documen t Library, the 

Settings  menu of this library is extended with the new òConfigure Digital Signaturesó item (Figure 8).   

 

Figure 8 ð CoSign for Document Libraries Administration menu  

Clicking this menu item redirects the user to the  CoSign for SharePoint Document Libraries Configuration 

page (Figure 9), enabling the administrator to configure the CoSign for Document Libraries  feature. This 

page contains the following customizable components:  

8 Enable Digital Signatures for this Documen t Library  ð Checking this box enables users to digitally 

sign documents of supported format s stored within  this Document Library. Additionally, it extends 

the Document Library structure to the Signatures Status  column. Disabling the functionality deletes 

the column and removes all profiles and other definitions that refer to this library.  

8 Display userõs name in the Login box ð When enabled, this feature displays the domain and the 

username of the currently logged -in SharePoint user in the login box on the s igning ceremony. Using 

this feature is only recommended in the Active Directory installations of CoSign, where SharePoint, 

Active Directory, and CoSign user accounts are all synchronized.  

8 Enable Signatures Automatic Validation for this Document Library  ð This component allows the 

enabling/disabling of the Signatures Automatic Validation  feature explained in the following 

section below.  

8 Signature Profiles definition ð As explained earlier, the administrator can define one or more 

signature profiles for each Content Type relevant to the current Document Library. In order to do 

this, the administrator needs to select the relevant Content Type from the left Available Content 

Types list. Doing this will display all existing signature profiles in the  list on the r ight -hand. The 

administrator can remove an existing profile by clicking the Remove button. Clicking the Add 




